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The open wire profile, verifier, and conformance suite of the Bounded Authority Protocol: an
issuer signs a capability grant that names exactly which operations a holder may invoke, with
which arguments; the holder signs a proof of possession for each request; a verifier checks
the exact bytes and returns redacted facts. It never returns an authorization decision.
The package is pure and deterministic: no keys, no clock, no I/O, no runtime dependencies. Every
failure is the single value-free {:error, :invalid}, and the wire profile is closed, with no
permissive mode. It builds on compact JWS, DPoP, JCS, and JWK thumbprints
(RFC 7515, 9449,
8785, 7638).
Versions
"Package 1.x" is a Hex release line; "contract-major N" is a closed wire profile. One package
release carries several profiles.
	What	Version	Namespace	Suite	Specification
	Hex package	1.0.0	BoundedAuthorityProtocol		Changelog
	Contract-major 1	frozen	BoundedAuthorityProtocol.V1	BAP1-Ed25519-SHA256	spec
	Contract-major 2	frozen	BoundedAuthorityProtocol.V2	BAP2-Ed25519-SHA256	spec
	Contract-major 3	frozen	BoundedAuthorityProtocol.V3	BAP3-ES256-SHA256	spec
	Local-loopback HTTP proofs	profile 1	...ApplicationProfile.LocalLoopbackHttp.V1	Ed25519	spec
	Role attestations	profile 1	...RoleAttestation.V1	Ed25519	spec
	Content assertions	profile 1	...ContentAssertion.V1	Ed25519	spec

See Choosing a profile and
API stability and versioning.
Installation
def deps do
  [{:bounded_authority_protocol, "~> 1.0"}]
end
Elixir 1.18 or later (Mix enforces it) and Erlang/OTP 27 or later (for :json; nothing checks
it). CI tests Elixir 1.18, 1.19, and 1.20 on OTP 27, 28, and 29.
Quickstart
An issuer signs a grant, a holder signs a proof for one request, and the service verifies both
against what it derived from the request. Paste it into iex -S mix in a project that depends on
the package; the repository's test suite runs this exact block.
alias BoundedAuthorityProtocol.V1

alias BoundedAuthorityProtocol.V1.{
  Credentials,
  ExpectedRequest,
  Grant,
  Operation,
  Proof,
  TrustedIssuer
}

# Demo keys. In production the issuer's private key stays in its KMS or HSM, the holder's in its
# own key store, and the verifier only ever receives public keys.
{issuer_public, issuer_private} = :crypto.generate_key(:eddsa, :ed25519)
{holder_public, holder_private} = :crypto.generate_key(:eddsa, :ed25519)
{:ok, holder_thumbprint} = V1.Jwk.public_key_thumbprint_raw(holder_public, %{})

# The issuer grants one operation, restricted to one argument value.
grant = %Grant{
  key_id: "issuer-1",
  issuer: "https://issuer.example",
  grant_id: "grant-001",
  audiences: ["https://docs.example"],
  issued_at: 1_800_000_000,
  not_before: 1_800_000_000,
  expires_at: 1_800_003_600,
  holder_thumbprint: holder_thumbprint,
  operations: [
    %Operation{name: "publish_article", selectors: [{:equals, ["section"], {:string, "science"}}]}
  ]
}

{:ok, grant_input} = V1.grant_signing_input(grant, %{})
grant_signature = :crypto.sign(:eddsa, :none, grant_input.message, [issuer_private, :ed25519])
{:ok, grant_compact} = V1.assemble_compact(grant_input, grant_signature)

# The holder binds one request to the grant with a proof of possession.
now = 1_800_000_100
arguments = {:object, [{"section", {:string, "science"}}, {"title", {:string, "Tides"}}]}

proof = %Proof{
  holder_public_key: holder_public,
  proof_id: "proof-001",
  method: "POST",
  target_uri: "https://docs.example/articles",
  issued_at: now,
  nonce: nil,
  invocation_id: "9b2f1c3e-7a51-4d0e-8f6a-2c4b5d6e7f80",
  operation: "publish_article",
  grant_compact: grant_compact,
  cast_arguments: arguments
}

{:ok, proof_input} = V1.proof_signing_input(proof, %{})
proof_signature = :crypto.sign(:eddsa, :none, proof_input.message, [holder_private, :ed25519])
{:ok, proof_compact} = V1.assemble_compact(proof_input, proof_signature)

# The service verifies the raw bytes against what IT derived from the request.
expected = %ExpectedRequest{
  trusted_issuer: %TrustedIssuer{key_id: "issuer-1", public_key: issuer_public},
  issuer: "https://issuer.example",
  audience: "https://docs.example",
  method: "POST",
  target_uri: "https://docs.example/articles",
  invocation_id: "9b2f1c3e-7a51-4d0e-8f6a-2c4b5d6e7f80",
  operation: "publish_article",
  cast_arguments: arguments,
  evaluation_time: now,
  clock_skew: 60,
  proof_max_age: 300,
  nonce: :not_required,
  bounds: %{}
}

credentials = %Credentials{grant: grant_compact, proof: proof_compact}
{:ok, facts} = V1.check_envelope(credentials, expected)

# The same proof replayed against other arguments fails closed, with no detail.
other_section = {:object, [{"section", {:string, "sports"}}, {"title", {:string, "Tides"}}]}
{:error, :invalid} = V1.check_envelope(credentials, %{expected | cast_arguments: other_section})

{facts.operation, facts.authorization}
The final value is {"publish_article", :not_evaluated}: the bytes verified, and the
authorization decision is still yours to make.
What it leaves to you
The package verifies grants, proofs, and the evidence formats, and computes the exact bytes to
sign for every protocol object. It does not select trusted keys, hold private keys, reserve
replay, check revocation, or decide whether an effect is authorized; the
usage rules list what your service owns. To sign with keys in an HSM, a KMS, or
a key store, use bounded_authority_report_adapter.
Conformance
Every certified corpus ships under priv/conformance, with a CLI that exits 0 only on
complete agreement. Contract-major 1's corpus alone has 283 cases across 28 surfaces:
mix escript.install hex bounded_authority_protocol 1.0.0
bounded_authority_conformance --corpus deps/bounded_authority_protocol/priv/conformance/v1/corpus

TypeScript, Python, Rust, and Go verifiers pass the same corpora
(Other languages).
Documentation
Getting started, the cheatsheet,
and three Livebooks: the walkthrough,
service integration, and
chains and archives. Then the guides:
Recipes, Evidence,
Troubleshooting, Upgrading, the
glossary, the FAQ, the
threat model, and governance.
Security
Report a vulnerability privately through the
Security tab; see
SECURITY.md.
License
Apache License 2.0. See LICENSE and NOTICE.


  

    Getting started

This guide takes you from an empty project to a verified request in five steps, then covers the
jobs that come next: handling a rejection, rotating issuer keys, and testing your integration.
Every Elixir block below runs, in order, in the repository's test suite.
What you are holding
bounded_authority_protocol is a pure, deterministic verification library. It proves that the
bytes a caller supplies satisfy the trusted keys and expected context the caller also supplies.
It never selects trusted keys, reserves replay, checks revocation, or grants execution: those
belong to your service or to a stateful authority runtime. The
standard specification is the normative profile; this guide is
operational.
Install
defp deps do
  [{:bounded_authority_protocol, "~> 1.0"}]
end
The changelog describes each release, and Upgrading what
to change when you move between them. Depend on the Hex package, never on a source checkout. The
package
has no runtime dependencies. Mix enforces its elixir: "~> 1.18" requirement; it also needs
Erlang/OTP 27 or later (the standard-library :json module), which nothing checks for you. CI
tests Elixir 1.18 on OTP 27, 1.19 on OTP 28, and 1.20 on OTP 29.
The verifier never signs. To produce signed grants and proofs with keys held in an HSM, a KMS,
or a local key store, use the holder-side companion
bounded_authority_report_adapter.
The examples below sign with :crypto and throwaway keys so they run anywhere.
Verify your first request
1. Keys
The issuer signs grants; the holder signs one proof per request. The verifier receives only
public keys. A grant names its holder by the RFC 7638 thumbprint of the holder's public key.
alias BoundedAuthorityProtocol.V1

alias BoundedAuthorityProtocol.V1.{
  Credentials,
  ExpectedGrant,
  ExpectedRequest,
  Grant,
  Operation,
  Proof,
  TrustedIssuer
}

{issuer_public, issuer_private} = :crypto.generate_key(:eddsa, :ed25519)
{holder_public, holder_private} = :crypto.generate_key(:eddsa, :ed25519)
{:ok, holder_thumbprint} = V1.Jwk.public_key_thumbprint_raw(holder_public, %{})

byte_size(holder_thumbprint)
The value is 32: the thumbprint is a raw 32-byte SHA-256 digest.
2. The grant
A grant lists the operations the holder may invoke and, for each, selectors over the
arguments. Selectors apply together: here the holder may restart a service only in the staging
environment, and only one of two named services.
grant = %Grant{
  key_id: "issuer-2026-10",
  issuer: "https://issuer.example",
  grant_id: "grant-restart-001",
  audiences: ["https://deploy.example"],
  issued_at: 1_800_000_000,
  not_before: 1_800_000_000,
  expires_at: 1_800_003_600,
  holder_thumbprint: holder_thumbprint,
  operations: [
    %Operation{
      name: "restart_service",
      selectors: [
        {:equals, ["environment"], {:string, "staging"}},
        {:one_of, ["service"], [{:string, "search"}, {:string, "indexer"}]}
      ]
    }
  ]
}

{:ok, grant_input} = V1.grant_signing_input(grant, %{})
grant_signature = :crypto.sign(:eddsa, :none, grant_input.message, [issuer_private, :ed25519])
{:ok, grant_compact} = V1.assemble_compact(grant_input, grant_signature)

length(String.split(grant_compact, "."))
The value is 3: a compact JWS has three dot-separated parts.
grant_signing_input/2 returns the exact bytes to sign (grant_input.message);
assemble_compact/2 checks the signature width and the encoded parts and returns the compact
JWS. It also refuses a signature that no conforming signer emits (for Ed25519, S not below the group order or a non-canonical or
small-order R) and never rewrites the bytes it accepts. Neither function sees a private key.
3. The proof
For each request the holder signs a proof that binds the grant (by its digest), the HTTP method
and URI, a fresh invocation id, the operation, and a digest of the typed arguments.
now = 1_800_000_100

arguments =
  {:object, [{"environment", {:string, "staging"}}, {"service", {:string, "search"}}]}

proof = %Proof{
  holder_public_key: holder_public,
  proof_id: "proof-restart-001",
  method: "POST",
  target_uri: "https://deploy.example/services/restart",
  issued_at: now,
  nonce: nil,
  invocation_id: "3f0c2a9e-1b7d-4c55-9e21-6a8b0d4f7c13",
  operation: "restart_service",
  grant_compact: grant_compact,
  cast_arguments: arguments
}

{:ok, proof_input} = V1.proof_signing_input(proof, %{})
proof_signature = :crypto.sign(:eddsa, :none, proof_input.message, [holder_private, :ed25519])
{:ok, proof_compact} = V1.assemble_compact(proof_input, proof_signature)

length(String.split(proof_compact, "."))
The value is 3 again.
Arguments use the package's tagged JSON form ({:object, members}, {:string, s},
{:integer, i}, and so on), so an integer and a float never compare equal by accident. Your
service builds this value from the request it parsed; BoundedAuthorityProtocol.V1.Json.decode/2
produces it from raw JSON bytes.
4. Verify
The service supplies everything: the trusted issuer key, the expected issuer and audience, the
values it derived from the incoming request, the evaluation time, and the limits.
trusted = %TrustedIssuer{key_id: "issuer-2026-10", public_key: issuer_public}

expected = %ExpectedRequest{
  trusted_issuer: trusted,
  issuer: "https://issuer.example",
  audience: "https://deploy.example",
  method: "POST",
  target_uri: "https://deploy.example/services/restart",
  invocation_id: "3f0c2a9e-1b7d-4c55-9e21-6a8b0d4f7c13",
  operation: "restart_service",
  cast_arguments: arguments,
  evaluation_time: now,
  clock_skew: 60,
  proof_max_age: 300,
  nonce: :not_required,
  bounds: %{}
}

credentials = %Credentials{grant: grant_compact, proof: proof_compact}
{:ok, facts} = V1.check_envelope(credentials, expected)

{facts.operation, facts.grant_id, facts.authorization}
The result is {"restart_service", "grant-restart-001", :not_evaluated}. EnvelopeFacts
carries identifiers, digests, and times, never the raw signature, key, nonce, or arguments, and
its authorization field is always :not_evaluated.
To check a grant on its own (for example when the holder registers it), use
verify_grant/3:
expected_grant = %ExpectedGrant{
  issuer: "https://issuer.example",
  audience: "https://deploy.example",
  evaluation_time: now,
  clock_skew: 60,
  bounds: %{}
}

{:ok, grant_facts} = V1.verify_grant(grant_compact, trusted, expected_grant)
{grant_facts.grant_id, grant_facts.authorization}
The value is {"grant-restart-001", :not_evaluated}.
5. Decide
Verification is one input to your decision. Before you act, your service still has to reserve
the invocation id against replay, check that the grant is not revoked, and apply its own policy.
See usage rules.
Handle a rejection
Every failure is the same value: {:error, :invalid}. A wrong key, another audience, an expired
grant, a changed byte, an argument outside the selectors, or a stale proof all look identical,
so the error leaks nothing an attacker could use.
production = %{expected | cast_arguments: {:object, [{"environment", {:string, "production"}}, {"service", {:string, "search"}}]}}
late = %{expected | evaluation_time: now + 400}
other_audience = %{expected | audience: "https://billing.example"}

for request <- [production, late, other_audience] do
  V1.check_envelope(credentials, request)
end
Each entry is {:error, :invalid}. To find out why a credential you produced is rejected,
compare your expected values with what the credential carries. decode_grant/2 and
decode_proof/2 read the claims without checking any signature, so use them for diagnosis only,
never for a decision:
{:ok, decoded} = V1.decode_grant(grant_compact, %{})
{decoded.issuer, decoded.audiences, decoded.expires_at}
The value is {"https://issuer.example", ["https://deploy.example"], 1_800_003_600}.
Rotate issuer keys
An issuer rotates keys by signing new grants under a new kid while old grants keep the old
one. Keep every currently trusted issuer key in your own key set, read the grant's kid with
untrusted_key_locator/2, and look it up there. The kid is only a hint: an unknown kid
must fail, and a known kid still has to verify under the key you selected.
{next_public, next_private} = :crypto.generate_key(:eddsa, :ed25519)

trusted_keys = %{
  "issuer-2026-10" => issuer_public,
  "issuer-2027-01" => next_public
}

next_grant = %{grant | key_id: "issuer-2027-01", grant_id: "grant-restart-002"}
{:ok, next_input} = V1.grant_signing_input(next_grant, %{})
next_signature = :crypto.sign(:eddsa, :none, next_input.message, [next_private, :ed25519])
{:ok, next_compact} = V1.assemble_compact(next_input, next_signature)

verify_with_trusted_keys = fn compact ->
  with {:ok, locator} <- V1.untrusted_key_locator(compact, %{}),
       {:ok, public_key} <- Map.fetch(trusted_keys, locator.kid) do
    V1.verify_grant(compact, %TrustedIssuer{key_id: locator.kid, public_key: public_key}, expected_grant)
  else
    _ -> {:error, :invalid}
  end
end

{:ok, old} = verify_with_trusted_keys.(grant_compact)
{:ok, new} = verify_with_trusted_keys.(next_compact)
{old.grant_id, new.grant_id}
The value is {"grant-restart-001", "grant-restart-002"}: both grants verify while both keys are
trusted.
To retire the old key, remove it from trusted_keys; its grants then fail. Before you trust a
new Ed25519 key, check it with BoundedAuthorityProtocol.Ed25519.acceptable_public_key?/1 and
BoundedAuthorityProtocol.Ed25519.torsion_free?/1 (usage rule 17):
{BoundedAuthorityProtocol.Ed25519.acceptable_public_key?(next_public),
 BoundedAuthorityProtocol.Ed25519.torsion_free?(next_public)}
The value is {true, true}.
Signed rotation evidence for archives (boundary anchors, key transitions, and anchored exports)
has its own functions: verify_historical_anchor/3, verify_key_transition/4, and
verify_anchored_export/3. Their inputs and rules are in
spec/bap-v1.md § 15.
Test your integration
The package ships its certified conformance corpora and a verifier CLI that checks every case
and exits 0 only on full agreement (1 on any disagreement or integrity failure, 2 on a
usage error). Install it once and run it against a packaged corpus from your project, after
mix deps.get:
mix escript.install hex bounded_authority_protocol 1.0.0
bounded_authority_conformance --corpus deps/bounded_authority_protocol/priv/conformance/v1/corpus

mix escript.install puts the command in ~/.mix/escripts; add that directory to your PATH.
To run every packaged corpus from Elixir, for example in your own test suite, call
BoundedAuthorityProtocol.Conformance.Cli.run/1 as Recipes
shows. Exit 0 is conformance evidence, not an authorization.
For your own service, test the rejection paths, not only the happy path: a changed byte, a wrong
audience, an expired grant, an argument outside the selectors, and a replayed invocation id
(your replay store, not this package, must catch that one). When a request you expected to pass
fails, the troubleshooting checklist finds the input that differs.
The three rules that surprise newcomers
	Facts are not authority. A successful verification proves byte-level properties against
the inputs you supplied. A decision also needs trust selection, replay reservation, and
revocation, which live outside this package.
	Everything is closed. Unknown members, alternate encodings, duplicate names, and
over-limit structures are rejected. There is no permissive mode.
	Time is an input. The verifier reads no clock. You pass the evaluation time, the skew
(at most 60 seconds), and the proof maximum age (at most 300 seconds).

Other profiles
The same steps apply to the other namespaces, each with its own specification and corpus:
	BoundedAuthorityProtocol.V2 (contract-major 2) adds the range selectors lte and gte
(spec).
	BoundedAuthorityProtocol.V3 (contract-major 3) uses ES256 (ECDSA P-256) keys and signatures
(spec).
	BoundedAuthorityProtocol.ApplicationProfile.LocalLoopbackHttp.V1 is a byte-distinct proof
for a local development listener on literal 127.0.0.1 or [::1] HTTP, with a mandatory
server nonce (spec). Loopback HTTP is not TLS and
does not isolate local processes.
	BoundedAuthorityProtocol.RoleAttestation.V1 binds a key to the issuer or holder role
(spec).
	BoundedAuthorityProtocol.ContentAssertion.V1 binds the digest of exact content bytes to an
issuer, audience, lineage subject, and window (spec).

Each namespace rejects the others' bytes. Select one explicitly; never infer a profile from the
input or retry another after a rejection. The
Livebook walkthrough runs every one of them.
Where to go next
	Recipes: Plug and Phoenix integration, selectors per contract-major, ES256 keys
in a KMS or HSM, key rotation, nonces, and running every corpus.
	The Livebooks: the protocol walkthrough runs every
profile with the attacks each one rejects, service integration
covers rotation, nonces, and time, and chains and archives
builds the evidence formats.
	Choosing a profile and the cheatsheet.
	Usage rules: what a consuming host must do.
	Upgrading and API stability and versioning.
	The implementer's guide: building a verifier in another language.



  

    Bounded Authority Protocol: end-to-end walkthrough

Mix.install([
  {:bounded_authority_protocol, "~> 1.0"}
])
What this notebook covers
This notebook runs the full produce, assemble, verify, and reject loop with the verifier package
alone. It mints its own ephemeral Ed25519 and P-256 keys at runtime: nothing is tracked or
persisted. The package accepts public keys only, so the notebook does the signing and the package
does the verifying. It builds a grant and a proof through the package's deterministic producers,
verifies the envelope, and then watches each classic attack fail.
The later sections cover the local-loopback, role-attestation, and content-assertion sibling
profiles; strict Ed25519 verification, with forged keys and signatures taken from the certified
strict-Ed25519 corpus; and contract-major 3, the ES256 suite.
Run it top to bottom. A rerun mints fresh keys and produces different bytes with the same
verdicts. After each cell, the text states the value the cell returns; the package's test suite
runs this notebook and checks every one of those statements. The only file the notebook reads
is the certified corpus that ships inside the package.
Two companion notebooks continue from here:
service integration
(key rotation, nonces, clocks, diagnosing a rejection) and
chains and archives
(consumption chains, boundary anchors, key transitions, anchored exports).
1. Ephemeral keys
{issuer_public, issuer_private} = :crypto.generate_key(:eddsa, :ed25519)
{holder_public, holder_private} = :crypto.generate_key(:eddsa, :ed25519)

{:ok, holder_thumbprint} =
  BoundedAuthorityProtocol.V1.Jwk.public_key_thumbprint_raw(holder_public, %{})

{byte_size(issuer_public), byte_size(holder_thumbprint)}
The cell returns {32, 32}: a raw 32-byte Ed25519 public key, and the raw 32-byte RFC 7638
thumbprint of the holder key that the grant will name.
2. Build and sign a grant
alias BoundedAuthorityProtocol.V1.{Grant, Operation}

grant = %Grant{
  key_id: "issuer-1",
  issuer: "https://issuer.example",
  grant_id: "grant-2026-001",
  audiences: ["https://service.example"],
  issued_at: 1_800_000_000,
  not_before: 1_800_000_000,
  expires_at: 1_800_003_600,
  holder_thumbprint: holder_thumbprint,
  operations: [
    %Operation{
      name: "read_record",
      selectors: [
        {:equals, ["record", "region"], {:string, "us-east"}},
        {:one_of, ["record", "tier"], [{:string, "gold"}, {:string, "platinum"}]},
        :all
      ]
    }
  ]
}

{:ok, signing_input} = BoundedAuthorityProtocol.V1.grant_signing_input(grant, %{})
issuer_signature = :crypto.sign(:eddsa, :none, signing_input.message, [issuer_private, :ed25519])
{:ok, grant_compact} = BoundedAuthorityProtocol.V1.assemble_compact(signing_input, issuer_signature)

grant_compact
The cell's value matches "eyJ" <> _: a compact JWS whose first segment is the base64url form of
the protected header {"alg":"EdDSA",…}. The signature is fresh on every run.
3. Build and sign the holder proof
The proof binds this grant (through ath, the digest of the exact grant compact bytes), this
request (through the server-derived operation and typed arguments), and this context.
alias BoundedAuthorityProtocol.V1.Proof

now = 1_800_001_000

proof = %Proof{
  holder_public_key: holder_public,
  proof_id: "proof-2026-001",
  method: "GET",
  target_uri: "https://service.example/records/1",
  issued_at: now,
  nonce: nil,
  invocation_id: "7d444840-9dc0-11ed-a8fc-0242ac120002",
  operation: "read_record",
  grant_compact: grant_compact,
  cast_arguments:
    {:object,
     [
       {"record", {:object, [{"tier", {:string, "gold"}}, {"region", {:string, "us-east"}}]}}
     ]}
}

{:ok, proof_input} = BoundedAuthorityProtocol.V1.proof_signing_input(proof, %{})
holder_signature = :crypto.sign(:eddsa, :none, proof_input.message, [holder_private, :ed25519])
{:ok, proof_compact} = BoundedAuthorityProtocol.V1.assemble_compact(proof_input, holder_signature)

proof_compact
The cell's value matches "eyJ" <> _: the proof is a compact JWS of type dpop+jwt.
4. Verify the grant
The verifier holds no state and reads no clock. The caller supplies the trusted key, the
expected context, and the evaluation time.
alias BoundedAuthorityProtocol.V1.{TrustedIssuer, ExpectedGrant}

trusted = %TrustedIssuer{key_id: "issuer-1", public_key: issuer_public}

expected_grant = %ExpectedGrant{
  issuer: "https://issuer.example",
  audience: "https://service.example",
  evaluation_time: now,
  clock_skew: 60,
  bounds: %{}
}

{:ok, grant_facts} = BoundedAuthorityProtocol.V1.verify_grant(grant_compact, trusted, expected_grant)

Map.take(Map.from_struct(grant_facts), [:issuer, :grant_id, :authorization])
The cell returns %{issuer: "https://issuer.example", grant_id: "grant-2026-001", authorization: :not_evaluated}.
Facts carry identifiers, digests, and times, never keys or signatures, and
authorization: :not_evaluated says that deciding is still your job.
5. Verify the full envelope
alias BoundedAuthorityProtocol.V1.{Credentials, ExpectedRequest}

credentials = %Credentials{grant: grant_compact, proof: proof_compact}

expected_request = %ExpectedRequest{
  trusted_issuer: trusted,
  issuer: "https://issuer.example",
  audience: "https://service.example",
  method: "GET",
  target_uri: "https://service.example/records/1",
  invocation_id: "7d444840-9dc0-11ed-a8fc-0242ac120002",
  operation: "read_record",
  cast_arguments:
    {:object,
     [
       {"record", {:object, [{"tier", {:string, "gold"}}, {"region", {:string, "us-east"}}]}}
     ]},
  evaluation_time: now,
  clock_skew: 60,
  proof_max_age: 300,
  nonce: :not_required,
  bounds: %{}
}

{:ok, envelope_facts} = BoundedAuthorityProtocol.V1.check_envelope(credentials, expected_request)

Map.take(Map.from_struct(envelope_facts), [:operation, :authorization])
The cell returns %{operation: "read_record", authorization: :not_evaluated}. The facts struct
itself prints as #BoundedAuthorityProtocol.V1.EnvelopeFacts<redacted>, so logging it leaks
nothing.
6. Every attack fails closed
# A changed byte in the grant signature:
tampered =
  grant_compact
  |> String.split(".")
  |> List.update_at(2, fn segment ->
    i = div(String.length(segment), 2)
    <<head::binary-size(^i), byte, tail::binary>> = segment
    head <> <<Bitwise.bxor(byte, 1)>> <> tail
  end)
  |> Enum.join(".")

# The same proof against different arguments (the tier selector disallows "bronze"):
wrong_args = %ExpectedRequest{
  expected_request
  | cast_arguments:
      {:object,
       [
         {"record", {:object, [{"tier", {:string, "bronze"}}, {"region", {:string, "us-east"}}]}}
       ]}
}

# A stale proof, outside the maximum age plus the clock skew:
stale = %ExpectedRequest{expected_request | evaluation_time: now + 361}

%{
  tampered_grant:
    BoundedAuthorityProtocol.V1.check_envelope(
      %Credentials{grant: tampered, proof: proof_compact},
      expected_request
    ),
  selector_disallowed: BoundedAuthorityProtocol.V1.check_envelope(credentials, wrong_args),
  stale_proof: BoundedAuthorityProtocol.V1.check_envelope(credentials, stale)
}
The cell returns %{tampered_grant: {:error, :invalid}, selector_disallowed: {:error, :invalid}, stale_proof: {:error, :invalid}}.
Each attack gets exactly {:error, :invalid}: no partial information and no exception. The error
never says which check failed; the
troubleshooting guide
walks through diagnosing a rejection from your own inputs.
7. Produce and verify the local-loopback application proof
The local-development profile is byte-distinct from standard dpop+jwt. It accepts only
canonical literal-loopback HTTP targets and requires a server nonce. The target below stands for
a target derived directly from the listener; never substitute localhost, a forwarding header,
or a client-asserted authority.
alias BoundedAuthorityProtocol.ApplicationProfile.LocalLoopbackHttp.V1, as: LocalLoopback

loopback_target = "http://127.0.0.1:4000/invoke"
loopback_nonce = "challenge-loopback-001"

{:ok, ^loopback_target} = LocalLoopback.normalize_uri(loopback_target, %{})

loopback_proof = %Proof{
  holder_public_key: holder_public,
  proof_id: "proof-loopback-2026-001",
  method: "POST",
  target_uri: loopback_target,
  issued_at: now,
  nonce: loopback_nonce,
  invocation_id: "7d444840-9dc0-11ed-a8fc-0242ac120003",
  operation: "read_record",
  grant_compact: grant_compact,
  cast_arguments:
    {:object,
     [
       {"record", {:object, [{"tier", {:string, "gold"}}, {"region", {:string, "us-east"}}]}}
     ]}
}

{:ok, loopback_input} = LocalLoopback.proof_signing_input(loopback_proof, %{})

loopback_signature =
  :crypto.sign(:eddsa, :none, loopback_input.message, [holder_private, :ed25519])

{:ok, loopback_compact} =
  LocalLoopback.assemble_compact(loopback_input, loopback_signature)

loopback_credentials = %Credentials{grant: grant_compact, proof: loopback_compact}

loopback_expected = %ExpectedRequest{
  trusted_issuer: trusted,
  issuer: "https://issuer.example",
  audience: "https://service.example",
  method: "POST",
  target_uri: loopback_target,
  invocation_id: "7d444840-9dc0-11ed-a8fc-0242ac120003",
  operation: "read_record",
  cast_arguments: loopback_proof.cast_arguments,
  evaluation_time: now,
  clock_skew: 60,
  proof_max_age: 300,
  nonce: {:required, loopback_nonce},
  bounds: %{}
}

{:ok, loopback_facts} =
  LocalLoopback.check_envelope(loopback_credentials, loopback_expected)

Map.take(Map.from_struct(loopback_facts), [:target_uri, :operation, :authorization])
The cell returns %{target_uri: "http://127.0.0.1:4000/invoke", operation: "read_record", authorization: :not_evaluated}.
8. Cross-profile, wrong-nonce, and hostname attempts fail closed
%{
  wrong_nonce:
    LocalLoopback.check_envelope(
      loopback_credentials,
      %{loopback_expected | nonce: {:required, "wrong-nonce"}}
    ),
  standard_profile:
    BoundedAuthorityProtocol.V1.check_envelope(loopback_credentials, loopback_expected),
  hostname: LocalLoopback.normalize_uri("http://localhost:4000/invoke", %{})
}
The cell returns %{wrong_nonce: {:error, :invalid}, standard_profile: {:error, :invalid}, hostname: {:error, :invalid}}.
A host selects one profile and never retries another after a failure. This notebook exercises the
pure profile functions only. Loopback HTTP is not TLS, and it does not isolate one local process
from another.
9. Produce and verify a role attestation
A role attestation is a standalone compact JWS (typ: "ba+role-attestation"), bound to no
grant, in which an attestor key binds a subject key to the issuer or holder role for a window
inside the attestor key's own validity. As with every sibling profile, selection is explicit: no
contract-major parses these bytes, and the profile parses none of theirs.
alias BoundedAuthorityProtocol.RoleAttestation.V1, as: RoleAttestationV1
alias BoundedAuthorityProtocol.V1.HistoricalPublicKey

{attestor_public, attestor_private} = :crypto.generate_key(:eddsa, :ed25519)
{subject_public, _subject_private} = :crypto.generate_key(:eddsa, :ed25519)

attestation = %RoleAttestationV1.RoleAttestation{
  attestor_key_id: "authority-attestor-1",
  jti: "urn:example:attestation:2026-001",
  key_id: "holder-key-1",
  public_key: subject_public,
  role: "issuer",
  nbf: now,
  exp: now + 3_600
}

{:ok, attestation_input} = RoleAttestationV1.attestation_signing_input(attestation, %{})

attestation_signature =
  :crypto.sign(:eddsa, :none, attestation_input.message, [attestor_private, :ed25519])

{:ok, attestation_compact} =
  RoleAttestationV1.assemble_compact(attestation_input, attestation_signature)

expected_attestation = %RoleAttestationV1.ExpectedAttestation{
  attestor: %HistoricalPublicKey{
    key_id: "authority-attestor-1",
    public_key: attestor_public,
    valid_from: now - 600,
    valid_before: now + 7_200
  },
  subject_key_id: "holder-key-1",
  subject_public_key: subject_public,
  now: now + 60,
  bounds: %{}
}

{:ok, attestation_facts} =
  RoleAttestationV1.verify_attestation(attestation_compact, expected_attestation)

Map.take(Map.from_struct(attestation_facts), [:attestor_key_id, :subject_key_id, :role, :trust])
The cell returns %{attestor_key_id: "authority-attestor-1", subject_key_id: "holder-key-1", role: "issuer", trust: :not_evaluated}.
The facts say trust: :not_evaluated and carry no authorization marker at all.
10. Role-attestation attacks fail closed
# A true self-attestation: the payload binds the attestor's own key id and key material, and
# the expected subject matches it, so every binding check passes and only the structural
# self-attestation rejection can fire.
self_attestation = %{attestation | key_id: "authority-attestor-1", public_key: attestor_public}

{:ok, self_input} = RoleAttestationV1.attestation_signing_input(self_attestation, %{})
self_signature = :crypto.sign(:eddsa, :none, self_input.message, [attestor_private, :ed25519])
{:ok, self_compact} = RoleAttestationV1.assemble_compact(self_input, self_signature)

%{
  self_attested:
    RoleAttestationV1.verify_attestation(self_compact, %{
      expected_attestation
      | subject_key_id: "authority-attestor-1",
        subject_public_key: attestor_public
    }),
  # now == exp: the acceptance window is the half-open [nbf, exp).
  now_at_exp:
    RoleAttestationV1.verify_attestation(attestation_compact, %{
      expected_attestation
      | now: now + 3_600
    }),
  # The attestation outlives the attestor key's own validity window.
  outliving_window:
    RoleAttestationV1.verify_attestation(attestation_compact, %{
      expected_attestation
      | attestor: %{expected_attestation.attestor | valid_before: now + 1_800}
    }),
  # Cross-profile, both directions.
  attestation_through_major_one:
    BoundedAuthorityProtocol.V1.decode_grant(attestation_compact, %{}),
  grant_through_attestation: RoleAttestationV1.decode_attestation(grant_compact, %{})
}
The cell returns %{self_attested: {:error, :invalid}, now_at_exp: {:error, :invalid}, outliving_window: {:error, :invalid}, attestation_through_major_one: {:error, :invalid}, grant_through_attestation: {:error, :invalid}}.
A role attestation is evidence of a binding, not an authorization: which attestor to trust,
which role a consumer requires, and replay reservation stay with the caller.
11. Produce and verify a content assertion
A content assertion is a second sibling attestation profile: a standalone compact JWS
(typ: "ba+content-assertion") that binds the digest of exact external content bytes to an
issuer, audience, lineage subject, semantic profile, validity window, and predecessor. The
package hashes the bytes you pass and never parses them; what the content means stays with you.
alias BoundedAuthorityProtocol.ContentAssertion.V1, as: ContentAssertionV1

{content_attestor_public, content_attestor_private} = :crypto.generate_key(:eddsa, :ed25519)

content_bytes = ~s({"document":"example","revision":1})
{:ok, content_digest} = ContentAssertionV1.content_digest(content_bytes, %{})

# The semantic profile's identity is a caller-pinned opaque 32-byte digest:
profile_digest = :crypto.hash(:sha256, "urn:example:profile:document/1 schema bytes")

assertion = %ContentAssertionV1.ContentAssertion{
  attestor_key_id: "content-attestor-1",
  jti: "urn:example:assertion:2026-001",
  iss: "urn:example:issuer",
  aud: "urn:example:audience",
  sub: "urn:example:lineage:document-1",
  profile: "urn:example:profile:document/1",
  profile_digest: profile_digest,
  content_digest: content_digest,
  gen: 1,
  prev: <<0::256>>,
  iat: now,
  nbf: now,
  exp: now + 3_600
}

{:ok, assertion_input} = ContentAssertionV1.assertion_signing_input(assertion, %{})

assertion_signature =
  :crypto.sign(:eddsa, :none, assertion_input.message, [content_attestor_private, :ed25519])

{:ok, assertion_compact} =
  ContentAssertionV1.assemble_compact(assertion_input, assertion_signature)

expected_assertion = %ContentAssertionV1.ExpectedContentAssertion{
  attestor: %HistoricalPublicKey{
    key_id: "content-attestor-1",
    public_key: content_attestor_public,
    valid_from: now - 600,
    valid_before: now + 7_200
  },
  issuer: "urn:example:issuer",
  audience: "urn:example:audience",
  subject: "urn:example:lineage:document-1",
  profile: "urn:example:profile:document/1",
  profile_digest: profile_digest,
  content_digest: content_digest,
  now: now + 60,
  bounds: %{}
}

{:ok, assertion_facts} =
  ContentAssertionV1.verify_assertion(assertion_compact, expected_assertion)

Map.take(Map.from_struct(assertion_facts), [:attestor_key_id, :sub, :gen, :verification, :trust])
The cell returns %{attestor_key_id: "content-attestor-1", sub: "urn:example:lineage:document-1", gen: 1, verification: :signature_and_window, trust: :not_evaluated}.
Generation 2 names generation 1 by the SHA-256 of its exact compact bytes. The pairwise check
compares two verified facts values; it keeps no history of its own.
successor = %{
  assertion
  | jti: "urn:example:assertion:2026-002",
    gen: 2,
    prev: assertion_facts.digest,
    iat: now + 120,
    nbf: now + 120
}

{:ok, successor_input} = ContentAssertionV1.assertion_signing_input(successor, %{})

successor_signature =
  :crypto.sign(:eddsa, :none, successor_input.message, [content_attestor_private, :ed25519])

{:ok, successor_compact} =
  ContentAssertionV1.assemble_compact(successor_input, successor_signature)

{:ok, successor_facts} =
  ContentAssertionV1.verify_assertion(successor_compact, %{expected_assertion | now: now + 180})

ContentAssertionV1.verify_successor(assertion_facts, successor_facts, %{})
The cell returns :ok: generation 2 follows generation 1.
12. Content-assertion attacks fail closed
{:ok, changed_digest} = ContentAssertionV1.content_digest(content_bytes <> " ", %{})

%{
  # One changed content byte changes the digest the verifier requires:
  changed_content:
    ContentAssertionV1.verify_assertion(assertion_compact, %{
      expected_assertion
      | content_digest: changed_digest
    }),
  # now == exp: the acceptance window is the half-open [nbf, exp).
  now_at_exp:
    ContentAssertionV1.verify_assertion(assertion_compact, %{expected_assertion | now: now + 3_600}),
  # Lineage runs forward only:
  reversed_lineage: ContentAssertionV1.verify_successor(successor_facts, assertion_facts, %{}),
  # Cross-profile, both directions:
  assertion_through_role: RoleAttestationV1.decode_attestation(assertion_compact, %{}),
  role_through_assertion: ContentAssertionV1.decode_assertion(attestation_compact, %{}),
  assertion_through_major_one: BoundedAuthorityProtocol.V1.decode_grant(assertion_compact, %{})
}
The cell returns:
%{
  changed_content: {:error, :invalid},
  now_at_exp: {:error, :invalid},
  reversed_lineage: {:error, :invalid},
  assertion_through_role: {:error, :invalid},
  role_through_assertion: {:error, :invalid},
  assertion_through_major_one: {:error, :invalid}
}
A content assertion proves that a key you trust signed this exact digest and context. It does
not prove that the content is true, that the key is still trusted, or that you hold the latest
generation. Trusted keys, durable lineage state, and replay handling stay with the caller.
13. Strict Ed25519 verification
Every Ed25519 signature the protocol verifies is checked under one strict rule, rule S1
(specification § 14.1).
Before any backend call, the public key A and the signature's point R must be canonical
encodings (the encoded y is below p = 2^255 - 19, and the sign bit is clear when x = 0) and
must not be one of the eight points of small order, and the scalar S must be below L, the
prime order of the base point B. Only then does the cofactorless equation
encode([S]B - [k]A) == R run, compared byte for byte.
BoundedAuthorityProtocol.Ed25519 owns the rule:
	verify_strict/3 checks a signature under rule S1.
	acceptable_public_key?/1 is the check every key passes before it enters a verification
input.
	torsion_free?/1 is the stricter host check for key enrollment and trust install.

The honest issuer key and grant signature from sections 1 and 2 pass all three:
alias BoundedAuthorityProtocol.Ed25519

%{
  verify_strict: Ed25519.verify_strict(signing_input.message, issuer_signature, issuer_public),
  acceptable_public_key?: Ed25519.acceptable_public_key?(issuer_public),
  torsion_free?: Ed25519.torsion_free?(issuer_public)
}
The cell returns %{verify_strict: true, acceptable_public_key?: true, torsion_free?: true}.
14. Forged Ed25519 keys and signatures fail closed
The byte values below come from the certified strict-Ed25519 corpus that ships inside the
package (priv/conformance/strict-ed25519, profile bap-strict-ed25519/1). Corpus cases
key-only-v1-identity-a-basepoint-r-s1-* carry a forgery that needs no secret: R is the base
point B and S = 1. Under a key that encodes the identity point, [k]A is the identity, so
[1]B - [k]A = B = R for every message, and the corpus records that the bare cofactorless
equation accepts it. We attach that signature to our own grant from section 2 and trust two
encodings of the identity point: the canonical one, which is of small order, and y = p + 1,
which is not canonical (corpus cases key-only-v1-y-p-plus-1-prime-r-*, same signature). The
:crypto backend alone accepts the forgery under both keys. verify_grant refuses both keys at
trusted-issuer validation, before it looks at the signature, because neither passes
acceptable_public_key?/1; verify_strict/3 refuses the signature under each key too.
The third attack adds L to the S of the honest holder signature from section 3 (corpus
construction s-plus-l). Both scalars give the same point, [S + L]B = [S]B, so only a range
check tells them apart. The backend enforces S < L as well (RFC 8032 § 5.1.7), so this one is
refused twice: by rule S1 before the backend call, and by the backend.
# The prime order of the base point (specification § 14.1, RFC 8032):
l = 2 ** 252 + 27_742_317_777_372_353_535_851_937_790_883_648_493

# Corpus case key-only-v1-identity-a-basepoint-r-s1-0: R = B, then S = 1 (little-endian).
key_only_forgery =
  Base.decode16!(
    "5866666666666666666666666666666666666666666666666666666666666666" <>
      "0100000000000000000000000000000000000000000000000000000000000000",
    case: :lower
  )

# Corpus key small-order-0: the identity point, of order 1.
small_order_key =
  Base.decode16!("0100000000000000000000000000000000000000000000000000000000000000",
    case: :lower
  )

# Corpus key y-p-plus-1 (case key-only-v1-y-p-plus-1-prime-r-0): y = p + 1, a non-canonical
# encoding of the same identity point.
noncanonical_key =
  Base.decode16!("eeffffffffffffffffffffffffffffffffffffffffffffffffffffffffffff7f",
    case: :lower
  )

forged_grant =
  signing_input.message <> "." <> Base.url_encode64(key_only_forgery, padding: false)

<<holder_r::binary-size(32), holder_s::little-size(256)>> = holder_signature
s_plus_l_signature = holder_r <> <<holder_s + l::little-size(256)>>

s_plus_l_proof =
  proof_input.message <> "." <> Base.url_encode64(s_plus_l_signature, padding: false)

trusting = fn public_key -> %TrustedIssuer{key_id: "issuer-1", public_key: public_key} end

backend_verify = fn message, signature, public_key ->
  :crypto.verify(:eddsa, :none, message, signature, [public_key, :ed25519])
end

%{
  backend: %{
    accepts_key_only_forgery: %{
      small_order_key: backend_verify.(signing_input.message, key_only_forgery, small_order_key),
      noncanonical_key: backend_verify.(signing_input.message, key_only_forgery, noncanonical_key)
    },
    accepts_s_plus_l: backend_verify.(proof_input.message, s_plus_l_signature, holder_public)
  },
  primitives: %{
    small_order_key_acceptable?: Ed25519.acceptable_public_key?(small_order_key),
    noncanonical_key_acceptable?: Ed25519.acceptable_public_key?(noncanonical_key),
    forgery_under_small_order_key:
      Ed25519.verify_strict(signing_input.message, key_only_forgery, small_order_key),
    forgery_under_noncanonical_key:
      Ed25519.verify_strict(signing_input.message, key_only_forgery, noncanonical_key),
    s_plus_l: Ed25519.verify_strict(proof_input.message, s_plus_l_signature, holder_public)
  },
  verification: %{
    small_order_key:
      BoundedAuthorityProtocol.V1.verify_grant(
        forged_grant,
        trusting.(small_order_key),
        expected_grant
      ),
    noncanonical_key:
      BoundedAuthorityProtocol.V1.verify_grant(
        forged_grant,
        trusting.(noncanonical_key),
        expected_grant
      ),
    s_plus_l:
      BoundedAuthorityProtocol.V1.check_envelope(
        %Credentials{grant: grant_compact, proof: s_plus_l_proof},
        expected_request
      )
  }
}
The cell returns:
%{
  backend: %{
    accepts_key_only_forgery: %{small_order_key: true, noncanonical_key: true},
    accepts_s_plus_l: false
  },
  primitives: %{
    small_order_key_acceptable?: false,
    noncanonical_key_acceptable?: false,
    forgery_under_small_order_key: false,
    forgery_under_noncanonical_key: false,
    s_plus_l: false
  },
  verification: %{
    small_order_key: {:error, :invalid},
    noncanonical_key: {:error, :invalid},
    s_plus_l: {:error, :invalid}
  }
}
The backend alone accepts the key-only forgery under both identity-point keys; the package
refuses all three attacks.
The corpus also carries complete signed grants for each clause of the rule. The next cell reads
six of them from the installed package and runs each through verify_grant: the honest control,
an isolated forgery under an order-8 key, an isolated forgery under y = p, an honest key that
signed with R at the identity point, the S + L signature, and a key with a torsion component.
corpus_cases =
  :bounded_authority_protocol
  |> Application.app_dir("priv/conformance/strict-ed25519/cases/grant-verify/grant-verify-01.json")
  |> File.read!()
  |> JSON.decode!()
  |> Map.fetch!("cases")
  |> Map.new(&{&1["id"], &1["input"]})

run_corpus_case = fn id ->
  input = Map.fetch!(corpus_cases, id)
  public_key = Base.url_decode64!(input["public_key"], padding: false)

  verdict =
    BoundedAuthorityProtocol.V1.verify_grant(
      input["compact"],
      %TrustedIssuer{key_id: input["key_id"], public_key: public_key},
      %ExpectedGrant{
        issuer: input["issuer"],
        audience: input["audience"],
        evaluation_time: input["evaluation_time"],
        clock_skew: input["clock_skew"],
        bounds: %{}
      }
    )

  %{
    verify_grant: with({:ok, facts} <- verdict, do: {:ok, facts.grant_id}),
    acceptable_public_key?: Ed25519.acceptable_public_key?(public_key),
    torsion_free?: Ed25519.torsion_free?(public_key)
  }
end

for id <- [
      "grant-verify-v1-issuer-honest",
      "grant-verify-v1-issuer-iso-small-order-a-1",
      "grant-verify-v1-issuer-iso-noncanonical-a-y-p-plus-0",
      "grant-verify-v1-issuer-honest-a-identity-r",
      "grant-verify-v1-issuer-s-plus-l",
      "grant-verify-v1-issuer-mixed-a-mixed-r-both"
    ],
    do: {id, run_corpus_case.(id)}
The cell returns:
[
  {"grant-verify-v1-issuer-honest",
   %{verify_grant: {:ok, "urn:example:grant:1"}, acceptable_public_key?: true, torsion_free?: true}},
  {"grant-verify-v1-issuer-iso-small-order-a-1",
   %{verify_grant: {:error, :invalid}, acceptable_public_key?: false, torsion_free?: false}},
  {"grant-verify-v1-issuer-iso-noncanonical-a-y-p-plus-0",
   %{verify_grant: {:error, :invalid}, acceptable_public_key?: false, torsion_free?: false}},
  {"grant-verify-v1-issuer-honest-a-identity-r",
   %{verify_grant: {:error, :invalid}, acceptable_public_key?: true, torsion_free?: true}},
  {"grant-verify-v1-issuer-s-plus-l",
   %{verify_grant: {:error, :invalid}, acceptable_public_key?: true, torsion_free?: true}},
  {"grant-verify-v1-issuer-mixed-a-mixed-r-both",
   %{verify_grant: {:ok, "urn:example:grant:1"}, acceptable_public_key?: true, torsion_free?: false}}
]
Every forgery returns the single closed error, {:error, :invalid}. The last case is the one
rule S1 accepts on purpose. Its key is an honest key plus a small torsion component: canonical,
not of small order, and on the curve, so it is acceptable, and its signature satisfies the
cofactorless equation. Verification performs no subgroup check. One secret can sign under its
honest key and up to seven torsioned variants of it, each with its own thumbprint. A host
therefore calls torsion_free?/1 on a key at enrollment, at trust install, and before any
deny-list or revocation comparison, and refuses the key at each of those points.
15. Contract-major 3: ES256 grants and proofs
Contract-major 3 (BoundedAuthorityProtocol.V3,
specification) is the
BAP3-ES256-SHA256 suite: ECDSA over P-256 with SHA-256. Grants and proofs carry v: 3 and
alg: "ES256", the holder key travels as an EC JWK, and a signature is the raw 64-byte r || s
form of RFC 7518 § 3.4 with s in the low half (s <= n/2). BoundedAuthorityProtocol.V3 has
its own grant and proof producers; the trusted-issuer, expected-context, and credentials structs
are the ones the earlier sections used.
:crypto, like most KMS and HSM interfaces, returns an ECDSA signature in DER and may return
either s. The signer converts it with BoundedAuthorityProtocol.Es256.der_to_raw/1 and then
BoundedAuthorityProtocol.Es256.normalize_low_s/1 before assembly. Assembly itself never
normalizes; it refuses a high-S signature.
alias BoundedAuthorityProtocol.Es256
alias BoundedAuthorityProtocol.V3
alias BoundedAuthorityProtocol.V3.EcJwk

{es_issuer_public, es_issuer_private} = :crypto.generate_key(:ecdh, :prime256v1)
{es_holder_public, es_holder_private} = :crypto.generate_key(:ecdh, :prime256v1)

es256_sign = fn message, private_key ->
  der = :crypto.sign(:ecdsa, :sha256, message, [private_key, :prime256v1])
  {:ok, raw} = Es256.der_to_raw(der)
  {:ok, low_s} = Es256.normalize_low_s(raw)
  low_s
end

{:ok, es_holder_thumbprint} = EcJwk.public_key_thumbprint_raw(es_holder_public, %{})

es_grant = %V3.Grant{
  key_id: "es-issuer-1",
  issuer: "https://issuer.example",
  grant_id: "grant-2026-es-001",
  audiences: ["https://service.example"],
  issued_at: 1_800_000_000,
  not_before: 1_800_000_000,
  expires_at: 1_800_003_600,
  holder_thumbprint: es_holder_thumbprint,
  operations: [
    %V3.Operation{
      name: "start_job",
      selectors: [
        {:equals, ["job", "queue"], {:string, "batch"}},
        {:lte, ["job", "gpu_hours"], {:integer, 8}}
      ]
    }
  ]
}

{:ok, es_grant_input} = V3.grant_signing_input(es_grant, %{})

{:ok, es_grant_compact} =
  V3.assemble_compact(es_grant_input, es256_sign.(es_grant_input.message, es_issuer_private))

es_arguments =
  {:object,
   [{"job", {:object, [{"queue", {:string, "batch"}}, {"gpu_hours", {:integer, 4}}]}}]}

es_proof = %V3.Proof{
  holder_public_key: es_holder_public,
  proof_id: "proof-2026-es-001",
  method: "POST",
  target_uri: "https://service.example/jobs",
  issued_at: now,
  nonce: nil,
  invocation_id: "7d444840-9dc0-11ed-a8fc-0242ac120004",
  operation: "start_job",
  grant_compact: es_grant_compact,
  cast_arguments: es_arguments
}

{:ok, es_proof_input} = V3.proof_signing_input(es_proof, %{})
es_proof_signature = es256_sign.(es_proof_input.message, es_holder_private)
{:ok, es_proof_compact} = V3.assemble_compact(es_proof_input, es_proof_signature)

es_trusted = %TrustedIssuer{key_id: "es-issuer-1", public_key: es_issuer_public}
es_credentials = %Credentials{grant: es_grant_compact, proof: es_proof_compact}

es_expected = %ExpectedRequest{
  trusted_issuer: es_trusted,
  issuer: "https://issuer.example",
  audience: "https://service.example",
  method: "POST",
  target_uri: "https://service.example/jobs",
  invocation_id: "7d444840-9dc0-11ed-a8fc-0242ac120004",
  operation: "start_job",
  cast_arguments: es_arguments,
  evaluation_time: now,
  clock_skew: 60,
  proof_max_age: 300,
  nonce: :not_required,
  bounds: %{}
}

{:ok, es_grant_facts} = V3.verify_grant(es_grant_compact, es_trusted, expected_grant)
{:ok, es_envelope_facts} = V3.check_envelope(es_credentials, es_expected)

%{
  grant: Map.take(Map.from_struct(es_grant_facts), [:version, :grant_id, :authorization]),
  envelope: Map.take(Map.from_struct(es_envelope_facts), [:operation, :authorization])
}
The cell returns:
%{
  grant: %{version: 3, grant_id: "grant-2026-es-001", authorization: :not_evaluated},
  envelope: %{operation: "start_job", authorization: :not_evaluated}
}
16. ES256 attacks fail closed
ECDSA signatures are malleable: if (r, s) verifies, so does (r, n - s). Contract-major 3
accepts only the low-s member of each pair (REQ3-SIGNING-low-s). Below, the backend alone
accepts the high-S twin of the holder signature, and check_envelope refuses it. The Es256
helpers turn the twin's DER form back into the original low-S signature, which is what a signer
does with whatever its KMS or HSM returns.
Each contract-major parses only its own bytes (REQ3-CORE-cross-major-reject). Decoding takes no
key, so the cross-major attempts below use decode_grant and decode_proof: the contract-major 3
decoders refuse the grant and proof of the contract-major 1 envelope from section 5, and the
contract-major 1 and 2 decoders refuse the contract-major 3 grant and proof. The
same_major_decodes entries show each set of bytes decoding under its own major, so the
refusals come from the major check alone. The last attempt presents the contract-major 3 grant
with a proof signed by a key the grant does not name.
# The P-256 group order (contract-major 3 specification § 3.2):
n = 0xFFFFFFFF00000000FFFFFFFFFFFFFFFFBCE6FAADA7179E84F3B9CAC2FC632551

<<es_r::256, es_s::256>> = es_proof_signature
high_s_signature = <<es_r::256, n - es_s::256>>

high_s_proof =
  es_proof_input.message <> "." <> Base.url_encode64(high_s_signature, padding: false)

# The backend verifies DER, so frame the twin as a DER ECDSA-Sig-Value
# (SEQUENCE { INTEGER r, INTEGER s }; a leading zero byte keeps an INTEGER positive):
der_integer = fn integer ->
  bytes = :binary.encode_unsigned(integer)
  bytes = if :binary.first(bytes) >= 0x80, do: <<0>> <> bytes, else: bytes
  <<0x02, byte_size(bytes)>> <> bytes
end

high_s_body = der_integer.(es_r) <> der_integer.(n - es_s)
high_s_der = <<0x30, byte_size(high_s_body)>> <> high_s_body

backend_accepts_high_s_twin =
  :crypto.verify(:ecdsa, :sha256, es_proof_input.message, high_s_der, [
    es_holder_public,
    :prime256v1
  ])

# A different P-256 key presents the same grant with a correctly signed proof of its own:
{other_public, other_private} = :crypto.generate_key(:ecdh, :prime256v1)
{:ok, other_input} = V3.proof_signing_input(%{es_proof | holder_public_key: other_public}, %{})

{:ok, other_proof} =
  V3.assemble_compact(other_input, es256_sign.(other_input.message, other_private))

decodes? = &match?({:ok, _decoded}, &1)

%{
  backend_accepts_high_s_twin: backend_accepts_high_s_twin,
  helpers_recover_low_s:
    with({:ok, raw} <- Es256.der_to_raw(high_s_der), do: Es256.normalize_low_s(raw)) ==
      {:ok, es_proof_signature},
  same_major_decodes: %{
    major_one_grant: decodes?.(BoundedAuthorityProtocol.V1.decode_grant(grant_compact, %{})),
    major_one_proof: decodes?.(BoundedAuthorityProtocol.V1.decode_proof(proof_compact, %{})),
    major_three_grant: decodes?.(V3.decode_grant(es_grant_compact, %{})),
    major_three_proof: decodes?.(V3.decode_proof(es_proof_compact, %{}))
  },
  rejections: %{
    high_s:
      V3.check_envelope(%Credentials{grant: es_grant_compact, proof: high_s_proof}, es_expected),
    major_one_grant_through_major_three: V3.decode_grant(grant_compact, %{}),
    major_one_proof_through_major_three: V3.decode_proof(proof_compact, %{}),
    major_three_grant_through_major_one:
      BoundedAuthorityProtocol.V1.decode_grant(es_grant_compact, %{}),
    major_three_proof_through_major_one:
      BoundedAuthorityProtocol.V1.decode_proof(es_proof_compact, %{}),
    major_three_grant_through_major_two:
      BoundedAuthorityProtocol.V2.decode_grant(es_grant_compact, %{}),
    major_three_proof_through_major_two:
      BoundedAuthorityProtocol.V2.decode_proof(es_proof_compact, %{}),
    wrong_holder_key:
      V3.check_envelope(%Credentials{grant: es_grant_compact, proof: other_proof}, es_expected)
  }
}
The cell returns:
%{
  backend_accepts_high_s_twin: true,
  helpers_recover_low_s: true,
  same_major_decodes: %{
    major_one_grant: true,
    major_one_proof: true,
    major_three_grant: true,
    major_three_proof: true
  },
  rejections: %{
    high_s: {:error, :invalid},
    major_one_grant_through_major_three: {:error, :invalid},
    major_one_proof_through_major_three: {:error, :invalid},
    major_three_grant_through_major_one: {:error, :invalid},
    major_three_proof_through_major_one: {:error, :invalid},
    major_three_grant_through_major_two: {:error, :invalid},
    major_three_proof_through_major_two: {:error, :invalid},
    wrong_holder_key: {:error, :invalid}
  }
}
The high-S proof was framed by hand. A contract-major 3 verifier rejects it whatever produced
it, and a conforming signer never emits it.
What you just saw
	Deterministic producers and assemble_compact built exact compact JWS values from ephemeral
signatures; the package never saw a private key.
	verify_grant and check_envelope checked every binding against caller-supplied trusted
inputs and returned redacted, non-authorizing facts.
	A changed byte, a selector-disallowed argument swap, and a stale proof each failed closed with
the single error value.
	The local-loopback profile produced and verified byte-distinct proof bytes with a required
nonce; the wrong nonce, the standard verifier, and a hostname target each failed closed.
	The role-attestation profile bound a subject key to a role inside the attestor key's own
window; a true self-attestation, now == exp, an outliving window, and cross-profile bytes in
both directions each failed closed.
	The content-assertion profile bound an exact content digest and context and linked a
successor to its predecessor; changed content, now == exp, a reversed lineage, and
cross-profile bytes each failed closed.
	BoundedAuthorityProtocol.Ed25519 accepted the honest key and signature under rule S1 and
refused every forgery; the torsioned corpus key verified, as the rule specifies, and
torsion_free?/1 refused it for the host to act on at enrollment.
	Contract-major 3 produced and verified an ES256 grant and holder proof, with the Es256
helpers turning DER signatures into low-S raw form; the high-S twin, a proof from a key the
grant does not name, and every cross-major decode failed closed.

What this notebook did not do: select trusted keys, reserve replay, check revocation, or make an
authorization decision. Those belong to the host or a stateful authority runtime. See
usage rules for the boundary.


  

    Bounded Authority Protocol: service integration

Mix.install([
  {:bounded_authority_protocol, "~> 1.0"}
])
What this notebook covers
The walkthrough shows one
grant and one proof verifying. A service that accepts them in production needs a little more
around that call, and this notebook builds each piece with ephemeral keys:
	issuer key rotation: a trusted-key set with two keys, and the untrusted kid hint;
	the nonce modes;
	clock skew and proof maximum age;
	diagnosing a rejection from your own inputs;
	what the host still owns after a successful verification, with replay reservation as the
example.

Every function here belongs to contract-major 1 (BoundedAuthorityProtocol.V1); contract-majors 2
and 3 have the same function names and shapes. After each cell, the text states the value the
cell returns, and the package's test suite runs this notebook and checks each of those
statements.
1. An issuer with two keys
The host keeps its own trusted-key set: a map from key id to the raw public key it already
trusts, loaded from configuration or a key-distribution endpoint it authenticates. During a
rotation the issuer signs new grants with its new key while grants signed with the old key are
still live, so the set holds both.
alias BoundedAuthorityProtocol.V1
alias BoundedAuthorityProtocol.V1.{Grant, Operation, TrustedIssuer, ExpectedGrant}

{old_public, old_private} = :crypto.generate_key(:eddsa, :ed25519)
{new_public, new_private} = :crypto.generate_key(:eddsa, :ed25519)
{holder_public, holder_private} = :crypto.generate_key(:eddsa, :ed25519)
{:ok, holder_thumbprint} = V1.Jwk.public_key_thumbprint_raw(holder_public, %{})

trusted_keys = %{"issuer-2026-04" => old_public, "issuer-2026-10" => new_public}

sign_grant = fn key_id, private_key, grant_id ->
  grant = %Grant{
    key_id: key_id,
    issuer: "https://issuer.example",
    grant_id: grant_id,
    audiences: ["https://builds.example"],
    issued_at: 1_800_000_000,
    not_before: 1_800_000_000,
    expires_at: 1_800_086_400,
    holder_thumbprint: holder_thumbprint,
    operations: [
      %Operation{
        name: "trigger_build",
        selectors: [{:one_of, ["branch"], [{:string, "main"}, {:string, "release"}]}]
      }
    ]
  }

  {:ok, input} = V1.grant_signing_input(grant, %{})
  signature = :crypto.sign(:eddsa, :none, input.message, [private_key, :ed25519])
  {:ok, compact} = V1.assemble_compact(input, signature)
  compact
end

old_grant = sign_grant.("issuer-2026-04", old_private, "grant-build-001")
new_grant = sign_grant.("issuer-2026-10", new_private, "grant-build-002")

map_size(trusted_keys)
The cell returns 2: both keys are trusted during the rotation.
2. Select the key from your own set
untrusted_key_locator/2 reads only the grant's protected header and returns its kid. The
kid is a lookup hint chosen by whoever produced the bytes, so the host uses it only to pick a
key from its own set. If the hint names no trusted key, the host refuses before verification.
If it names a trusted key, the signature still has to verify under exactly that key.
expected_grant = %ExpectedGrant{
  issuer: "https://issuer.example",
  audience: "https://builds.example",
  evaluation_time: 1_800_001_000,
  clock_skew: 60,
  bounds: %{}
}

verify_with = fn compact, keys ->
  with {:ok, locator} <- V1.untrusted_key_locator(compact, %{}),
       {:ok, public_key} <- Map.fetch(keys, locator.kid),
       trusted = %TrustedIssuer{key_id: locator.kid, public_key: public_key},
       {:ok, facts} <- V1.verify_grant(compact, trusted, expected_grant) do
    {:ok, facts.grant_id}
  else
    :error -> {:error, :unknown_key}
    {:error, :invalid} -> {:error, :invalid}
  end
end

# A grant signed by the old key but labeled with the new key's id:
mislabeled = sign_grant.("issuer-2026-10", old_private, "grant-build-003")

# After the rotation completes, the host drops the old key from its set:
after_rotation = Map.delete(trusted_keys, "issuer-2026-04")

%{
  old_key: verify_with.(old_grant, trusted_keys),
  new_key: verify_with.(new_grant, trusted_keys),
  mislabeled: verify_with.(mislabeled, trusted_keys),
  old_key_after_rotation: verify_with.(old_grant, after_rotation)
}
The cell returns:
%{
  old_key: {:ok, "grant-build-001"},
  new_key: {:ok, "grant-build-002"},
  mislabeled: {:error, :invalid},
  old_key_after_rotation: {:error, :unknown_key}
}
The kid never makes a key trusted: the mislabeled grant names a trusted key id and still fails,
because the old key's signature does not verify under the new key. {:error, :unknown_key} is
the host's own result, not the package's; the package only ever returns {:error, :invalid}.
3. A proof helper
The remaining sections present proofs under different conditions. This helper signs one holder
proof for the new grant; the service-side expectation below is what the service derives from
the request it received.
alias BoundedAuthorityProtocol.V1.{Proof, Credentials, ExpectedRequest}

arguments = {:object, [{"branch", {:string, "main"}}, {"clean", {:boolean, true}}]}
issued_at = 1_800_001_000

sign_proof = fn overrides ->
  proof =
    struct!(
      %Proof{
        holder_public_key: holder_public,
        proof_id: "proof-build-001",
        method: "POST",
        target_uri: "https://builds.example/pipelines/42/runs",
        issued_at: issued_at,
        nonce: nil,
        invocation_id: "0f8fad5b-d9cb-469f-a165-70867728950e",
        operation: "trigger_build",
        grant_compact: new_grant,
        cast_arguments: arguments
      },
      overrides
    )

  {:ok, input} = V1.proof_signing_input(proof, %{})
  signature = :crypto.sign(:eddsa, :none, input.message, [holder_private, :ed25519])
  {:ok, compact} = V1.assemble_compact(input, signature)
  %Credentials{grant: new_grant, proof: compact}
end

expected = %ExpectedRequest{
  trusted_issuer: %TrustedIssuer{key_id: "issuer-2026-10", public_key: new_public},
  issuer: "https://issuer.example",
  audience: "https://builds.example",
  method: "POST",
  target_uri: "https://builds.example/pipelines/42/runs",
  invocation_id: "0f8fad5b-d9cb-469f-a165-70867728950e",
  operation: "trigger_build",
  cast_arguments: arguments,
  evaluation_time: issued_at,
  clock_skew: 60,
  proof_max_age: 300,
  nonce: :not_required,
  bounds: %{}
}

verdict = fn credentials, expected ->
  case V1.check_envelope(credentials, expected) do
    {:ok, facts} -> {:ok, facts.operation}
    {:error, :invalid} -> {:error, :invalid}
  end
end

verdict.(sign_proof.([]), expected)
The cell returns {:ok, "trigger_build"}.
4. Nonce modes
ExpectedRequest.nonce is either :not_required or {:required, nonce}. A service that wants
freshness beyond the time window issues a nonce (for example in a challenge response), remembers
it, and requires the next proof to carry exactly that value. The match is exact in both
directions: in :not_required mode a proof must carry no nonce at all, and in required mode it
must carry the one you issued. The local-loopback profile
(BoundedAuthorityProtocol.ApplicationProfile.LocalLoopbackHttp.V1) always requires one.
issued_nonce = "challenge-7f3a91"

%{
  not_required_without_nonce: verdict.(sign_proof.([]), expected),
  not_required_with_nonce: verdict.(sign_proof.(nonce: issued_nonce), expected),
  required_with_issued_nonce:
    verdict.(sign_proof.(nonce: issued_nonce), %{expected | nonce: {:required, issued_nonce}}),
  required_with_other_nonce:
    verdict.(sign_proof.(nonce: "challenge-000000"), %{
      expected
      | nonce: {:required, issued_nonce}
    }),
  required_without_nonce:
    verdict.(sign_proof.([]), %{expected | nonce: {:required, issued_nonce}})
}
The cell returns:
%{
  not_required_without_nonce: {:ok, "trigger_build"},
  not_required_with_nonce: {:error, :invalid},
  required_with_issued_nonce: {:ok, "trigger_build"},
  required_with_other_nonce: {:error, :invalid},
  required_without_nonce: {:error, :invalid}
}
A nonce is single-use correlation the service owns: issue it, scope it to this verifier, and
retire it after one successful verification.
5. Clock skew and proof maximum age
Every time is Unix seconds, and the verifier reads no clock: evaluation_time is your clock
reading. A proof issued at iat verifies while
iat - clock_skew <= evaluation_time <= iat + proof_max_age + clock_skew. clock_skew is at most
60 seconds and proof_max_age at most 300; an expectation above either limit is itself invalid.
credentials = sign_proof.([])
at = fn seconds -> verdict.(credentials, %{expected | evaluation_time: issued_at + seconds}) end

%{
  sixty_one_seconds_early: at.(-61),
  sixty_seconds_early: at.(-60),
  at_issue: at.(0),
  at_max_age_plus_skew: at.(360),
  one_second_later: at.(361),
  skew_above_limit: verdict.(credentials, %{expected | clock_skew: 61}),
  max_age_above_limit: verdict.(credentials, %{expected | proof_max_age: 301})
}
The cell returns:
%{
  sixty_one_seconds_early: {:error, :invalid},
  sixty_seconds_early: {:ok, "trigger_build"},
  at_issue: {:ok, "trigger_build"},
  at_max_age_plus_skew: {:ok, "trigger_build"},
  one_second_later: {:error, :invalid},
  skew_above_limit: {:error, :invalid},
  max_age_above_limit: {:error, :invalid}
}
Pass System.os_time(:second) as evaluation_time in a service. A millisecond reading falls
outside every window, and a DateTime or a float is an invalid input.
6. Diagnosing a rejection
{:error, :invalid} carries no reason, by design: a reason would tell an attacker which check to
work on. To diagnose a rejection in your own service, decode the credentials without verifying
them and compare what they claim with what your service derived. decode_grant/2 and
decode_proof/2 check no signature, so use them only for diagnosis, never for a decision.
The service below derived the method from a framework that lower-cases it, and built the target
URI from a Host header with an upper-case letter. Both differ from the bytes the holder signed.
derived = %{expected | method: "post", target_uri: "https://Builds.example/pipelines/42/runs"}

diagnose = fn %Credentials{grant: grant, proof: proof}, %ExpectedRequest{} = expected ->
  {:ok, decoded_grant} = V1.decode_grant(grant, %{})
  {:ok, decoded_proof} = V1.decode_proof(proof, %{})
  {:ok, digest} = V1.request_digest(expected.operation, expected.cast_arguments, %{})

  checks = [
    issuer: decoded_grant.issuer == expected.issuer,
    audience: expected.audience in decoded_grant.audiences,
    key_id: decoded_grant.key_id == expected.trusted_issuer.key_id,
    method: decoded_proof.method == expected.method,
    target_uri: decoded_proof.target_uri == expected.target_uri,
    invocation_id: decoded_proof.invocation_id == expected.invocation_id,
    operation: decoded_proof.operation == expected.operation,
    cast_arguments: Base.url_encode64(decoded_proof.request_hash, padding: false) == digest,
    nonce:
      (expected.nonce == :not_required and decoded_proof.nonce == nil) or
        expected.nonce == {:required, decoded_proof.nonce},
    proof_window:
      expected.evaluation_time >= decoded_proof.issued_at - expected.clock_skew and
        expected.evaluation_time <=
          decoded_proof.issued_at + expected.proof_max_age + expected.clock_skew
  ]

  for {field, false} <- checks, do: field
end

%{verdict: verdict.(credentials, derived), mismatches: diagnose.(credentials, derived)}
The cell returns %{verdict: {:error, :invalid}, mismatches: [:method, :target_uri]}.
The comparison names fields, not values, so it is safe to log. It covers the common causes; the
troubleshooting guide is
the full checklist by stage, including selectors, limits, and key acceptance. With both fields
corrected, the same credentials verify:
verdict.(credentials, %{derived | method: "POST", target_uri: expected.target_uri})
The cell returns {:ok, "trigger_build"}.
7. What the host still owns
A successful check_envelope/2 proves that the bytes satisfy the inputs you supplied. It does
not reserve the invocation, check revocation, or decide anything. Verification is stateless, so
the same envelope verifies again on a second presentation:
first = V1.check_envelope(credentials, expected)
second = V1.check_envelope(credentials, expected)

{elem(first, 0), elem(second, 0)}
The cell returns {:ok, :ok}. Replay defense is the host's job. A host reserves each
invocation_id atomically after verification and before acting, in storage shared by every
instance of the service (a database unique constraint, for example); a second presentation then
fails the reservation. The sketch below keeps the reservations in a map to show the order of
steps; a real service never keeps them in process memory.
accept = fn credentials, expected, reserved ->
  with {:ok, facts} <- V1.check_envelope(credentials, expected),
       false <- MapSet.member?(reserved, expected.invocation_id) do
    {{:accepted, facts.operation}, MapSet.put(reserved, expected.invocation_id)}
  else
    true -> {{:rejected, :replayed}, reserved}
    {:error, :invalid} -> {{:rejected, :invalid}, reserved}
  end
end

{first_result, reserved} = accept.(credentials, expected, MapSet.new())
{second_result, _reserved} = accept.(credentials, expected, reserved)

[first_result, second_result]
The cell returns [{:accepted, "trigger_build"}, {:rejected, :replayed}].
The host also owns:
	trust selection: which issuers and keys it trusts, and when it stops trusting them;
	revocation: whether a grant id, holder key, or issuer key has been revoked since issue;
	the authorization decision: facts carry authorization: :not_evaluated, and whether this
verified operation may run now is a business decision the host makes after verification.

8. Signing in production
This notebook signs with :crypto and in-memory keys. In production the issuer's private key
stays in a KMS or HSM and the holder's in its own key store. The package computes the exact
bytes to sign and assembles the compact form, and never accepts a private key. The public
companion package
bounded_authority_report_adapter
signs those inputs through a key handle you supply (an HSM, a KMS client, or a test key), and the
recipes show converting a KMS or HSM
ES256 signature with BoundedAuthorityProtocol.Es256.der_to_raw/1 and normalize_low_s/1.


  

    Bounded Authority Protocol: chains and archives

Mix.install([
  {:bounded_authority_protocol, "~> 1.0"}
])
What this notebook covers
A service that accepts bounded-authority requests often keeps evidence of what it accepted. The
protocol defines four evidence formats, and this notebook builds and verifies each one with
ephemeral keys:
	a consumption chain: hash-linked rows, one per accepted invocation;
	boundary anchors: signed statements that a chain had a given head at a given time;
	a key transition: the old archive key authenticating its successor;
	an anchored export: one archive object holding the rows, the anchors, and the transitions,
verified as a whole against an out-of-band object version.

Every function here belongs to contract-major 1 (BoundedAuthorityProtocol.V1); contract-majors 2
and 3 have the same functions under their own domain separators. Every verified result carries
trust: :not_evaluated: the package checks bytes against the keys and expectations you supply,
and which keys and records to trust stays with you. After each cell, the text states the value
the cell returns, and the package's test suite runs this notebook and checks each of those
statements. The
evidence guide covers the same
formats in prose.
1. A consumption chain
A row binds a chain id, a sequence number, the previous row's hash, and a 32-byte commitment the
host computes over whatever it recorded for that invocation. The package never sees what the
commitment covers. Row 1 links to the all-zero hash.
alias BoundedAuthorityProtocol.V1
alias BoundedAuthorityProtocol.V1.{ConsumptionEntry, ChainInput, ExpectedChain}

chain_id = "urn:example:chain:deployments"
genesis = <<0::256>>

# The host's commitment for each accepted invocation, here a digest of a record it keeps:
commitments =
  for record <- ["deploy web 1.4.2", "deploy api 2.0.1", "rollback web 1.4.1"],
      do: :crypto.hash(:sha256, record)

{rows, head} =
  commitments
  |> Enum.with_index(1)
  |> Enum.map_reduce(genesis, fn {commitment, sequence}, previous ->
    entry = %ConsumptionEntry{
      chain_id: chain_id,
      sequence: sequence,
      previous_hash: previous,
      commitment: commitment
    }

    {:ok, encoded} = V1.encode_consumption_entry(entry, %{})
    {encoded.bytes, encoded.hash}
  end)

hd(rows)
The cell returns
~s({"chain_id":"urn:example:chain:deployments","commitment":"63bGGvMVGWT__9Xss9A0kdn9kmBIayXF93V91_T9Dr4","previous":"AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA","sequence":1,"v":1}):
the exact canonical bytes of row 1. Each row's hash is the SHA-256 of a domain separator and
these bytes, and the next row carries it as previous.
2. Verify the chain
check_chain/2 takes the raw rows and what you expect of them: the chain id, the first and last
sequence, the row count, the predecessor of the first row, and the head.
expected_chain = %ExpectedChain{
  chain_id: chain_id,
  first_sequence: 1,
  last_sequence: 3,
  row_count: 3,
  previous_hash: genesis,
  last_hash: head,
  bounds: %{}
}

{:ok, chain_facts} = V1.check_chain(%ChainInput{rows: rows}, expected_chain)

Map.take(Map.from_struct(chain_facts), [:row_count, :verification, :trust])
The cell returns %{row_count: 3, verification: :boundary_consistent, trust: :not_evaluated}.
3. Chain attacks fail closed
[first, second, third] = rows

%{
  dropped_row: V1.check_chain(%ChainInput{rows: [first, third]}, expected_chain),
  reordered: V1.check_chain(%ChainInput{rows: [first, third, second]}, expected_chain),
  truncated_head:
    V1.check_chain(%ChainInput{rows: [first, second]}, %{
      expected_chain
      | last_sequence: 2,
        row_count: 2
    }),
  edited_row:
    V1.check_chain(
      %ChainInput{rows: [String.replace(first, "\"sequence\":1", "\"sequence\":1 "), second, third]},
      expected_chain
    ),
  wrong_predecessor:
    V1.encode_consumption_entry(
      %ConsumptionEntry{
        chain_id: chain_id,
        sequence: 1,
        previous_hash: <<1::256>>,
        commitment: hd(commitments)
      },
      %{}
    )
}
The cell returns:
%{
  dropped_row: {:error, :invalid},
  reordered: {:error, :invalid},
  truncated_head: {:error, :invalid},
  edited_row: {:error, :invalid},
  wrong_predecessor: {:error, :invalid}
}
Truncation fails because the head you expect is the head you recorded, not the last row you were
handed. A row with a non-canonical byte fails even though its JSON means the same thing, and the
producer refuses to encode a first row that does not link to the all-zero hash.
4. Boundary anchors
An anchor is a compact JWS (typ: "ba+chain-anchor") in which an archive key states that the
chain had a given sequence and head at a given time. The start anchor sits at sequence 0, with
the all-zero hash, before any row. Archive keys are historical keys: each has a validity window,
and an anchor verifies only when its time falls inside the window of the key that signed it.
alias BoundedAuthorityProtocol.V1.{BoundaryAnchor, ExpectedAnchor, HistoricalPublicKey}

{key_a_public, key_a_private} = :crypto.generate_key(:eddsa, :ed25519)
{key_b_public, key_b_private} = :crypto.generate_key(:eddsa, :ed25519)
{:ok, key_a_fingerprint} = V1.Jwk.public_key_thumbprint_raw(key_a_public, %{})
{:ok, key_b_fingerprint} = V1.Jwk.public_key_thumbprint_raw(key_b_public, %{})

key_a = %HistoricalPublicKey{
  key_id: "archive-2026-a",
  public_key: key_a_public,
  valid_from: 1_799_990_000,
  valid_before: 1_800_010_000
}

key_b = %HistoricalPublicKey{
  key_id: "archive-2026-b",
  public_key: key_b_public,
  valid_from: 1_800_005_000,
  valid_before: :unbounded
}

sign = fn input, private_key ->
  signature = :crypto.sign(:eddsa, :none, input.message, [private_key, :ed25519])
  {:ok, compact} = V1.assemble_compact(input, signature)
  compact
end

{:ok, start_input} =
  V1.boundary_anchor_signing_input(
    %BoundaryAnchor{
      anchor_id: "urn:example:anchor:deployments:start",
      anchored_at: 1_800_000_000,
      chain_id: chain_id,
      sequence: 0,
      chain_hash: genesis,
      key_id: "archive-2026-a",
      public_key: key_a_public
    },
    %{}
  )

start_anchor = sign.(start_input, key_a_private)

expected_start = %ExpectedAnchor{
  anchor_id: "urn:example:anchor:deployments:start",
  anchored_at: 1_800_000_000,
  chain_id: chain_id,
  sequence: 0,
  chain_hash: genesis,
  key_id: "archive-2026-a",
  key_fingerprint: key_a_fingerprint,
  bounds: %{}
}

{:ok, anchor_facts} = V1.verify_historical_anchor(start_anchor, key_a, expected_start)

%{
  anchor: Map.take(Map.from_struct(anchor_facts), [:sequence, :verification, :trust]),
  outside_key_window:
    V1.verify_historical_anchor(start_anchor, %{key_a | valid_from: 1_800_000_001}, expected_start),
  other_key: V1.verify_historical_anchor(start_anchor, key_b, expected_start)
}
The cell returns:
%{
  anchor: %{sequence: 0, verification: :signature_and_window, trust: :not_evaluated},
  outside_key_window: {:error, :invalid},
  other_key: {:error, :invalid}
}
The key fingerprint is the raw RFC 7638 thumbprint of the archive key, the same construction
the holder binding uses.
5. A key transition
Before key A's window closes, the archive moves to key B. Key A signs a transition
(typ: "ba+key-transition") that names key B by id and fingerprint, effective at a time inside
both keys' windows. A verifier that trusts key A can then follow the archive onto key B without
trusting B out of band.
alias BoundedAuthorityProtocol.V1.{KeyTransition, ExpectedKeyTransition}

{:ok, transition_input} =
  V1.key_transition_signing_input(
    %KeyTransition{
      transition_id: "urn:example:transition:deployments:1",
      chain_id: chain_id,
      effective_at: 1_800_006_000,
      current_key_id: "archive-2026-a",
      current_public_key: key_a_public,
      next_key_id: "archive-2026-b",
      next_public_key: key_b_public
    },
    %{}
  )

transition = sign.(transition_input, key_a_private)

expected_transition = %ExpectedKeyTransition{
  transition_id: "urn:example:transition:deployments:1",
  chain_id: chain_id,
  effective_at: 1_800_006_000,
  current_key_id: "archive-2026-a",
  current_key_fingerprint: key_a_fingerprint,
  next_key_id: "archive-2026-b",
  next_key_fingerprint: key_b_fingerprint,
  bounds: %{}
}

{:ok, transition_facts} =
  V1.verify_key_transition(transition, key_a, key_b, expected_transition)

%{
  transition: Map.take(Map.from_struct(transition_facts), [:verification, :trust]),
  signed_by_next_key: V1.verify_key_transition(transition, key_b, key_a, expected_transition)
}
The cell returns:
%{
  transition: %{verification: :authenticated_transition, trust: :not_evaluated},
  signed_by_next_key: {:error, :invalid}
}
6. The end anchor and the anchored export
Key B signs the end anchor at sequence 3 with the chain head. encode_anchored_export/2 then
frames the rows, both anchors, and the transition into one archive object, after checking them
against the same expectations a verifier will use. It returns the object as a list of chunks, its
SHA-256 digest, and its byte count.
alias BoundedAuthorityProtocol.V1.{AnchoredExportInput, ExpectedExport}

{:ok, end_input} =
  V1.boundary_anchor_signing_input(
    %BoundaryAnchor{
      anchor_id: "urn:example:anchor:deployments:end",
      anchored_at: 1_800_007_000,
      chain_id: chain_id,
      sequence: 3,
      chain_hash: head,
      key_id: "archive-2026-b",
      public_key: key_b_public
    },
    %{}
  )

end_anchor = sign.(end_input, key_b_private)

expected_end = %ExpectedAnchor{
  anchor_id: "urn:example:anchor:deployments:end",
  anchored_at: 1_800_007_000,
  chain_id: chain_id,
  sequence: 3,
  chain_hash: head,
  key_id: "archive-2026-b",
  key_fingerprint: key_b_fingerprint,
  bounds: %{}
}

{:ok, export} =
  V1.encode_anchored_export(
    %AnchoredExportInput{
      rows: rows,
      start_anchor: start_anchor,
      transitions: [transition],
      end_anchor: end_anchor
    },
    %ExpectedExport{
      chain: expected_chain,
      start_anchor: expected_start,
      transitions: [expected_transition],
      end_anchor: expected_end,
      bounds: %{}
    }
  )

{length(export.chunks), byte_size(export.digest), export.byte_count == IO.iodata_length(export.chunks)}
The cell returns {8, 32, true}: eight chunks (the archive prefix, a header, the start anchor,
the transition, three rows, and the end anchor), a 32-byte digest, and a byte count that matches
the chunks.
7. Verify the archive
The host stores the chunks in an object store and records the digest and the object version the
store reports. To verify the archive later, it supplies the bytes it reads back, the ordered
archive key history it trusts, and every expectation from its own records, never from the
archive being verified.
alias BoundedAuthorityProtocol.V1.{ArchivedObject, ExpectedAnchoredExport, HistoricalKeyChain}

archived = %ArchivedObject{chunks: export.chunks, version: "object-version-7"}
key_history = %HistoricalKeyChain{keys: [key_a, key_b]}

expected_archive = %ExpectedAnchoredExport{
  chain: expected_chain,
  start_anchor: expected_start,
  transitions: [expected_transition],
  end_anchor: expected_end,
  digest: export.digest,
  object_version: "object-version-7",
  bounds: %{}
}

{:ok, archive_facts} = V1.verify_anchored_export(archived, key_history, expected_archive)

Map.take(Map.from_struct(archive_facts), [
  :row_count,
  :transition_count,
  :verification,
  :trust,
  :authorization
])
The cell returns:
%{
  row_count: 3,
  transition_count: 1,
  verification: :anchored_export,
  trust: :not_evaluated,
  authorization: :not_evaluated
}
The facts struct prints as #BoundedAuthorityProtocol.V1.AnchoredExportFacts<redacted>.
8. Archive attacks fail closed
all_bytes = IO.iodata_to_binary(export.chunks)

%{
  trailing_byte:
    V1.verify_anchored_export(
      %{archived | chunks: export.chunks ++ [<<0>>]},
      key_history,
      expected_archive
    ),
  rechunked_but_identical:
    elem(
      V1.verify_anchored_export(
        %{archived | chunks: [all_bytes]},
        key_history,
        expected_archive
      ),
      0
    ),
  other_object_version:
    V1.verify_anchored_export(
      %{archived | version: "object-version-8"},
      key_history,
      expected_archive
    ),
  other_digest:
    V1.verify_anchored_export(archived, key_history, %{expected_archive | digest: <<0::256>>}),
  missing_key_history:
    V1.verify_anchored_export(archived, %HistoricalKeyChain{keys: [key_a]}, expected_archive),
  transition_dropped_at_export:
    V1.encode_anchored_export(
      %AnchoredExportInput{
        rows: rows,
        start_anchor: start_anchor,
        transitions: [],
        end_anchor: end_anchor
      },
      %ExpectedExport{
        chain: expected_chain,
        start_anchor: expected_start,
        transitions: [expected_transition],
        end_anchor: expected_end,
        bounds: %{}
      }
    )
}
The cell returns:
%{
  trailing_byte: {:error, :invalid},
  rechunked_but_identical: :ok,
  other_object_version: {:error, :invalid},
  other_digest: {:error, :invalid},
  missing_key_history: {:error, :invalid},
  transition_dropped_at_export: {:error, :invalid}
}
Chunk boundaries do not matter, so an object store may return the bytes in any split; every
byte to the exact end of the object does. The object version is out-of-band context the store
reports, not a value inside the archive.
What the host still owns
The package checks evidence; it does not keep it. The host decides what each commitment covers,
appends rows atomically, chooses when to anchor, stores archives, records each digest and object
version, and decides which archive keys it trusts and for which windows. A verified archive says
that these bytes are consistent with the keys and records you supplied; whether that is enough
for an audit is your decision.


  

    Cheatsheet

Every block runs, in order, in the repository's test suite.
Keys and grants
Keys
alias BoundedAuthorityProtocol.V1
alias BoundedAuthorityProtocol.V1.{Credentials, ExpectedGrant, ExpectedRequest, Grant, Operation, Proof, TrustedIssuer}

{issuer_pub, issuer_priv} = :crypto.generate_key(:eddsa, :ed25519)
{holder_pub, holder_priv} = :crypto.generate_key(:eddsa, :ed25519)
{:ok, thumbprint} = V1.Jwk.public_key_thumbprint_raw(holder_pub, %{})
sign = &:crypto.sign(:eddsa, :none, &1, [&2, :ed25519])
byte_size(thumbprint)
The value is 32.
Sign a grant
grant = %Grant{
  key_id: "iss-1", issuer: "https://iss.example", grant_id: "g-1",
  audiences: ["https://api.example"], issued_at: 1_800_000_000,
  not_before: 1_800_000_000, expires_at: 1_800_003_600,
  holder_thumbprint: thumbprint,
  operations: [%Operation{name: "read_file", selectors: [{:equals, ["path"], {:string, "/notes.txt"}}]}]
}

{:ok, gi} = V1.grant_signing_input(grant, %{})
{:ok, grant_c} = V1.assemble_compact(gi, sign.(gi.message, issuer_priv))
length(String.split(grant_c, "."))
The value is 3.
Proofs and verification
Sign a proof
args = {:object, [{"path", {:string, "/notes.txt"}}]}

proof = %Proof{
  holder_public_key: holder_pub, proof_id: "p-1", method: "GET",
  target_uri: "https://api.example/files", issued_at: 1_800_000_100, nonce: nil,
  invocation_id: "1f9b2c4d-6e8a-4b0c-9d2e-3f5a7b9c1d0e", operation: "read_file",
  grant_compact: grant_c, cast_arguments: args
}

{:ok, pi} = V1.proof_signing_input(proof, %{})
{:ok, proof_c} = V1.assemble_compact(pi, sign.(pi.message, holder_priv))
length(String.split(proof_c, "."))
The value is 3.
Verify an envelope
trusted = %TrustedIssuer{key_id: "iss-1", public_key: issuer_pub}

expected = %ExpectedRequest{
  trusted_issuer: trusted, issuer: "https://iss.example", audience: "https://api.example",
  method: "GET", target_uri: "https://api.example/files",
  invocation_id: "1f9b2c4d-6e8a-4b0c-9d2e-3f5a7b9c1d0e", operation: "read_file",
  cast_arguments: args, evaluation_time: 1_800_000_100, clock_skew: 60, proof_max_age: 300,
  nonce: :not_required, bounds: %{}
}

{:ok, facts} = V1.check_envelope(%Credentials{grant: grant_c, proof: proof_c}, expected)
facts.authorization
The value is :not_evaluated.
Verify a grant alone
expected_grant = %ExpectedGrant{
  issuer: "https://iss.example", audience: "https://api.example",
  evaluation_time: 1_800_000_100, clock_skew: 60, bounds: %{}
}

{:ok, grant_facts} = V1.verify_grant(grant_c, trusted, expected_grant)
grant_facts.grant_id
The value is "g-1".
Decoding and diagnosis
Read the key id (untrusted)
{:ok, locator} = V1.untrusted_key_locator(grant_c, %{})
{locator.kid, locator.trust}
The value is {"iss-1", :not_evaluated}.
Decode without verifying
{:ok, decoded} = V1.decode_grant(grant_c, %{})
{decoded.issuer, decoded.verification}
The value is {"https://iss.example", :not_evaluated}.
Tagged JSON from bytes
V1.Json.decode(~s({"n":2,"x":2.5,"ok":true}), %{})
The value is
{:ok, {:object, [{"n", {:integer, 2}}, {"x", {:float, 2.5}}, {"ok", {:boolean, true}}]}}.
Normalize a URI
V1.Uri.normalize("HTTPS://API.example:443/files", %{})
The value is {:ok, "https://api.example/files"}.
Limits and errors
Every failure
V1.check_envelope(%Credentials{grant: grant_c, proof: proof_c}, %{expected | method: "PUT"})
The value is {:error, :invalid}.
Tighten a bound
{V1.Bounds.coerce(%{depth: 8}) |> elem(0), V1.Bounds.coerce(%{depth: 10_000})}
The value is {:ok, {:error, :invalid}}: bounds only tighten.
Contract-majors and suites
Pick a namespace
	Namespace	Suite	Selectors
	V1	BAP1-Ed25519-SHA256	equals, one_of, all
	V2	BAP2-Ed25519-SHA256	adds lte, gte
	V3	BAP3-ES256-SHA256	adds lte, gte

ES256 signature from DER
alias BoundedAuthorityProtocol.Es256
{_es_pub, es_priv} = :crypto.generate_key(:ecdh, :prime256v1)
der = :crypto.sign(:ecdsa, :sha256, "message", [es_priv, :prime256v1])
{:ok, raw} = Es256.der_to_raw(der)
{:ok, low_s} = Es256.normalize_low_s(raw)
{byte_size(low_s), Es256.canonical_signature?(low_s)}
The value is {64, true}.


  

    Choosing a profile

The package carries several closed wire profiles side by side. Each has its own namespace,
specification, and certified corpus, and each rejects every other profile's bytes. A service
picks one per boundary, explicitly, and never infers a profile from the input or retries another
after a rejection.
The short answer
	You need	Use	Suite
	Grants and proofs with Ed25519 keys and exact-value selectors	Contract-major 1, BoundedAuthorityProtocol.V1	BAP1-Ed25519-SHA256
	The same, plus numeric ranges (lte, gte) in selectors	Contract-major 2, BoundedAuthorityProtocol.V2	BAP2-Ed25519-SHA256
	P-256 keys (ES256), for example keys that live in a cloud KMS or an HSM without Ed25519	Contract-major 3, BoundedAuthorityProtocol.V3	BAP3-ES256-SHA256
	Proofs to a development listener on 127.0.0.1 or [::1] over plain HTTP	Local-loopback HTTP, BoundedAuthorityProtocol.ApplicationProfile.LocalLoopbackHttp.V1	Ed25519
	A signed statement that a key holds the issuer or holder role	Role attestation, BoundedAuthorityProtocol.RoleAttestation.V1	Ed25519
	A signed statement binding the digest of exact content bytes to a context and lineage	Content assertion, BoundedAuthorityProtocol.ContentAssertion.V1	Ed25519

If none of the special cases apply, start with contract-major 1. Move to contract-major 2 when a
grant must cap a number, and to contract-major 3 when your keys must be P-256.
Contract-majors
A contract-major is a complete, closed wire profile. Contract-majors 1, 2, and 3 share the same
model (a grant, a proof per request, the evidence formats, the bounds, and the facts) and the
same function names; they differ in the suite and the selector kinds.
		Contract-major 1	Contract-major 2	Contract-major 3
	Signature	EdDSA over Ed25519	EdDSA over Ed25519	ECDSA over P-256 (ES256), raw r || s, low S
	Public key	32 bytes	32 bytes	65-byte uncompressed point
	Holder thumbprint	V1.Jwk.public_key_thumbprint_raw/2	V1.Jwk.public_key_thumbprint_raw/2	V3.EcJwk.public_key_thumbprint_raw/2
	Selector kinds	equals, one_of, all	adds lte, gte	adds lte, gte
	v claim	1	2	3
	Specification	bap-v1.md	bap-v2.md	bap-v3.md
	Certified corpus	283 cases	268 cases	292 cases

Every artifact names its contract-major in its signed bytes (the payload v claim, and the
domain separators of every digest), so a verifier can tell them apart without guessing. A
grant and its proofs always come from the same contract-major: a contract-major 1 proof never
pairs with a contract-major 3 grant.
Each contract-major is frozen: its accepted bytes and verdicts never change, except through a
soundness repair recorded in the errata registry. New capabilities arrive as a
new contract-major or a new sibling profile, side by side with the existing ones. A deployment
can accept several contract-majors at once by routing each boundary to one of them, for example
by the route or the client's registration, never by trying each in turn.
Sibling profiles
A sibling profile reuses the shared building blocks but has its own protected typ, its own
API, and its own corpus.
	Local-loopback HTTP (typ: "ba+loopback-proof") replaces the standard proof for a
listener on a literal loopback address. It requires a server nonce, admits only
http://127.0.0.1 and http://[::1] targets, and pairs with a contract-major 1 grant.
Loopback HTTP is not TLS and does not isolate one local process from another
(spec).
	Role attestation (typ: "ba+role-attestation") is a standalone artifact in which an
attestor key binds a subject key to the issuer or holder role for a window inside the
attestor key's own validity (spec).
	Content assertion (typ: "ba+content-assertion") is a standalone artifact that binds the
SHA-256 digest of exact content bytes to an issuer, audience, lineage subject, semantic
profile, window, and predecessor (spec).

The attestation profiles are not credentials: a verified attestation or assertion is evidence of
a binding, with trust: :not_evaluated. Which attestor to trust and what a role or an assertion
permits stay with you.
Signature suites
BoundedAuthorityProtocol.Ed25519 and BoundedAuthorityProtocol.Es256 own the signature rules
every profile applies. You call them directly at two points: when you admit a key (key
acceptance, and for Ed25519 the torsion-free check at enrollment), and, for ES256, when you turn a
KMS or HSM signature into the wire form (Es256.der_to_raw/1, then Es256.normalize_low_s/1).
Recipes shows the second.
Other languages
Verifiers for TypeScript, Python, Rust, and Go implement the same profiles and pass the same
corpora; see Other languages.


  

    Recipes

Short, complete answers to the integration questions that come up after
Getting started. Every Elixir block on this page runs, in order, in the
repository's test suite, and the sentence after each block states the value it ends with.
The first block sets up the keys and a helper the later recipes share. The examples sign with
:crypto and throwaway keys; in production the issuer signs in its KMS or HSM and the holder
signs with its own key store, for example through the companion
bounded_authority_report_adapter.
alias BoundedAuthorityProtocol.{Es256, V1, V2, V3}
alias BoundedAuthorityProtocol.V1.{Credentials, ExpectedGrant, ExpectedRequest, TrustedIssuer}

{issuer_public, issuer_private} = :crypto.generate_key(:eddsa, :ed25519)
{holder_public, holder_private} = :crypto.generate_key(:eddsa, :ed25519)
{:ok, holder_thumbprint} = V1.Jwk.public_key_thumbprint_raw(holder_public, %{})

ed25519_sign = fn message, private_key ->
  :crypto.sign(:eddsa, :none, message, [private_key, :ed25519])
end

now = 1_800_000_100

{byte_size(issuer_public), byte_size(holder_thumbprint)}
The value is {32, 32}: a raw Ed25519 public key and a raw SHA-256 thumbprint.
Plug and Phoenix integration
A service verifies a request in three steps: derive the expected values from its own routing and
configuration, read the two compact credentials from the request, and call check_envelope/2.
The protocol defines no HTTP binding, so the header names are a choice your deployment makes and
documents; the example uses authorization: DPoP <grant> and dpop: <proof>, as in
RFC 9449, and an invocation-id header.
Turn already-parsed params into tagged arguments
The request digest covers the operation's arguments in the package's tagged JSON form. When
Plug has already parsed the body, and after your own code has cast it to the operation's
declared types, convert the result once, at the boundary. The module below handles what
Plug.Parsers and Ecto produce: string or atom keys, strings, integers, floats, booleans, nil,
lists, and maps. It refuses anything else, such as a struct or a tuple, instead of guessing.
defmodule MyApp.CastArguments do
  @moduledoc "Converts cast request params into the protocol's tagged JSON value."

  def tag(value) do
    {:ok, do_tag(value)}
  catch
    :invalid -> {:error, :invalid}
  end

  defp do_tag(nil), do: :null
  defp do_tag(value) when is_boolean(value), do: {:boolean, value}
  defp do_tag(value) when is_integer(value), do: {:integer, value}
  defp do_tag(value) when is_float(value), do: {:float, value}
  defp do_tag(value) when is_binary(value), do: {:string, value}
  defp do_tag(values) when is_list(values), do: {:array, Enum.map(values, &do_tag/1)}

  defp do_tag(%{__struct__: _}), do: throw(:invalid)

  defp do_tag(%{} = map) do
    members = for {key, value} <- map, do: {member_name(key), do_tag(value)}
    names = Enum.map(members, &elem(&1, 0))
    if length(Enum.uniq(names)) != length(names), do: throw(:invalid)
    {:object, Enum.sort(members)}
  end

  defp do_tag(_other), do: throw(:invalid)

  defp member_name(key) when is_binary(key), do: key
  defp member_name(key) when is_atom(key) and not is_nil(key) and not is_boolean(key),
    do: Atom.to_string(key)

  defp member_name(_key), do: throw(:invalid)
end

MyApp.CastArguments.tag(%{"dataset" => "tides", "rows" => 500, "dry_run" => false})
The value is
{:ok, {:object, [{"dataset", {:string, "tides"}}, {"dry_run", {:boolean, false}}, {"rows", {:integer, 500}}]}}.
Cast before you tag. A JSON body of {"rows": 500.0} parses to the float 500.0, which tags as
{:float, 500.0}; that is a different argument from {:integer, 500}, so a proof signed over
one never verifies against the other. Your operation's schema decides which one the request
means. When you have the raw body bytes instead, V1.Json.decode/2 produces the tagged value
directly, with duplicate-name and bounds checks.
The verification boundary
The plug below reads the credentials, builds ExpectedRequest from the service's own
configuration (the public origin, the trusted issuer keys, the route's operation name), and
verifies. The request URL comes from the configured public origin and the request path, never
from the Host header or a forwarding header, which the client controls.
defmodule MyAppWeb.BoundedAuthority do
  @moduledoc """
  Verifies a bounded-authority envelope. Use it as a plug with
  `plug MyAppWeb.BoundedAuthority, operation: "export_dataset"`.
  """

  alias BoundedAuthorityProtocol.V1
  alias BoundedAuthorityProtocol.V1.{Credentials, ExpectedRequest, TrustedIssuer}

  def init(options), do: Map.new(options)

  def call(conn, options) do
    case verify(conn, Map.merge(options, config()), System.os_time(:second)) do
      {:ok, facts} ->
        Plug.Conn.assign(conn, :bounded_authority_facts, facts)

      {:error, :invalid} ->
        conn |> Plug.Conn.send_resp(401, "") |> Plug.Conn.halt()
    end
  end

  # The pure part: everything it needs is an argument, so it is easy to test.
  def verify(conn, options, now) do
    with {:ok, grant} <- header(conn, "authorization", "DPoP "),
         {:ok, proof} <- header(conn, "dpop", ""),
         {:ok, invocation_id} <- header(conn, "invocation-id", ""),
         {:ok, arguments} <- MyApp.CastArguments.tag(conn.body_params),
         {:ok, locator} <- V1.untrusted_key_locator(grant, %{}),
         {:ok, issuer_key} <- Map.fetch(options.issuer_keys, locator.kid) do
      expected = %ExpectedRequest{
        trusted_issuer: %TrustedIssuer{key_id: locator.kid, public_key: issuer_key},
        issuer: options.issuer,
        audience: options.audience,
        method: conn.method,
        target_uri: options.origin <> conn.request_path,
        invocation_id: invocation_id,
        operation: options.operation,
        cast_arguments: arguments,
        evaluation_time: now,
        clock_skew: 60,
        proof_max_age: 300,
        nonce: :not_required,
        bounds: %{}
      }

      V1.check_envelope(%Credentials{grant: grant, proof: proof}, expected)
    else
      _rejected -> {:error, :invalid}
    end
  end

  defp header(conn, name, prefix) do
    case for({^name, value} <- conn.req_headers, do: value) do
      [value] -> strip_prefix(value, prefix)
      _missing_or_repeated -> {:error, :invalid}
    end
  end

  defp strip_prefix(value, prefix) do
    if String.starts_with?(value, prefix),
      do: {:ok, binary_part(value, byte_size(prefix), byte_size(value) - byte_size(prefix))},
      else: {:error, :invalid}
  end

  defp config, do: Map.new(Application.get_env(:my_app, __MODULE__, []))
end

:ok
The value is :ok. In Phoenix, add the plug to a pipeline or a controller, then read
conn.assigns.bounded_authority_facts in the action. The facts say the bytes verified; your
action still reserves facts.invocation_id in its replay store, checks revocation of
facts.grant_id, and decides.
To see the boundary work, a holder signs a grant and a proof, and a request shaped like a
Plug.Conn (the plug reads only method, request_path, req_headers, and body_params) goes
through verify/3:
grant = %V1.Grant{
  key_id: "issuer-2027-01",
  issuer: "https://issuer.example",
  grant_id: "grant-export-001",
  audiences: ["https://data.example"],
  issued_at: 1_800_000_000,
  not_before: 1_800_000_000,
  expires_at: 1_800_003_600,
  holder_thumbprint: holder_thumbprint,
  operations: [
    %V1.Operation{
      name: "export_dataset",
      selectors: [{:one_of, ["dataset"], [{:string, "tides"}, {:string, "currents"}]}]
    }
  ]
}

{:ok, grant_input} = V1.grant_signing_input(grant, %{})
{:ok, grant_compact} = V1.assemble_compact(grant_input, ed25519_sign.(grant_input.message, issuer_private))

params = %{"dataset" => "tides", "rows" => 500, "dry_run" => false}
{:ok, arguments} = MyApp.CastArguments.tag(params)

proof = %V1.Proof{
  holder_public_key: holder_public,
  proof_id: "proof-export-001",
  method: "POST",
  target_uri: "https://data.example/exports",
  issued_at: now,
  nonce: nil,
  invocation_id: "0c7d2f4a-5b1e-4f8a-9d3c-2e6b8a1f4c70",
  operation: "export_dataset",
  grant_compact: grant_compact,
  cast_arguments: arguments
}

{:ok, proof_input} = V1.proof_signing_input(proof, %{})
{:ok, proof_compact} = V1.assemble_compact(proof_input, ed25519_sign.(proof_input.message, holder_private))

conn = %{
  method: "POST",
  request_path: "/exports",
  body_params: params,
  req_headers: [
    {"authorization", "DPoP " <> grant_compact},
    {"dpop", proof_compact},
    {"invocation-id", "0c7d2f4a-5b1e-4f8a-9d3c-2e6b8a1f4c70"}
  ]
}

options = %{
  issuer: "https://issuer.example",
  audience: "https://data.example",
  origin: "https://data.example",
  operation: "export_dataset",
  issuer_keys: %{"issuer-2027-01" => issuer_public}
}

{:ok, facts} = MyAppWeb.BoundedAuthority.verify(conn, options, now)

{facts.operation, facts.invocation_id,
 MyAppWeb.BoundedAuthority.verify(%{conn | body_params: %{params | "dataset" => "salinity"}}, options, now)}
The value is
{"export_dataset", "0c7d2f4a-5b1e-4f8a-9d3c-2e6b8a1f4c70", {:error, :invalid}}: the request
verifies, and the same credentials with a dataset outside the grant's one_of selector do not.
Selectors per contract-major
A selector restricts one argument path. Every contract-major has equals, one_of, and all
(which applies no restriction); contract-majors 2 and 3 add the inclusive ranges lte and gte
over numbers. The kinds and their exact rules are in spec/bap-v1.md
and spec/bap-v2.md § 4.
	Kind	Form	Contract-majors
	equals	{:equals, path, value}	1, 2, 3
	one_of	{:one_of, path, [value, ...]}	1, 2, 3
	all	:all	1, 2, 3
	lte	{:lte, path, {:integer, n} or {:float, x}}	2, 3
	gte	{:gte, path, {:integer, n} or {:float, x}}	2, 3

A contract-major 2 grant can cap a numeric argument:
v2_grant = %V2.Grant{
  key_id: "issuer-2027-01",
  issuer: "https://issuer.example",
  grant_id: "grant-render-001",
  audiences: ["https://render.example"],
  issued_at: 1_800_000_000,
  not_before: 1_800_000_000,
  expires_at: 1_800_003_600,
  holder_thumbprint: holder_thumbprint,
  operations: [
    %V2.Operation{
      name: "render_frames",
      selectors: [
        {:equals, ["project"], {:string, "harbor-survey"}},
        {:gte, ["frames"], {:integer, 1}},
        {:lte, ["frames"], {:integer, 240}}
      ]
    }
  ]
}

{:ok, v2_input} = V2.grant_signing_input(v2_grant, %{})
{:ok, v2_compact} = V2.assemble_compact(v2_input, ed25519_sign.(v2_input.message, issuer_private))

v2_envelope = fn frames ->
  arguments = {:object, [{"frames", {:integer, frames}}, {"project", {:string, "harbor-survey"}}]}

  v2_proof = %V2.Proof{
    holder_public_key: holder_public,
    proof_id: "proof-render-#{frames}",
    method: "POST",
    target_uri: "https://render.example/jobs",
    issued_at: now,
    nonce: nil,
    invocation_id: "5e0a9c1d-2b7f-4e3a-8c6d-1f4b9a2e7" <> String.pad_leading("#{frames}", 3, "0"),
    operation: "render_frames",
    grant_compact: v2_compact,
    cast_arguments: arguments
  }

  {:ok, proof_input} = V2.proof_signing_input(v2_proof, %{})
  {:ok, proof_compact} = V2.assemble_compact(proof_input, ed25519_sign.(proof_input.message, holder_private))

  expected = %ExpectedRequest{
    trusted_issuer: %TrustedIssuer{key_id: "issuer-2027-01", public_key: issuer_public},
    issuer: "https://issuer.example",
    audience: "https://render.example",
    method: "POST",
    target_uri: "https://render.example/jobs",
    invocation_id: v2_proof.invocation_id,
    operation: "render_frames",
    cast_arguments: arguments,
    evaluation_time: now,
    clock_skew: 60,
    proof_max_age: 300,
    nonce: :not_required,
    bounds: %{}
  }

  case V2.check_envelope(%Credentials{grant: v2_compact, proof: proof_compact}, expected) do
    {:ok, _facts} -> :verified
    {:error, :invalid} -> :rejected
  end
end

Enum.map([1, 240, 241], v2_envelope)
The value is [:verified, :verified, :rejected]: both bounds are inclusive.
A range compares integers with integers and floats with floats; an integer argument never
satisfies a float bound, and the reverse. Pick the tag the argument will carry.
Tag numbers by what they are
Tag a whole number as {:integer, n}. Every grant producer refuses a float-tagged integral
selector value, such as {:float, 2.0}, on every contract-major: canonical JSON writes 2.0 as
2, which decodes integer-tagged, so the signed grant would not mean what you built
(erratum 6). A non-integral float stays a valid range bound.
selector_grant = fn module, selector ->
  struct(Module.concat(module, Grant), %{
    Map.from_struct(v2_grant)
    | operations: [struct(Module.concat(module, Operation), name: "render_frames", selectors: [selector])]
  })
end

{
  V1.grant_signing_input(selector_grant.(V1, {:equals, ["scale"], {:float, 2.0}}), %{}),
  V3.grant_signing_input(selector_grant.(V3, {:lte, ["scale"], {:float, 2.0}}), %{}),
  elem(V2.grant_signing_input(selector_grant.(V2, {:lte, ["scale"], {:float, 2.5}}), %{}), 0)
}
The value is {{:error, :invalid}, {:error, :invalid}, :ok}.
Verification closes the same gap from the other side: a grant whose equals value or one_of
member holds a float zero (0.0, -0.0, or an underflowing literal such as 1e-400) does not
decode on any contract-major, even when the issuer signed those bytes, because conforming
verifiers would otherwise disagree about whether 0.0 and -0.0 are the same value. The block
signs such a payload by hand to show it:
sign_compact = fn message -> message <> "." <> Base.url_encode64(ed25519_sign.(message, issuer_private), padding: false) end

zero_selector = [{:equals, ["offset"], {:integer, 0}}]
zero_grant = %{grant | operations: [%V1.Operation{name: "export_dataset", selectors: zero_selector}]}
{:ok, zero_input} = V1.grant_signing_input(zero_grant, %{})

[protected, payload] = String.split(zero_input.message, ".")

float_zero_payload =
  payload
  |> Base.url_decode64!(padding: false)
  |> String.replace(~s("value":0), ~s("value":0.0))
  |> Base.url_encode64(padding: false)

{:ok, _decoded} = V1.decode_grant(sign_compact.(zero_input.message), %{})
V1.decode_grant(sign_compact.(protected <> "." <> float_zero_payload), %{})
The value is {:error, :invalid}: the integer zero decodes, and the float zero, signed by the
same issuer, is refused.
ES256 from a KMS or HSM
Contract-major 3 signs with ES256 (ECDSA P-256, SHA-256). Cloud KMS and HSM APIs return ECDSA
signatures in DER (SEQUENCE { INTEGER r, INTEGER s }) and may return either of the two valid
s values. The wire needs the raw 64-byte r || s with the low s, so the signer converts and
normalizes before assembly; assembly itself never rewrites a signature and refuses one that is
not canonical.
Ask the KMS to sign the signing input's message bytes with SHA-256 (for example AWS KMS
ECDSA_SHA_256 with message type RAW, or Cloud KMS EC_SIGN_P256_SHA256 given the SHA-256
digest of message). Below, :crypto stands in for the KMS: it also returns DER.
{kms_public, kms_private} = :crypto.generate_key(:ecdh, :prime256v1)
{es_holder_public, _es_holder_private} = :crypto.generate_key(:ecdh, :prime256v1)
{:ok, es_holder_thumbprint} = V3.EcJwk.public_key_thumbprint_raw(es_holder_public, %{})

kms_sign = fn message -> :crypto.sign(:ecdsa, :sha256, message, [kms_private, :prime256v1]) end

es_grant = %V3.Grant{
  key_id: "kms-issuer-1",
  issuer: "https://issuer.example",
  grant_id: "grant-es-001",
  audiences: ["https://render.example"],
  issued_at: 1_800_000_000,
  not_before: 1_800_000_000,
  expires_at: 1_800_003_600,
  holder_thumbprint: es_holder_thumbprint,
  operations: [%V3.Operation{name: "render_frames", selectors: [{:lte, ["frames"], {:integer, 240}}]}]
}

{:ok, es_input} = V3.grant_signing_input(es_grant, %{})
der = kms_sign.(es_input.message)

{:ok, raw} = Es256.der_to_raw(der)
{:ok, low_s} = Es256.normalize_low_s(raw)
{:ok, es_compact} = V3.assemble_compact(es_input, low_s)

es_expected = %ExpectedGrant{
  issuer: "https://issuer.example",
  audience: "https://render.example",
  evaluation_time: now,
  clock_skew: 60,
  bounds: %{}
}

{:ok, es_facts} =
  V3.verify_grant(es_compact, %TrustedIssuer{key_id: "kms-issuer-1", public_key: kms_public}, es_expected)

{es_facts.version, es_facts.grant_id, Es256.canonical_signature?(low_s)}
The value is {3, "grant-es-001", true}.
The s value's twin n - s verifies under plain ECDSA too, which is why the profile accepts only
the low one. normalize_low_s/1 maps either twin to the low one, and assembly refuses the high
one:
n = 0xFFFFFFFF00000000FFFFFFFFFFFFFFFFBCE6FAADA7179E84F3B9CAC2FC632551
<<r::unsigned-big-256, s::unsigned-big-256>> = low_s
high_s = <<r::unsigned-big-256, n - s::unsigned-big-256>>

{Es256.normalize_low_s(high_s) == {:ok, low_s}, V3.assemble_compact(es_input, high_s), Es256.der_to_raw(raw)}
The value is {true, {:error, :invalid}, {:error, :invalid}}: der_to_raw/1 also refuses input
that is not strict DER, such as an already-raw signature.
Rotate issuer keys
Keep the issuer keys you trust in your own key ring, each with the window in which you accept it.
Read the grant's kid with untrusted_key_locator/2, which decodes only the protected header and
marks the result trust: :not_evaluated, and look it up in the ring. An unknown or retired kid
fails like any other rejection; a known one still has to verify under the key you selected.
{next_public, next_private} = :crypto.generate_key(:eddsa, :ed25519)

key_ring = [
  %{kid: "issuer-2027-01", public_key: issuer_public, accept_from: 1_790_000_000, accept_until: 1_800_000_200},
  %{kid: "issuer-2027-07", public_key: next_public, accept_from: 1_800_000_000, accept_until: nil}
]

trusted_issuer = fn compact, at ->
  with {:ok, locator} <- V1.untrusted_key_locator(compact, %{}),
       %{public_key: key} <-
         Enum.find(key_ring, fn entry ->
           entry.kid == locator.kid and entry.accept_from <= at and
             (entry.accept_until == nil or at < entry.accept_until)
         end) do
    {:ok, %TrustedIssuer{key_id: locator.kid, public_key: key}}
  else
    _unknown_or_retired -> {:error, :invalid}
  end
end

verify_at = fn compact, at ->
  expected = %ExpectedGrant{issuer: "https://issuer.example", audience: "https://data.example", evaluation_time: at, clock_skew: 60, bounds: %{}}

  with {:ok, trusted} <- trusted_issuer.(compact, at),
       {:ok, facts} <- V1.verify_grant(compact, trusted, expected) do
    facts.grant_id
  end
end

next_grant = %{grant | key_id: "issuer-2027-07", grant_id: "grant-export-002"}
{:ok, next_input} = V1.grant_signing_input(next_grant, %{})
{:ok, next_compact} = V1.assemble_compact(next_input, ed25519_sign.(next_input.message, next_private))

{verify_at.(grant_compact, now), verify_at.(next_compact, now), verify_at.(grant_compact, now + 200)}
The value is {"grant-export-001", "grant-export-002", {:error, :invalid}}: during the overlap
both keys verify, and once the old key's window closes its grants fail.
Before a new Ed25519 key enters the ring, check it with
BoundedAuthorityProtocol.Ed25519.acceptable_public_key?/1 and torsion_free?/1
(usage rule 17); for a P-256 key, use Es256.acceptable_public_key?/1.
For archives that must stay verifiable across a rotation, sign a key transition; see
Evidence.
Nonce modes
ExpectedRequest.nonce takes one of two values, and the proof must agree with it exactly:
	:not_required: the proof carries no nonce (nonce: nil). A proof that carries one is
rejected, so a holder cannot add a value the service did not ask for.
	{:required, nonce}: the service issued a challenge nonce, and the proof must carry exactly
that value. Use it when you cannot bound replay with the invocation id alone, for example when
the holder's clock is untrusted. Issue each nonce once, keep it until it is used or expires, and
pass the one you issued, never one the client names.

The local-loopback profile always requires a nonce.
nonce_proof = fn nonce ->
  proof = %{proof | proof_id: "proof-nonce-#{nonce || "none"}", nonce: nonce}
  {:ok, input} = V1.proof_signing_input(proof, %{})
  {:ok, compact} = V1.assemble_compact(input, ed25519_sign.(input.message, holder_private))
  %Credentials{grant: grant_compact, proof: compact}
end

nonce_expected = %ExpectedRequest{
  trusted_issuer: %TrustedIssuer{key_id: "issuer-2027-01", public_key: issuer_public},
  issuer: "https://issuer.example",
  audience: "https://data.example",
  method: "POST",
  target_uri: "https://data.example/exports",
  invocation_id: proof.invocation_id,
  operation: "export_dataset",
  cast_arguments: arguments,
  evaluation_time: now,
  clock_skew: 60,
  proof_max_age: 300,
  nonce: :not_required,
  bounds: %{}
}

verdict = fn credentials, nonce_mode ->
  case V1.check_envelope(credentials, %{nonce_expected | nonce: nonce_mode}) do
    {:ok, _facts} -> :verified
    {:error, :invalid} -> :rejected
  end
end

[
  verdict.(nonce_proof.(nil), :not_required),
  verdict.(nonce_proof.("challenge-7f3a"), {:required, "challenge-7f3a"}),
  verdict.(nonce_proof.("challenge-7f3a"), {:required, "challenge-0000"}),
  verdict.(nonce_proof.(nil), {:required, "challenge-7f3a"}),
  verdict.(nonce_proof.("challenge-7f3a"), :not_required)
]
The value is [:verified, :verified, :rejected, :rejected, :rejected].
Time works the same way: the verifier reads no clock. evaluation_time is your clock in Unix
seconds, clock_skew (at most 60) tolerates clock differences, and proof_max_age (at most 300)
bounds how old a proof may be. A proof is accepted from issued_at - clock_skew until
issued_at + proof_max_age + clock_skew.
Run every packaged corpus
The package ships every certified corpus in its priv directory, and
BoundedAuthorityProtocol.Conformance.Cli.run/1 verifies one and returns the exit status: 0
on complete agreement, 1 on any disagreement or integrity failure, 2 on a usage error. Run
all nine from your own project's test suite, or after each upgrade:
alias BoundedAuthorityProtocol.Conformance.Cli

corpora = [
  "v1/corpus",
  "v2/corpus",
  "v3/corpus",
  "strict-ed25519",
  "producer-canonicality",
  "selector-float-zero",
  "application-profiles/local-loopback-http/v1",
  "attestation-profiles/role-attestation/v1",
  "attestation-profiles/content-assertion/v1"
]

report = Path.join(System.tmp_dir!(), "bap-conformance-report.json")

results =
  for corpus <- corpora do
    directory = Application.app_dir(:bounded_authority_protocol, Path.join("priv/conformance", corpus))
    status = Cli.run(["--corpus", directory, "--report", report])
    {corpus, status, report |> File.read!() |> JSON.decode!() |> Map.take(["agreement", "disagreed"])}
  end

File.rm(report)
Enum.map(results, fn {_corpus, status, summary} -> {status, summary} end) |> Enum.uniq()
The value is [{0, %{"agreement" => true, "disagreed" => 0}}]: every corpus agrees.
The report is canonical JSON with the fields format, agreement, exit_status, total,
agreed, disagreed, and index_sha256_base64url. From a shell, the same check is the
bounded_authority_conformance command (mix escript.install hex bounded_authority_protocol),
run once per corpus with --corpus deps/bounded_authority_protocol/priv/conformance/<corpus>.
Exit 0 is conformance evidence, not an authorization.


  

    Evidence: chains, anchors, transitions, and exports

Verifying a request answers "may these bytes be accepted now?". Evidence answers a later
question: "what did this service accept, and can anyone show that the record was not altered?".
The protocol defines four evidence formats for that, and verifies each of them with the same
posture as credentials: pure functions, caller-supplied keys and expectations, redacted facts,
and the single {:error, :invalid}.
	Format	What it is	Produce	Verify	Facts
	Consumption chain	Hash-linked rows, one per accepted invocation	encode_consumption_entry/2	check_chain/2	ChainFacts
	Boundary anchor	A signed statement that a chain had a given head at a given time (typ: "ba+chain-anchor")	boundary_anchor_signing_input/2, assemble_compact/2	verify_historical_anchor/3	AnchorFacts
	Key transition	The current archive key authenticating its successor (typ: "ba+key-transition")	key_transition_signing_input/2, assemble_compact/2	verify_key_transition/4	KeyTransitionFacts
	Anchored export	One archive object holding rows, anchors, and transitions	encode_anchored_export/2	verify_anchored_export/3	AnchoredExportFacts

Every contract-major has all eight functions in its own namespace, with its own domain
separators (BAP1-CHAIN, BAP2-CHAIN, BAP3-CHAIN, and the matching archive prefixes); under
contract-major 3 the anchors and transitions are ES256-signed. The normative rules are in
spec/bap-v1.md § 15.
ChainFacts, AnchorFacts, and KeyTransitionFacts carry trust: :not_evaluated;
AnchoredExportFacts carries trust: :not_evaluated and authorization: :not_evaluated. They
say the bytes are consistent with what you supplied. They do not say the archive is complete,
that you should trust its keys, or that anything it records was authorized.
A consumption chain
A row binds a chain id, a sequence number, the previous row's hash, and a 32-byte commitment.
The host computes the commitment over whatever it recorded for the invocation, for example the
envelope facts and the outcome, and keeps the preimage private: the public row carries only the
digest. The first row links to the all-zero hash.
alias BoundedAuthorityProtocol.V1
alias BoundedAuthorityProtocol.V1.{ChainInput, ConsumptionEntry, ExpectedChain}

chain_id = "urn:example:chain:model-evaluations"

{rows, head} =
  ["eval run 41", "eval run 42", "eval run 43"]
  |> Enum.with_index(1)
  |> Enum.map_reduce(<<0::256>>, fn {record, sequence}, previous ->
    entry = %ConsumptionEntry{
      chain_id: chain_id,
      sequence: sequence,
      previous_hash: previous,
      commitment: :crypto.hash(:sha256, record)
    }

    {:ok, encoded} = V1.encode_consumption_entry(entry, %{})
    {encoded.bytes, encoded.hash}
  end)

expected_chain = %ExpectedChain{
  chain_id: chain_id,
  first_sequence: 1,
  last_sequence: 3,
  row_count: 3,
  previous_hash: <<0::256>>,
  last_hash: head,
  bounds: %{}
}

{:ok, chain_facts} = V1.check_chain(%ChainInput{rows: rows}, expected_chain)
[first, _second, third] = rows

{chain_facts.row_count, chain_facts.verification,
 V1.check_chain(%ChainInput{rows: [first, third]}, expected_chain)}
The value is {3, :boundary_consistent, {:error, :invalid}}: the chain verifies, and the same
chain with a row dropped does not.
Chain verification checks consistency between the boundaries you name, and only that. A chain
that was validly truncated or rebuilt from some earlier row still links. What makes it evidence
is that the expected head (last_hash) and the predecessor come from your own records or from
signed anchors, never from the rows you are checking (usage rules 10
and 11).
Anchors and key transitions
An archive key signs a boundary anchor at the chain's start (sequence 0, all-zero hash) and at
its end (the last sequence and head). Archive keys are historical keys: each
HistoricalPublicKey carries valid_from and valid_before (or :unbounded), and an anchor
verifies only when its anchored_at falls inside the window of the key that signed it.
When the archive moves to a new key, the current key signs a key transition naming the next key
by id and RFC 7638 fingerprint, effective at a time inside both windows. A verifier that trusts
the first key in the history can then follow the archive onto later keys without trusting each
one out of band. verify_key_transition/4 takes the current key, the next key, and the expected
transition; it refuses a transition signed by the next key.
Anchored exports
encode_anchored_export/2 frames the rows, the start anchor, the transitions, and the end anchor
into one archive object. It first checks them against the same expectations a verifier will use,
so it refuses to build an archive that would not verify. It returns the object as a list of
chunks, its SHA-256 digest, and its byte count.
The host writes the chunks to an object store and records two values from outside the archive:
the digest and the object version the store reports. To verify the archive later,
verify_anchored_export/3 takes the bytes read back (ArchivedObject, any chunking), the ordered
key history (HistoricalKeyChain), and an ExpectedAnchoredExport built from the host's own
records. It checks every byte to the exact end of the object, the digest, the object version,
the chain, every anchor, and every transition.
The chains and archives Livebook builds all four
formats end to end with ephemeral keys and shows the attacks each one refuses: a dropped,
reordered, or edited row, a truncated head, an anchor outside its key's window, a transition
signed by the wrong key, a trailing byte, another object version, and a missing key in the
history.
What the host owns
The package checks evidence; it does not keep it. The host:
	decides what each commitment covers and keeps the preimages;
	appends rows atomically, so two accepted invocations never share a sequence number;
	decides when to anchor and which archive keys to use, and protects those private keys;
	stores archives, and records each digest and object version where an attacker who can write
the archive cannot also rewrite them;
	decides which archive keys it trusts, for which windows, and whether a verified archive is
enough for its audit.



  

    Troubleshooting {:error, :invalid}

Every verification failure returns the same value, {:error, :invalid}. A wrong key, a changed
byte, an expired grant, and an argument outside a selector all look identical, so the error
tells an attacker nothing. The cost is that it tells you nothing either. This page is the
checklist for finding the cause from your own inputs, in the order verification checks them.
The package has no diagnostic mode and never will: a second verdict path that names the failing
stage would leak exactly what the single error hides. Diagnose with the decoders, which read
claims without checking any signature, and compare them with what you passed. Use the decoded
values for diagnosis only, never for a decision.
Set up a working envelope
The blocks on this page run, in order, in the repository's test suite. The first builds a
contract-major 1 envelope that verifies, so each later block can change one input.
alias BoundedAuthorityProtocol.V1
alias BoundedAuthorityProtocol.V1.{Credentials, ExpectedRequest, Grant, Operation, Proof, TrustedIssuer}

{issuer_public, issuer_private} = :crypto.generate_key(:eddsa, :ed25519)
{holder_public, holder_private} = :crypto.generate_key(:eddsa, :ed25519)
{:ok, holder_thumbprint} = V1.Jwk.public_key_thumbprint_raw(holder_public, %{})

sign = fn input, private_key ->
  {:ok, compact} = V1.assemble_compact(input, :crypto.sign(:eddsa, :none, input.message, [private_key, :ed25519]))
  compact
end

grant = %Grant{
  key_id: "issuer-1",
  issuer: "https://issuer.example",
  grant_id: "grant-backup-001",
  audiences: ["https://storage.example"],
  issued_at: 1_800_000_000,
  not_before: 1_800_000_000,
  expires_at: 1_800_003_600,
  holder_thumbprint: holder_thumbprint,
  operations: [%Operation{name: "snapshot_volume", selectors: [{:equals, ["volume"], {:string, "vol-7"}}]}]
}

{:ok, grant_input} = V1.grant_signing_input(grant, %{})
grant_compact = sign.(grant_input, issuer_private)

arguments = {:object, [{"retain_days", {:integer, 30}}, {"volume", {:string, "vol-7"}}]}

proof = %Proof{
  holder_public_key: holder_public,
  proof_id: "proof-backup-001",
  method: "POST",
  target_uri: "https://storage.example/snapshots",
  issued_at: 1_800_000_100,
  nonce: nil,
  invocation_id: "4a8e2c6f-1d3b-4f7a-9e5c-0b2d4f6a8c1e",
  operation: "snapshot_volume",
  grant_compact: grant_compact,
  cast_arguments: arguments
}

{:ok, proof_input} = V1.proof_signing_input(proof, %{})
credentials = %Credentials{grant: grant_compact, proof: sign.(proof_input, holder_private)}

expected = %ExpectedRequest{
  trusted_issuer: %TrustedIssuer{key_id: "issuer-1", public_key: issuer_public},
  issuer: "https://issuer.example",
  audience: "https://storage.example",
  method: "POST",
  target_uri: "https://storage.example/snapshots",
  invocation_id: "4a8e2c6f-1d3b-4f7a-9e5c-0b2d4f6a8c1e",
  operation: "snapshot_volume",
  cast_arguments: arguments,
  evaluation_time: 1_800_000_130,
  clock_skew: 60,
  proof_max_age: 300,
  nonce: :not_required,
  bounds: %{}
}

elem(V1.check_envelope(credentials, expected), 0)
The value is :ok.
A comparison helper
decode_grant/2 and decode_proof/2 return the claims the credentials carry, unverified.
request_digest/3 computes the argument digest the proof must carry. The helper below compares
them with an ExpectedRequest and names the fields that differ. It is a debugging aid for your
own credentials; keep it out of the request path and never log its output in production, because
it reads values the redacted facts deliberately omit.
diagnose = fn %Credentials{grant: grant, proof: proof}, %ExpectedRequest{} = expected ->
  with {:ok, decoded_grant} <- V1.decode_grant(grant, %{}),
       {:ok, decoded_proof} <- V1.decode_proof(proof, %{}),
       {:ok, digest} <- V1.request_digest(expected.operation, expected.cast_arguments, %{}),
       {:ok, normalized_uri} <- V1.Uri.normalize(expected.target_uri, %{}) do
    window = expected.evaluation_time - expected.proof_max_age - expected.clock_skew

    checks = [
      key_id: decoded_grant.key_id == expected.trusted_issuer.key_id,
      issuer: decoded_grant.issuer == expected.issuer,
      audience: expected.audience in decoded_grant.audiences,
      grant_window:
        decoded_grant.not_before - expected.clock_skew <= expected.evaluation_time and
          expected.evaluation_time < decoded_grant.expires_at + expected.clock_skew,
      method: decoded_proof.method == expected.method,
      target_uri: decoded_proof.target_uri == expected.target_uri and normalized_uri == expected.target_uri,
      invocation_id: decoded_proof.invocation_id == expected.invocation_id,
      operation: decoded_proof.operation == expected.operation,
      cast_arguments: Base.url_encode64(decoded_proof.request_hash, padding: false) == digest,
      proof_age:
        window <= decoded_proof.issued_at and decoded_proof.issued_at <= expected.evaluation_time + expected.clock_skew,
      nonce: (decoded_proof.nonce == nil) == (expected.nonce == :not_required)
    ]

    for {field, false} <- checks, do: field
  else
    _undecodable -> [:undecodable_input]
  end
end

diagnose.(credentials, expected)
The value is []: nothing differs. The helper does not check signatures, the holder key binding,
selectors, or bounds; the checklist below covers those.
Three common mistakes, each found by the helper:
[
  diagnose.(credentials, %{expected | method: "post"}),
  diagnose.(credentials, %{expected | evaluation_time: 1_800_000_130_000}),
  diagnose.(credentials, %{expected | target_uri: "https://STORAGE.example:443/snapshots"})
]
The value is [[:method], [:grant_window, :proof_age], [:target_uri]]: a lowercase method, an
evaluation time in milliseconds, and a target URI that is not in normalized form. Each of them
makes check_envelope/2 return {:error, :invalid}.
The checklist
Work down the list; the first difference you find is usually the cause.
1. Input shapes
	Structs and tags. Pass the package's structs, and pass arguments in the tagged JSON form:
{:object, [{"volume", {:string, "vol-7"}}]}, not %{"volume" => "vol-7"}. An untagged map
is invalid input.
	Times are Unix seconds. evaluation_time, issued_at, not_before, and expires_at are
integers in seconds. System.os_time(:second), not System.os_time() or milliseconds.
	Skew and age limits. clock_skew is at most 60 and proof_max_age at most 300; a larger
value is invalid, not clamped.
	Bounds. bounds is %{} (the profile maxima), a Bounds struct, or a map of known
Bounds field names with smaller positive integers. An unknown key such as max_depth, a zero,
or a value above the maximum is invalid. A tightened bound that the credential exceeds
rejects the credential.

2. Profile and contract-major
	Call the namespace that matches the bytes: V1, V2, or V3 for contract-majors 1, 2, and 3,
or a sibling profile's own namespace. Each rejects every other profile's bytes, and the grant
and the proof must come from the same contract-major. Choosing a profile
shows how to tell them apart.
	A local-loopback proof (typ: "ba+loopback-proof") verifies only through
BoundedAuthorityProtocol.ApplicationProfile.LocalLoopbackHttp.V1.

3. Trust
	Key id. trusted_issuer.key_id must equal the grant's kid exactly (case-sensitive).
	Key bytes. The public key must be the issuer's raw key: 32 bytes for Ed25519, the 65-byte
uncompressed point 0x04 || x || y for ES256. A key that fails
BoundedAuthorityProtocol.Ed25519.acceptable_public_key?/1 or
BoundedAuthorityProtocol.Es256.acceptable_public_key?/1 never verifies.
	Signature. A grant signed by another key, or bytes changed after signing, fail here.

4. Grant claims
	Issuer equals expected.issuer byte for byte.
	Audience. expected.audience is one of the grant's audiences, exactly: a trailing slash or
a different scheme is a different audience.
	Window. The evaluation time lies within not_before and expires_at, allowing
clock_skew.

5. Proof binding
	Holder. The proof is signed by the key whose RFC 7638 thumbprint the grant names
(V1.Jwk.public_key_thumbprint_raw/2; V3.EcJwk.public_key_thumbprint_raw/2 for ES256).
	Grant. The proof's grant_compact is the exact grant compact you pass in Credentials.
	Method matches the proof byte for byte. Methods are case-sensitive and never normalized,
so pass the token your server received, conventionally uppercase: "POST" and "post" differ.
	Target URI is the normalized absolute URI: lowercase scheme and host, no default port.
V1.Uri.normalize/2 returns the normalized form; derive it from your own configured origin and
the request path, never from the Host header.
	Invocation id and operation match exactly. The operation is the one your route maps to,
not one the client names.
	Arguments. The proof binds a digest of the operation and the tagged arguments. A different
tag ({:float, 30.0} against {:integer, 30}), a different member, or a different value gives
a different digest. Compare request_digest/3 over your arguments with the proof's
request_hash, as the helper does.
	Age. The proof's issued_at lies between
evaluation_time - proof_max_age - clock_skew and evaluation_time + clock_skew.
	Nonce. With :not_required the proof must carry no nonce; with {:required, nonce} it must
carry exactly that nonce.

6. Selectors
	Every selector of the operation must hold for the arguments. equals and one_of compare
tagged values exactly, so {:integer, 7} never equals {:float, 7.0}.
	Range bounds (lte, gte, contract-majors 2 and 3) compare integers with integers and floats
with floats only.
	A grant whose equals value or one_of member holds a float zero does not decode on any
contract-major, and a grant producer refuses a float-tagged whole-number selector value
(erratum 6).

7. Producer refusals
The producer functions return {:error, :invalid} too, before anything is signed:
	assemble_compact/2,3 refuses a signature of the wrong width or one no conforming signer emits
(ES256 high-S or out of range; Ed25519 S >= L, or a non-canonical or small-order R). For
ES256, convert a DER signature with Es256.der_to_raw/1 and normalize it with
Es256.normalize_low_s/1 first (Recipes).
	grant_signing_input/2 and proof_signing_input/2 refuse a key that fails key acceptance, a
struct field of the wrong type or over a bound, and a float-tagged whole-number selector value.

If every item matches and verification still fails, run the packaged conformance corpora
(Recipes): a corpus that does not agree points at the
installation, not at your inputs.


  

    Usage rules

The rules a host follows around verification. Each is short; the
troubleshooting checklist and the recipes
show them in code.
	Treat verifier success as a cryptographic result, not an authorization decision.
	Supply only already-trusted public keys selected outside this library.
	Derive method, URI, operation, and cast arguments on the server; never trust caller-selected
expected context.
	Enforce live revocation, replay reservation, execution claims, host policy, and effect
authorization in a stateful authority runtime.
	Use the published bounds and reject unknown versions or extensions.
	Never pass private keys, secrets, raw user values, or production credentials into fixtures,
logs, errors, or telemetry.
	Pin a package release line and run the packaged conformance corpora before accepting a new
release.
	Treat untrusted_key_locator/2 output only as a case-sensitive lookup hint with
trust: :not_evaluated; it does not parse claims, verify bytes, select trust, or authorize.
	Pass only raw compact credentials to verification boundaries. Decoded values and verified
facts are evidence outputs, never reusable credentials.
	Supply chain/archive verification with the intended predecessor/head, both expected anchors,
the complete ordered historical-key path, raw archive digest, and exact object-store version.
Do not infer those expectations from the archive being verified.
	Treat chain consistency as consistency only. It cannot by itself prove that a validly
shortened or relinked history omitted nothing.
	Keep commitment preimages private. The public row carries only a fixed-width commitment.
	Depend on the published Hex release ({:bounded_authority_protocol, "~> 1.0"}), never on a
source tag or a mutable checkout. Select one profile per boundary through its named
namespace: the contract-major surfaces stay byte- and verdict-identical, and each sibling
profile is reached only through its own API.
	Run the verifier CLI with an explicit --corpus DIR pointing at a packaged corpus: install it
with mix escript.install hex bounded_authority_protocol 1.0.0 and run
bounded_authority_conformance --corpus deps/bounded_authority_protocol/priv/conformance/v1/corpus,
or call BoundedAuthorityProtocol.Conformance.Cli.run/1 from Elixir. Never rely on a default
corpus path. Treat exit 0 as conformance evidence only; it does not authorize.
	For local-loopback HTTP, admit only literal 127.0.0.1 or [::1], require the server nonce,
derive the exact target from the direct listener, and reject proxy/forwarding-header authority.
Never retry the standard profile after a local-profile rejection or vice versa.
	For content assertions, hash the exact retained content bytes with content_digest/2 and
pass that digest, the pinned profile digest, every expected identifier, one caller-selected
attestor key and window, and now to verify_assertion/2. Verified facts prove signature,
context, and window only. Keep durable per-subject generation and digest state to refuse
replay, regression, and forks; verify_successor/3 compares two facts values and nothing more.
	Call BoundedAuthorityProtocol.Ed25519.torsion_free?/1 on every Ed25519 key at enrollment, at
trust install, and before any deny-list or revocation comparison, and reject a key that fails
it. Verification applies the strict rule itself and accepts mixed-order keys by design; the
torsion-free check is what makes one secret map to exactly one key and thumbprint. Scan keys
you stored before adopting the package, and archived key chains, with
acceptable_public_key?/1 and torsion_free?/1, and treat any failure as a compromise.
	Hand compact assembly only a signature a conforming signer emits. For ES256 that is the raw
64-byte r || s with low S: convert a DER signature from an HSM, KMS, or secret store with
BoundedAuthorityProtocol.Es256.der_to_raw/1, then normalize_low_s/1, before assembly.
Assembly never normalizes; it refuses a high-S or out-of-range signature.
	Tag each selector value by what it is: an integral number is {:integer, n}, never
{:float, n.0}. Producers refuse a float-tagged integral selector value on every
contract-major, and verification rejects a float zero in an equals value or a one_of
member.
	When verification returns {:error, :invalid}, diagnose from your own inputs with the
troubleshooting checklist. Never retry with loosened
expectations or under another profile.



  

    Upgrading to 1.0

Package 1.0.0 is the first release under the 1.x stability contract: from here on, anything that
would break your code waits for 2.0.0, with two exceptions a minor release may carry. A soundness
repair can reject inputs that no conforming producer emits, and a raised Elixir or Erlang/OTP floor
is announced in the changelog (API stability and versioning). This page lists what changes when you move
from a 0.x release to 1.0, then the extra steps for older starting points. The
changelog has the full history.
Move the requirement
defp deps do
  [{:bounded_authority_protocol, "~> 1.0"}]
end
~> 1.0 admits every 1.x release. A 0.x requirement such as ~> 0.9.1 never selects 1.0, so
the change is explicit. Then run mix deps.update bounded_authority_protocol and the packaged
corpora (Recipes).
What changes in 1.0
No wire byte changes, and every certified corpus keeps its cases and verdicts. These changes
can affect your code:
	Float zero in selectors (erratum 6). On every contract-major, grant decode and
verification reject a grant whose equals value or one_of member holds a float-tagged
zero (0.0, -0.0, or an underflowing literal), and the grant producers refuse a
float-tagged whole-number selector value such as {:float, 2.0}. Conforming verifiers
disagreed about these values, and no conforming producer emits them.
Action: tag whole numbers {:integer, n} in selectors. If you stored grants you did not
produce with this package, decode them once; one that no longer decodes held such a value and
must be re-issued. See the errata registry.
	Conformance internals are hidden. BoundedAuthorityProtocol.Conformance.Corpus,
Runner, and Report are no longer documented or covered by the stability contract.
Action: call BoundedAuthorityProtocol.Conformance.Cli.run/1, which returns the exit
status (0, 1, or 2), or run the bounded_authority_conformance command. Do not call
Conformance.Cli.Main.main/1; it halts the VM.
	The conformance CLI is stricter. It reads only the files a corpus index names, refuses
symbolic links and over-size files, checks that it ran every case the certified index lists
exactly once, verifies the three sibling-profile corpora (local-loopback, role attestation,
content assertion), exits 0 on --help, writes one line to standard error on a failure, and
ends its report with a newline. Its flags, exit statuses, and report fields are now part of
the stability contract.
	Bounds fields default to the maxima. %Bounds{} equals Bounds.maximum(), and
%Bounds{depth: 8} is a one-field tightening. Code that built the struct with every field
still works; new/1, maximum/0, and coerce/1 are unchanged.
	inspect/2 redacts credentials. Inspecting Credentials, ExpectedRequest, proofs,
decoded proofs, or a SigningInput shows :redacted in place of the compact credentials,
the cast arguments, the nonce, and the signing bytes. If your tests matched on inspected
output, match on the fields instead. Redaction protects against accidental logging only;
reading a field still returns its value.
	The thumbprint helpers are documented. V1.Jwk.public_key_thumbprint_raw/2,
V1.Jwk.thumbprint_raw/2, V3.EcJwk.public_key_thumbprint_raw/2, and
V3.EcJwk.thumbprint_raw/2 are now part of the stable surface. Code that already used them
needs no change.
	The request-digest projection is bounded while it walks. request_digest/3,
proof_signing_input/2, and check_envelope/2 stop at the depth, node, container, and
string budgets as they project the arguments, instead of after. The accepted set and every
digest byte are unchanged; an oversized argument tree is rejected without being walked.

Every public function now has a typespec and every public struct documents its fields, which
helps Dialyzer and your editor but changes no behavior.
From older releases
Apply every row from your starting release down to 1.0.
	You are on	Also do this
	0.8.x	ES256 compact assembly refuses a high-S or out-of-range signature. If you sign through a KMS or an HSM and assemble yourself, convert with Es256.der_to_raw/1, then Es256.normalize_low_s/1, before assemble_compact/2 (Recipes).
	0.7.x or earlier	Every Ed25519 verification applies the strict rule: canonical encodings, no small-order key or R, S below the group order. Before upgrading, run Ed25519.acceptable_public_key?/1 and Ed25519.torsion_free?/1 over every stored trusted key, enrolled holder key, attestation key, and archived key chain, and treat a failure as a compromise. From then on, call torsion_free?/1 at enrollment, at trust install, and before revocation comparisons. Producers refuse a placeholder key such as 32 zero bytes. These releases are retired on Hex.

Checking that you are unaffected
	Move the requirement and keep mix.lock committed, so the exact release is recorded.
	Run every packaged corpus from your project
(Recipes). Exit 0 for each means the installed
release agrees with every certified corpus.
	If your own tests pin a corpus index digest, it does not change in 1.0.
	Run your integration tests, including the rejection paths, and fix any test that matched on
inspect/2 output.

After 1.0
Read the changelog's entry for each minor release you adopt. A minor release may add a
contract-major, a sibling profile, functions, optional arguments, defaulted struct fields, or a
soundness repair recorded in the errata registry, and may raise the Elixir or Erlang/OTP floor;
none requires a code change. A 2.0.0 release would say what to change.


  

    The implementer's guide: building a conforming BAP verifier

Everything a fifth implementer needs to build a verifier that passes the conformance corpora —
without reading any sibling runner's source. Start with contract-major 1: its specification
(spec/bap-v1.md in the repository; the package ships it) is the normative authority, and
contract-majors 2 and 3 incorporate it by reference (§14). This guide is the operational recipe.
1. Read in this order
	The specification — sections 4 (conformance language), 7 (abstract data model), 8-9
(JSON decoding, base64url), 10-14 (protected headers, claims, selectors, URI normalization,
signing and digest inputs, including 14.1 strict Ed25519), 15 (consumption chain and anchored
export), 16 (public verification contract), 17 (hard maxima), and 18 (untrusted key
locator).
	The requirement map (docs/design/requirement-map.md) — every REQ1-* id to its
conformance evidence cells.
	This guide, then the corpus.

2. The conformance-runner contract
A conforming runner:
	Loads the corpus directory: index.json (the integrity binding), the per-file case JSON,
any .raw sidecars, and the revision.json sidecar (see §5).
	Asserts the corpus identity at startup: the base64url SHA-256 of index.json's exact bytes
against the certified digest recorded in your runner (rotate it only in the same change as
the corpus — the repository ships a regeneration script).
	Verifies corpus integrity itself: per-file SHA-256 against the index, exact file-set
equality both directions, per-file and total case counts, corpus-wide case-id uniqueness,
the applicability matrix (every surface × class cell: declared count equals executed
count; n_a cells execute zero), and every tamper case's verbatim artifact re-derived
from its base case with the documented single-byte xor flip.
	Executes every case: dispatch by surface, apply the case's input, compare the outcome
to expected.verdict — valid cases must produce the expected value-bearing facts;
invalid cases must produce the single closed error value, with no other observable.
	Prints a machine-readable agreement report and exits nonzero on any disagreement.

Verdict comparison is total: a crash, exception, timeout, or "unsure" on ANY case is a
failure, not a skip. The reference implementations abort the run on any non-protocol error
distinct from a clean rejection.
3. The dispatch table
Dispatch is keyed on the case's surface field. The 28 surfaces:
	Surface	What it exercises
	untrusted_key_locator	Header-only grant inspection; payload stays opaque
	grant_signing_input / proof_signing_input	Deterministic producer: exact JWS signing input
	encode_consumption_entry	Producer: canonical consumption row bytes
	check_chain	Hash-chain verification over raw row bytes and caller boundaries
	boundary_anchor_signing_input / key_transition_signing_input	Producers for anchor/transition JWS inputs
	encode_anchored_export	Producer: framed archive bytes
	assemble_compact	Compact JWS assembly from a signing input and a signature
	decode_grant / decode_proof	Bounded closed decode (no signature check)
	verify_grant	Grant verification against a trusted issuer and expected context
	verify_historical_anchor / verify_key_transition	Historical-key path authentication
	verify_anchored_export	Complete-archive verification (chunks, version, boundaries)
	check_envelope	Combined grant+proof request verification
	request_digest	The domain-separated digest over [operation, typed(cast_arguments)]
	jcs.encode	RFC 8785 canonical serialization from the tagged algebra
	jwk.encode_public / jwk.decode_public	Closed public OKP JWK handling
	jwk.thumbprint_preimage / jwk.thumbprint / jwk.thumbprint_raw / jwk.public_key_thumbprint_raw	RFC 7638 thumbprints
	uri.normalize	HTTPS URI normalization
	json.decode	The bounded ordered JSON decoder
	base64url.decode	Strict base64url
	bounds.new	Tightening-only bounds construction

The live authority for this enumeration is the corpus index's applicability key set; the
repository's drift gate cross-checks this guide's table against it (see §7).
4. The two-boundary key census
The corpus pins its public-key set two ways: every case's key-bearing inputs are fingerprinted
at DISCOVERY (the runner records every public key it encounters while executing) and at
VERIFY-IMPORT (the runner records every key actually passed to its cryptographic verify
primitive). A conforming run asserts:
discovered == verify-imported == index.public_key_fingerprints
two-way equal. This catches the two classic runner cheats: never actually verifying (empty
verify-import), and accepting fabricated keys (verify-import ⊄ corpus set). The reference
run reports 11 keys.
5. Corpus formats
	index.json — closed 5-member object: format, public_key_fingerprints, files
(path, per-file base64url SHA-256, per-file case count), total_cases, applicability.
	revision.json — the corpus revision sidecar: closed 3-member object (format, monotone
integer revision, generated_from provenance), hash-covered as a files entry and
enforced by file-set equality. Citation target for corpus-dependent documents.
	Case files — closed objects (format, provenance, cases); every case carries id,
surface, class, input, expected. Structural schemas (Draft 2020-12) ship under
priv/conformance/v1/schemas/.
	.raw sidecars — opaque byte inputs, hash-bound, never parsed.

6. The permissiveness-mutation expectation
Your implementation must not be MORE permissive than the reference. The corpus catches most
of this by disagreement, but each language has its own trap class — prove each of these
red-capable in YOUR language (construct the defect, assert your runner rejects it, then
mechanically remove the guard and watch the test go green — that survivor is the bug):
	Duplicate-member rejection at every depth (e.g. {"a":1,"a":1}) — most language JSON
parsers silently keep the last member.
	Null-prototype equivalence (the JS __proto__ class) — constructing objects with
prototype inheritance can make two distinct values canonicalize identically; use
prototype-free dictionaries for the tagged algebra.
	Raw numeric-lexeme ceiling — the 64-byte ceiling applies to the RAW lexeme before
conversion, with exact decimal magnitude comparison (no floating-point rounding).
	Single-value, no trailing content — input is exactly one complete JSON value plus
whitespace.
	Integer/float tag distinction — 1 and 1.0 are different typed values with different
request-digest projections; a language that unifies them cannot produce conforming digests.
	Decode-depth scalar asymmetry — containers are depth-bounded, scalars are not: a
maximum-depth-inner SCALAR is valid where a maximum-depth-inner container is not.

7. Embedding the spec: the facts-anchor contract
If you embed or derive tooling from the specification: its normative tables carry
<!-- facts:key --> anchors (ten closed keys); a byte-deterministic extraction of the
anchored regions is the drift contract between spec, implementation, corpus, and requirement
map. The repository's own gates (extraction equality against a frozen baseline; closed-set
containment of corpus unions; requirement-map reconciliation; keyword census; anchor
completeness) are the reference implementation of that contract.
8. Proving it
Run the corpus. A conforming implementation reports 283/283 agreement, census two-way
equality, and the certified index digest. The reference CLI ships in the package as the shape
of the expected output. When you publish, the repository's interoperability record is where
independent implementations record their results.
9. Implementing the local-loopback application profile
The standard corpus above remains unchanged. The byte-distinct local-development profile is a
sibling contract defined by spec/bap-local-loopback-http-v1.md and certified independently under
priv/conformance/application-profiles/local-loopback-http/v1.
A conforming implementation exposes five separately named surfaces: URI normalization, proof
signing-input production, compact assembly, proof decode, and envelope verification. It admits
only literal 127.0.0.1 and [::1] HTTP authorities, requires a nonce, signs protected
typ: "ba+loopback-proof", and never infers or retries the standard profile. Pin the exact profile
index SHA-256 (10fc4cf05affcddc9e6340ff392c247e25ab038cd938f2557829a7ce63b1a5e4), verify the declared
two-file set and per-file hashes, execute all 36 URI and 8 proof cases, then prove both directions
of cross-profile rejection. The repository's real-socket drill additionally exercises IPv4 and
IPv6 listeners plus a verifier-bypass mutation; self-round-trip corpus agreement alone is not
transport evidence.
10. Implementing the role-attestation sibling profile
The standard corpora remain unchanged. The role attestation is the protocol's first sibling
attestation profile: a standalone, grant-unbound compact defined by
spec/bap-role-attestation-v1.md and certified under
priv/conformance/attestation-profiles/role-attestation/v1.
A conforming implementation exposes four separately named surfaces: attestation signing-input
production, compact assembly, attestation decode, and attestation verification. The protected
header is exactly {alg: "EdDSA", kid, typ: "ba+role-attestation"}; the payload is exactly
{v: 1, jti, key_id, public_key, role, nbf, exp} with role ∈ {"issuer", "holder"} and
canonical JCS bytes. Verification takes the caller-supplied attestor key (with its own validity
window), the expected subject binding, and now; it enforces the attestor-kid binding, the
subject binding, structural self-attestation rejection, window containment (the attestation
window inside the attestor key window), and the half-open [nbf, exp) now-window, returning
redacted facts with trust: :not_evaluated and no authorization marker. Pin the exact profile
index SHA-256 (be5275c69539a0f31734242ff00a484c2f855f39181c55689d8b0f671195d62a), verify the
declared two-file set and per-file hashes, execute all 40 cases, and prove cross-profile
rejection in both directions. Derive every fingerprint with the RFC 7638 Ed25519 thumbprint
preimage — never a hash of raw key bytes.
11. Implementing the content-assertion sibling profile
The content assertion is the second sibling attestation profile: a standalone,
grant-unbound compact defined by spec/bap-content-assertion-v1.md and certified under
priv/conformance/attestation-profiles/content-assertion/v1.
The protected header is exactly {alg: "EdDSA", kid, typ: "ba+content-assertion"}. The payload
is exactly the thirteen members v, jti, iss, aud, sub, profile, profile_digest,
content_digest, gen, prev, iat, nbf, and exp, in canonical JCS bytes. The three
digests are canonical unpadded base64url of exactly 32 bytes; gen == 1 exactly when prev is
32 zero bytes; structural time is iat <= nbf < exp.
content_digest is SHA-256 over UTF8("BAP1-CONTENT") || 0x00 || content, for 1 through
content_bytes (65,536) bytes, and never parses the content. assertion_digest validates the
compact as this profile and hashes its exact bytes with unprefixed SHA-256; it is the value a
successor names in prev. Verification takes one caller-selected attestor key and window, the
expected issuer, audience, subject, profile, profile digest, content digest, and now. It checks
the kid binding, every expected value, key-window containment (exp may equal a finite
valid_before), the half-open [nbf, exp) window, and the Ed25519 signature, returning redacted
facts with trust: :not_evaluated and no authorization marker. Pairwise successor verification
accepts only complete facts values and requires equal context, gen + 1, prev equal to the
predecessor's digest, nondecreasing iat, and a different jti.
Pin the exact profile index SHA-256
(14b7436ccf7cc91fece52a1578c3760df6720a93494d147ee5ab523e2ce21876), verify the declared
eight-file set and per-file hashes, execute all 131 assertion, 9 digest, and 14 successor cases,
compare producer and assembly bytes where the corpus supplies them, and prove cross-profile
rejection in both directions.
12. Implementing strict Ed25519 verification
Every Ed25519 surface uses one rule, specified in
spec/bap-v1.md § 14.1 and introduced by erratum 2 in
the errata registry. Put it at your single Ed25519
verification point, ahead of the backend call:
	Reject a non-canonical A or R: the low 255 bits read as y >= p, or one of the two
encodings that set the sign bit for a point with x = 0. This is a byte comparison, identical
in every language.
	Reject A or R equal to any of the eight small-order encodings. Keep one table for both
checks, and derive the expected set in your tests by arithmetic (the multiples of a point of
order 8) instead of copying it.
	Reject S >= L.
	Verify with the cofactorless equation. Many backends compute it; a cofactored verifier (one
that multiplies by 8, as ZIP 215 style verifiers do) is non-conforming.

Key acceptance adds an on-curve check (the RFC 8032 §5.1.3 decoding succeeds) and applies to every
key that enters a verification input or a producer, including JWK decode, encode, and thumbprint
functions. Keep a separate hash-only thumbprint path for censuses and generators, and never use
it on a verification path. Expose a torsion-free check ([L]A = O) for hosts; never run it on the
verification path, since mixed-order keys verify by design.
Run the strict-Ed25519 corpus (priv/conformance/strict-ed25519, bap-strict-ed25519/1) beside
the existing corpora and pin its index SHA-256
732117dfe1881b553998126a9524a95bfb1171257e388d5430a0a099f2287cb9 at load. Each case names its
surface, the requirement it isolates (rule), and, for signed artifacts, the major it targets.
The primitive, key-acceptance, and differential families exercise the rule directly; the
other families carry the same inputs through every signed surface. The rule-S1 checks for
canonical R and S < L are often duplicated by backends, so prove them with unit tests and
permissiveness mutants, not only with corpus verdicts.
13. Producer surfaces: assembly and export encoding
Compact assembly and anchored-export encoding are producer surfaces, governed by erratum 3 in
the errata registry. The Elixir implementation and the corpus below are part of
release 0.9.0. These surfaces hold no key and verify no
signature, but they refuse a signature that no conforming signer emits and they never rewrite
the bytes they accept:
	Under contract-major 3, refuse any framed signature outside 0 < r < n, 0 < s <= floor(n/2)
with the closed error. Call the same predicate your verifier runs; do not keep a second copy of
n or floor(n/2).
	Under Ed25519 (contract-majors 1 and 2 and the three sibling profiles), refuse a signature whose
R is non-canonical or of small order, or whose S >= L. This is the keyless part of rule S1:
factor it out of your verification gate so one function owns it, and do not decode R at
assembly.
	Never normalize at these surfaces. Normalization (s <- n - s when high) is the signer's duty:
the party that receives the signature from an HSM or KMS converts DER to the raw form and
normalizes before assembly. In Elixir, BoundedAuthorityProtocol.Es256.der_to_raw/1 and
normalize_low_s/1 do exactly that, and BoundedAuthorityProtocol.Es256.canonical_signature?/1
is the shared predicate.
	Decode stays untouched: a decoded compact is not a verified one.

Run the producer-canonicality corpus (priv/conformance/producer-canonicality,
bap-producer-canonicality/1) beside the existing corpora and pin its index SHA-256
99ee6fbbf32758b03d4630647f721d8d4e349f0628d860493d667fe6e762c601 at load. Its 15 accepted
cases sit exactly at the rule's bound and must emit the signing input plus the signature
unchanged; their signatures are not verifiable. Add a permissiveness mutant that deletes your
assembly check and watch the 60 refused cases go red.
14. Contract-majors 2 and 3, and the selector float-zero rule
Contract-major 2 (spec/bap-v2.md, suite BAP2-Ed25519-SHA256) and
contract-major 3 (spec/bap-v3.md, suite BAP3-ES256-SHA256) are
complete closed profiles that incorporate contract-major 1 by reference with the substitutions
each specification lists in its § 2. Contract-major 2 adds the inclusive range selector kinds
lte and gte; contract-major 3 keeps that selector algebra and changes the signature suite to
ECDSA P-256 with raw r || s signatures and low-S canonicality. Each major parses only its own
bytes: dispatch on the payload v claim and never retry another major after a failure.
Run each major's certified corpus (priv/conformance/v2/corpus, 268 cases, and
priv/conformance/v3/corpus, 292 cases) with the same runner contract as §2, pinning each index
SHA-256 at load.
Erratum 6 adds one rule to the selector algebra of every major. Grant decode rejects an equals
value or one_of member that contains a float-tagged number equal to zero at any depth, whatever
its sign or spelling (0.0, -0.0, -0e0, an underflowing 1e-400); range bounds and inert
all members are unchanged. The grant producer refuses any float-tagged integral selector value,
because its canonical bytes would decode integer-tagged. Test the decoded value, not the lexeme,
so underflow is covered. Run the additive selector float-zero corpus
(priv/conformance/selector-float-zero, bap-selector-float-zero/1, 161 cases) and pin its index
SHA-256 97fd7a99cdbf3acc0a78f5ba1c6556e23a63e0ad66f533e31fd69f82dc5f3003 at load.


  

    Other languages

The protocol is defined by its specifications and certified corpora, not by this package's
code, so a verifier in any language can conform. Four verifiers besides this Elixir reference
implement contract-majors 1, 2, and 3 and the local-loopback, role-attestation, and
content-assertion sibling profiles, with strict Ed25519 verification and producer canonicality.
Each one recomputes every verdict of every certified corpus and asserts each corpus index digest
when it loads; the interoperability report records the
latest results.
Like this package, each is a pure verification library: no I/O, clock, randomness, or network,
and no authorization decision. Each returns redacted facts or one value-free rejection.
	Language	Package	Status	Runtime	Notes
	TypeScript	@bounded-authority-protocol/verifier	Published on npm	Node.js 22 or later, browsers, Deno, Bun, workers	Repository and deployment notes
	Python	bounded-authority-verifier	Not yet published; install from a pinned commit	Python 3.10 or later, cryptography	README and deployment notes
	Rust	bounded-authority-protocol	Not yet published; use a path or Git dependency	Rust 1.81 or later	README and deployment notes
	Go	github.com/baselabs/bounded_authority_protocol_go	Not yet published; use a replace to a checkout	Go 1.25 or later, standard library only	README and deployment notes

The Python, Rust, and Go verifiers live under
sdks/ in this
package's repository. Each moves to its own repository when it is first published, as the
TypeScript verifier did; until then, the commit you install from is the identity of what you
deployed. A package with one of the planned names on a public registry is not this project's
until that SDK's README says it is published.
Signing in other languages
The verifiers never sign. For holder-side signing:
	Elixir:
bounded_authority_report_adapter
signs grants, proofs, anchors, transitions, attestations, and assertions through a key handle
you supply (an HSM, a KMS, or a local key), using this package's signing inputs.
	TypeScript:
@bounded-authority-protocol/signer
(repository) signs grants,
proofs, anchors, and key transitions on all three contract-majors through a key handle that
reaches your KMS, HSM, WebCrypto key, or test key.

Mixing languages
A deployment can verify with one language and sign with another, or run two verifiers side by
side. Conforming implementations return the same verdict for the same bytes and the same
expectations; that is what the shared corpora certify. When a verdict differs, it is a defect in
one implementation or in the specification: report it as the
security policy
describes, because a disagreement between conforming verifiers is a soundness failure.
To build a verifier in a new language, start with the implementer's guide.


  

    API stability and versioning

This page lists exactly what the Hex package promises across a release line, and what it does
not. The repository's test suite checks the module lists below against the architecture gate
that pins the package's public exports and struct fields, so the page and the code cannot drift
apart.
Two version numbers
	Package versions (0.9.1, 1.0.0, 1.1.0) are Hex releases of this library, following
Semantic Versioning. "Package 1.x" means every release from 1.0.0 before
2.0.0.
	Contract-majors (1, 2, 3) are closed wire profiles, each with its own namespace
(BoundedAuthorityProtocol.V1, V2, V3), suite (BAP1-Ed25519-SHA256,
BAP2-Ed25519-SHA256, BAP3-ES256-SHA256), specification, and corpus.

The numbers are independent. One package release carries several contract-majors, a new
contract-major arrives in a package minor release, and a package major release changes no wire
profile.
What a release may change
From package 1.0.0 (governance § Package versions is the
normative text):
	Release	May contain
	Patch (1.0.x)	An editorial erratum, or a fix that changes no documented behavior or verdict.
	Minor (1.x.0)	A new contract-major or sibling profile; a new public function, optional argument, or struct field with a default; a soundness repair that meets every governance condition; a raised Elixir or Erlang/OTP floor, announced in the changelog.
	Major (2.0.0)	Removing a namespace, or changing a struct field, a function arity, a return shape, an enforced key, or a documented error.

A soundness repair is the one way a verdict changes inside a contract-major: it changes verdicts
only from accept to reject, only on inputs no conforming producer emits, and it is recorded in
the errata registry. Pin the minor-bounded requirement (~> 1.0 admits every 1.x
release) and run the packaged corpora after each upgrade
(Recipes).
Within a contract-major, the accepted bytes and verdicts never change except through such a
repair. Every function keeps returning {:ok, value} or exactly {:error, :invalid}, and the
facts structs keep their not-evaluated markers.
Stable surface
Within package 1.x, these modules keep their public functions (name, arity, argument and return
shapes), their struct fields, and their documented errors. New functions and new defaulted
fields may be added.
Contract-major 1 facade and structs:
	BoundedAuthorityProtocol.V1
	BoundedAuthorityProtocol.V1.AnchorFacts
	BoundedAuthorityProtocol.V1.AnchoredExportFacts
	BoundedAuthorityProtocol.V1.AnchoredExportInput
	BoundedAuthorityProtocol.V1.ArchivedObject
	BoundedAuthorityProtocol.V1.BoundaryAnchor
	BoundedAuthorityProtocol.V1.ChainFacts
	BoundedAuthorityProtocol.V1.ChainInput
	BoundedAuthorityProtocol.V1.ConsumptionEntry
	BoundedAuthorityProtocol.V1.Credentials
	BoundedAuthorityProtocol.V1.DecodedGrant
	BoundedAuthorityProtocol.V1.DecodedProof
	BoundedAuthorityProtocol.V1.EncodedAnchoredExport
	BoundedAuthorityProtocol.V1.EncodedConsumptionEntry
	BoundedAuthorityProtocol.V1.EnvelopeFacts
	BoundedAuthorityProtocol.V1.ExpectedAnchor
	BoundedAuthorityProtocol.V1.ExpectedAnchoredExport
	BoundedAuthorityProtocol.V1.ExpectedChain
	BoundedAuthorityProtocol.V1.ExpectedExport
	BoundedAuthorityProtocol.V1.ExpectedGrant
	BoundedAuthorityProtocol.V1.ExpectedKeyTransition
	BoundedAuthorityProtocol.V1.ExpectedRequest
	BoundedAuthorityProtocol.V1.Grant
	BoundedAuthorityProtocol.V1.GrantFacts
	BoundedAuthorityProtocol.V1.HistoricalKeyChain
	BoundedAuthorityProtocol.V1.HistoricalPublicKey
	BoundedAuthorityProtocol.V1.KeyLocator
	BoundedAuthorityProtocol.V1.KeyTransition
	BoundedAuthorityProtocol.V1.KeyTransitionFacts
	BoundedAuthorityProtocol.V1.Operation
	BoundedAuthorityProtocol.V1.Proof
	BoundedAuthorityProtocol.V1.Selector
	BoundedAuthorityProtocol.V1.SigningInput
	BoundedAuthorityProtocol.V1.TrustedIssuer

Shared building blocks:
	BoundedAuthorityProtocol.V1.Base64Url
	BoundedAuthorityProtocol.V1.Bounds
	BoundedAuthorityProtocol.V1.Jcs
	BoundedAuthorityProtocol.V1.Json
	BoundedAuthorityProtocol.V1.Jwk
	BoundedAuthorityProtocol.V1.Uri

Contract-major 2 facade and structs:
	BoundedAuthorityProtocol.V2
	BoundedAuthorityProtocol.V2.AnchorFacts
	BoundedAuthorityProtocol.V2.AnchoredExportFacts
	BoundedAuthorityProtocol.V2.ChainFacts
	BoundedAuthorityProtocol.V2.DecodedGrant
	BoundedAuthorityProtocol.V2.DecodedProof
	BoundedAuthorityProtocol.V2.EnvelopeFacts
	BoundedAuthorityProtocol.V2.Grant
	BoundedAuthorityProtocol.V2.GrantFacts
	BoundedAuthorityProtocol.V2.KeyTransitionFacts
	BoundedAuthorityProtocol.V2.Operation
	BoundedAuthorityProtocol.V2.Proof
	BoundedAuthorityProtocol.V2.Selector

Contract-major 3 facade and structs:
	BoundedAuthorityProtocol.V3
	BoundedAuthorityProtocol.V3.AnchorFacts
	BoundedAuthorityProtocol.V3.AnchoredExportFacts
	BoundedAuthorityProtocol.V3.ChainFacts
	BoundedAuthorityProtocol.V3.DecodedGrant
	BoundedAuthorityProtocol.V3.DecodedProof
	BoundedAuthorityProtocol.V3.EcJwk
	BoundedAuthorityProtocol.V3.EnvelopeFacts
	BoundedAuthorityProtocol.V3.Grant
	BoundedAuthorityProtocol.V3.GrantFacts
	BoundedAuthorityProtocol.V3.KeyTransitionFacts
	BoundedAuthorityProtocol.V3.Operation
	BoundedAuthorityProtocol.V3.Proof
	BoundedAuthorityProtocol.V3.Selector

Signature suites:
	BoundedAuthorityProtocol.Ed25519
	BoundedAuthorityProtocol.Es256

Sibling profiles:
	BoundedAuthorityProtocol.ApplicationProfile.LocalLoopbackHttp.V1
	BoundedAuthorityProtocol.RoleAttestation.V1
	BoundedAuthorityProtocol.RoleAttestation.V1.AttestationFacts
	BoundedAuthorityProtocol.RoleAttestation.V1.DecodedAttestation
	BoundedAuthorityProtocol.RoleAttestation.V1.ExpectedAttestation
	BoundedAuthorityProtocol.RoleAttestation.V1.RoleAttestation
	BoundedAuthorityProtocol.ContentAssertion.V1
	BoundedAuthorityProtocol.ContentAssertion.V1.ContentAssertion
	BoundedAuthorityProtocol.ContentAssertion.V1.ContentAssertionFacts
	BoundedAuthorityProtocol.ContentAssertion.V1.DecodedContentAssertion
	BoundedAuthorityProtocol.ContentAssertion.V1.ExpectedContentAssertion

Conformance:
	BoundedAuthorityProtocol.Conformance.Cli: run/1 and the bounded_authority_conformance
command. Its flags (--corpus DIR, required; --report PATH; --help; --version), its exit statuses
(0 complete agreement, 1 any disagreement, integrity, completeness, or I/O failure, 2 a
usage error), and its report's JSON fields (format, agreement, exit_status, total,
agreed, disagreed, index_sha256_base64url) are part of the contract.

Not covered
These are public only because Elixir has no private modules, are hidden from these docs, and may
change in any release:
	BoundedAuthorityProtocol.V1.Runtime, BoundedAuthorityProtocol.V2.Runtime,
BoundedAuthorityProtocol.V3.Runtime, and every other Runtime module;
	BoundedAuthorityProtocol.Conformance.Corpus, BoundedAuthorityProtocol.Conformance.Runner,
and BoundedAuthorityProtocol.Conformance.Report, the CLI's internals;
	BoundedAuthorityProtocol.Conformance.Cli.Main, the escript entry point;
	BoundedAuthorityProtocol.V1.Jwk.thumbprint_digest_unchecked/1;
	the signature gate helpers BoundedAuthorityProtocol.Ed25519.signature_gate?/1 and
BoundedAuthorityProtocol.Ed25519.strict_gate?/2;
	the selector helpers that verification and the producers share, in each of BoundedAuthorityProtocol.V1.Selector, BoundedAuthorityProtocol.V2.Selector, and BoundedAuthorityProtocol.V3.Selector:	BoundedAuthorityProtocol.V1.Selector.float_zero_free?/1, BoundedAuthorityProtocol.V1.Selector.integral_float_free?/1,
BoundedAuthorityProtocol.V1.Selector.match_all/3, BoundedAuthorityProtocol.V1.Selector.semantic_equal?/2;
	BoundedAuthorityProtocol.V2.Selector.float_zero_free?/1, BoundedAuthorityProtocol.V2.Selector.integral_float_free?/1,
BoundedAuthorityProtocol.V2.Selector.match_all/3, BoundedAuthorityProtocol.V2.Selector.semantic_equal?/2;
	BoundedAuthorityProtocol.V3.Selector.float_zero_free?/1, BoundedAuthorityProtocol.V3.Selector.integral_float_free?/1,
BoundedAuthorityProtocol.V3.Selector.match_all/3, BoundedAuthorityProtocol.V3.Selector.semantic_equal?/2;


	every function or module marked @doc false or @moduledoc false.

Also not covered: the text of inspect/2 output (it redacts credentials, arguments, and nonces,
and its exact form may change), the order of keys in maps you did not build, and the wording of
any message the CLI writes to standard error.
What never changes
Whatever the package version:
	every verification and production function returns {:ok, value} or exactly
{:error, :invalid}, and signals every failure with that one value;
	the facts are redacted and never authorize (authorization: :not_evaluated,
trust: :not_evaluated);
	the package performs no I/O, reads no clock, and holds no keys, outside the conformance CLI's
documented file reads.



  

    Glossary

All selector (:all). A selector that places no restriction on the arguments. An operation
whose only selector is :all accepts any arguments.
Anchored export. One archive object that holds a consumption chain's rows, its start and end
boundary anchors, and any key transitions, verified as a whole to the exact end of the object,
its digest, and an out-of-band object version. See Evidence.
Archive key. A key that signs boundary anchors and key transitions. It has a validity window
and is passed to the verifier as a HistoricalPublicKey.
Assemble. Combine a signing input and a signature into the compact JWS (assemble_compact/2).
Assembly checks the signature's form and refuses one no conforming signer emits; it never
verifies the signature and never rewrites it.
Audience (aud). The services a grant is valid for. The verifier checks that the audience
you expect is one of the grant's audiences, exactly.
Boundary anchor. A signed statement (typ: "ba+chain-anchor") that a chain had a given
sequence and head at a given time.
Bounds. The resource limits applied while decoding and verifying (BoundedAuthorityProtocol.V1.Bounds).
Each has a protocol maximum; a caller may only tighten them.
Cast arguments. The operation's arguments after the service has parsed and cast them to the
operation's declared types, in the tagged JSON form. The proof binds a digest of the operation
and the cast arguments.
Certified corpus. A conformance corpus whose index.json SHA-256 is pinned by the CLI and
every implementation. Every case states its expected verdict or output.
Compact (JWS). The three-part header.payload.signature form, each part base64url-encoded,
in which grants, proofs, anchors, transitions, attestations, and assertions travel.
Consumption chain. Hash-linked rows, one per accepted invocation, each carrying a 32-byte
commitment the host computes.
Content assertion. A sibling attestation profile (typ: "ba+content-assertion") that binds
the digest of exact content bytes to a context and a lineage.
Contract-major. A complete, closed wire profile, numbered 1, 2, and 3 so far, with its own
namespace (V1, V2, V3), suite, specification, and corpus. Not a package version: one
package release carries several contract-majors.
Facts. The redacted result of a successful verification, such as GrantFacts or
EnvelopeFacts. Facts carry identifiers, digests, and times, never raw keys, signatures,
nonces, or arguments, and they are never an authorization: authorization: :not_evaluated or
trust: :not_evaluated.
Grant. A capability the issuer signs (typ: "ba+cap"): the holder's key thumbprint, the
audiences, a validity window, and the operations the holder may invoke, each with selectors.
Holder. The party that holds the key a grant names and signs a proof for each request.
Holder thumbprint (cnf.jkt). The RFC 7638 SHA-256 thumbprint of the holder's public key.
The package handles it as raw 32 bytes.
Invocation id. A fresh identifier per request, carried in the proof. The host reserves it in
its replay store; the package only checks that it matches what you expect.
Issuer. The party that signs grants. The verifier trusts an issuer key only because you pass
it in TrustedIssuer.
Key acceptance. The check a public key passes before it may enter a verification input:
Ed25519.acceptable_public_key?/1 or Es256.acceptable_public_key?/1.
Key transition. A signed statement (typ: "ba+key-transition") in which the current archive
key authenticates its successor.
Low S. For ES256, the canonical member of each pair of valid signatures (r, s) and
(r, n - s): the one with s <= n/2. Contract-major 3 accepts only low-S signatures.
Nonce. An optional server-issued challenge the proof must carry when the service requires
one. The local-loopback profile always requires it.
Operation. A named action a grant permits, with its selectors. The service maps its own route
to the operation name; the client never chooses it.
Package 1.x. A release line of the Hex package. The API stability page
lists what it promises.
Proof (proof of possession). A per-request signature by the holder (typ: "dpop+jwt") that
binds the grant, the method, the target URI, the invocation id, the operation, the argument
digest, and the time.
Profile. A closed wire format with its own typ or v value, specification, and corpus: a
contract-major or a sibling profile.
Role attestation. A sibling attestation profile (typ: "ba+role-attestation") in which an
attestor key binds a subject key to the issuer or holder role.
Selector. A restriction on one argument path: equals, one_of, all, and, from
contract-major 2, lte and gte.
Sibling profile. A byte-distinct profile beside the contract-majors, with its own protected
typ and API: local-loopback HTTP proofs, role attestations, and content assertions.
Signing input. The exact bytes to sign for a protocol object (message), returned by the
*_signing_input/2 producers.
Soundness repair. An erratum that changes verdicts only from accept to reject, on inputs no
conforming producer emits, under the conditions in governance.
Strict Ed25519. The one Ed25519 verification rule every surface applies: canonical
encodings, no small-order key or R, S below the group order, and the cofactorless equation.
Suite. The named combination of signature algorithm, digest, and domain separators of a
contract-major: BAP1-Ed25519-SHA256, BAP2-Ed25519-SHA256, BAP3-ES256-SHA256.
Tagged JSON. The package's JSON value form, which keeps integers and floats apart and
preserves member order: :null, {:boolean, b}, {:integer, i}, {:float, f},
{:string, s}, {:array, values}, and {:object, members}.
Torsion-free. An Ed25519 key with no small-order component. Hosts check it with
Ed25519.torsion_free?/1 at enrollment, at trust install, and before revocation comparisons.
Untrusted key locator. untrusted_key_locator/2: reads only the kid from a compact's
protected header, as a lookup hint with trust: :not_evaluated.


  

    FAQ

Does a successful verification mean the request is allowed?
No. It means the bytes you supplied satisfy the keys and expectations you supplied. Before you
act, your service still selects which keys it trusts, reserves the invocation id against
replay, checks that the grant is not revoked, and applies its own policy. Every facts struct
says so in its authorization: :not_evaluated or trust: :not_evaluated field.
Why does every failure return the same {:error, :invalid}?
So a rejection tells an attacker nothing about which check failed. To debug your own
credentials, use the troubleshooting checklist, which compares the decoded
claims with your expectations.
Why does the package not sign anything?
Signing needs a private key, and a verification library that never sees one cannot leak one.
The package computes the exact bytes to sign and assembles the result from a signature you
supply. For production signing, use
bounded_authority_report_adapter
in Elixir or @bounded-authority-protocol/signer in TypeScript, both of which sign through your
KMS, HSM, or key store.
Is this a payments protocol?
No. A grant can authorize any named operation with constrained arguments: deploying a service,
reading a file, exporting a dataset, rendering a job, or charging a card. The examples in these
guides span several domains for that reason.
How is this different from OAuth access tokens or plain DPoP?
An access token says who may call; a grant also says which operations, with which argument
values, and binds every request to one holder key. The proof format follows DPoP
(RFC 9449) and adds a digest of the operation and its
typed arguments, so a proof for one set of arguments never verifies for another. The wire
profile is closed: there is no algorithm negotiation and no unknown member is ignored.
Which contract-major should I use?
Contract-major 1 unless you need numeric range selectors (contract-major 2) or P-256 keys
(contract-major 3). See Choosing a profile.
Can I loosen a bound because a legitimate payload exceeded it?
No. The bounds are part of the wire contract and you can only tighten them. A payload over a
bound is non-conforming; the producer that made it needs fixing.
Why is my whole-number selector value refused?
A grant producer refuses a float-tagged whole number such as {:float, 2.0} in a selector,
because canonical JSON writes it as 2, which decodes as an integer. Tag it {:integer, 2}.
See erratum 6 and Recipes.
My KMS returns a DER ECDSA signature. What do I pass to assemble_compact/2?
The raw 64-byte r || s with low S: Es256.der_to_raw/1, then Es256.normalize_low_s/1.
See Recipes.
Does the verifier check revocation or replay?
No. The package is stateless: it reads no clock, store, or network. Revocation and replay belong
to your service or a stateful authority runtime.
How do I rotate issuer keys?
Trust both keys during an overlap, select the key by the grant's kid from your own key ring,
then remove the old key. See Recipes.
Can I accept two contract-majors at the same endpoint?
Yes, if your routing decides which one each request uses, for example from the client's
registration. Never try one and fall back to another after a rejection.
Will 1.x break my code?
No: within package 1.x, the stable surface keeps its modules, functions, struct fields, return
shapes, and error value. See API stability and versioning.
What happens when a verifier bug is found?
If the fix only rejects inputs no conforming producer emits, it ships as a soundness repair in a
minor release, recorded in the errata registry. Any other verdict change needs a
new contract-major. Governance has the rules, and
SECURITY.md
how to report a vulnerability.
Is there a verifier for my language?
TypeScript, Python, Rust, and Go; see Other languages.


  

    Protocol charter

Objective
Define and deterministically verify the exact bytes for one issuer-bounded, holder-proven remote
invocation. The package returns cryptographic/contextual facts; operational authorization and live
state remain outside it.
Standards posture
The protocol is on a standards track governed by the
standards track charter and the
governance policy: each closed wire profile is
permanent and evolution happens above it through parallel contract-majors or byte-distinct sibling
application proof profiles with their own protected type, API, media type, and corpus; the
current profile is the named suite BAP1-Ed25519-SHA256 with a specified post-quantum succession
and cross-suite evidence-attestation path; names for delegation (ba_dlg,
ba+cap-delegated), principal binding (ba_obo), and status checking are reserved in the
registries with their designs decided; governance, errata, and deprecation
policy are published. Nothing in that posture changes a byte, bound, or verdict of this charter's
verification chain.
Verification chain
	The caller supplies raw credentials and expected issuer/request context to a stateful authority runtime.
	The bounded untrusted_key_locator/2 returns only the protected grant kid as an explicitly
untrusted lookup hint.
	The runtime combines expected issuer context with that hint and resolves a candidate public-key
snapshot.
	Outside a database transaction, verify_grant/3 verifies the raw compact grant against the
exact candidate key, issuer, audience, explicit time, skew, and bounds. It returns redacted
GrantFacts{authorization: :not_evaluated}.
	The grant binds an Ed25519 holder key through cnf.jkt.
	check_envelope/2 accepts raw grant and proof bytes, re-verifies the raw grant rather than
accepting the facts, verifies the RFC 9449 proof, and binds holder, grant, method, normalized
HTTPS URI, invocation ID, operation, cast-argument digest, time, nonce, and selectors.
	The library returns redacted EnvelopeFacts{authorization: :not_evaluated}, or exactly
{:error, :invalid}.
	The stateful authority then begins one transaction, re-resolves and locks current
key/revocation facts, fingerprint-matches the verified snapshot, requires current eligibility,
checks replay, and records its decision/execution claim. The host independently authorizes the
business effect.

Neither a decoded struct nor caller-provided GrantFacts/EnvelopeFacts is accepted as
credentials.
Grant
Protocol v1 uses standard compact JWS with exact RFC 7515 signing bytes, alg: EdDSA,
typ: ba+cap, an issuer-controlled kid, and a closed claim schema. Claims cover issuer,
audience, grant ID, coherent times, unique operations, ordered selectors, and holder binding.
Deterministic producers emit JCS protected/payload bytes and return a signing input; the package
never accepts private key material, a signer, or a signing callback.
Unknown versions, algorithms, headers, claims, selectors, duplicate keys, encodings, or
over-limit structures fail closed. The verifier does not use kid to discover trust.
A stateful authority may issue a separate, narrower current-v1 ba+cap to a new holder, but the
resulting compact is an ordinary issuer-signed grant and carries no parent proof. Parent comparison,
lineage, ancestor revocation, and fan-out policy remain online runtime responsibilities. The
current profile still rejects ba_dlg and ba+cap-delegated; portable holder-signed delegation
remains successor-major design work, charted in the
successor-major charter.
Holder proof
Each invocation supplies compact RFC 9449 DPoP:
	protected header: exact typ: dpop+jwt, alg: EdDSA, and public Ed25519 JWK;
	claims: jti, server-derived htm and normalized hierarchical HTTPS htu, iat, grant hash
ath, optional challenged nonce, invocation UUID ba_inv, operation ba_op, and request
digest ba_req;
	ba_req = base64url(SHA-256("BAP1-REQUEST\0" || JCS([operation, typed(cast_arguments)]))), where the prefix is exact ASCII including its final
zero byte and the closed recursive typed/1 projection preserves every tagged JSON variant,
including integer versus integral-float identity.

Arguments may be any tagged JSON value. all matches any root; path selectors traverse objects
only and compare tagged JSON semantically, including unordered object members. No unprotected
security parameter, private JWK member, caller-selected expected context, or bearer fallback is
accepted.
Verification results
GrantFacts and EnvelopeFacts are immutable, closed, bounded, value-bearing, and redacted. Their
fixed inspection does not expose fields, and they implement no generic encoder. They contain only
the exact identifiers, times, fingerprints, and hashes required by a stateful authority runtime, plus
authorization: :not_evaluated; they exclude arguments, selector values, raw credentials,
signatures, JWK containers, and nonces.
Those facts are not operational decisions. A stateful authority runtime accepts raw credential bytes at
its public boundary and produces facts internally; it never treats a caller-provided facts struct
as an execution credential.
Evidence verification
BAP-04 chain/archive functions verify canonical row bytes, sequence, previous-link hashes,
caller-supplied range boundaries, signed boundary anchors, authenticated historical-key rollover,
complete archive framing/digest/EOF, and exact out-of-band object version. Historical keys and
expected context are caller supplied; the package performs no lookup or current-key fallback.
Chain consistency does not certify deletion absence. A separately valid shortened or relinked
archive fails only against the original expected boundaries. The package does not read storage,
append rows, hold or select keys, create or submit anchors, submit witnesses, remove archives,
certify retention, or decide operational authority.


  

    Threat model

This model covers every profile the package verifies: contract-majors 1 and 2 (Ed25519),
contract-major 3 (ES256 over P-256), the local-loopback HTTP proof profile, and the
role-attestation and content-assertion profiles.
Protected properties
	A malformed or altered grant/proof cannot verify.
	A proof cannot be reused for another grant, request, operation, endpoint, holder, invocation,
time/nonce context, or selector-disallowed argument.
	Standard JWS signing input, JCS, JWK thumbprints, URI normalization, and request digests have one
exact byte interpretation.
	Unknown versions, fields, algorithms, extensions, or alternate encodings cannot become
permissive compatibility.
	Untrusted input, decoded structs, or caller-provided facts cannot select an issuer key, expected
server context, or operational authority.
	Over-limit input is rejected before attacker-amplified allocation or cryptography. This
includes the host-supplied cast arguments: the request-digest projection enforces its depth,
node, container, and string budgets while it walks the argument tree, on every contract-major.
	Conforming verifiers reach the same verdict for the same issuer-signed bytes. Selector values
whose meaning differs between conforming implementations (a float zero in an equals value or
a one_of member) are rejected at decode, and producers refuse float-tagged whole-number
selector values (erratum 6).
	An ES256 signature verifies only in its canonical low-S form, under a public key that is a valid
uncompressed P-256 point, so a valid signature cannot be re-encoded into a second accepted
credential with a different digest.
	Product/private dependencies, state, I/O, clock, randomness, signing, or secrets cannot enter
the public package unnoticed.
	Errors remain fixed/value-free; facts structs inspect as fixed redacted text; credentials, proofs,
decoded proofs, expected requests, and signing inputs inspect with their compact credentials,
cast arguments, nonces, and signing bytes redacted; tracked fixtures contain no private key or
seed. Redaction protects against accidental logging only: it is not a defense against code that
reads a field and logs it.
	A missing or surplus manifest fingerprint cannot hide keyed test material.
	A truncated, reordered, relinked, cross-chain, wrong-generation, or trailing-byte archive cannot
satisfy exact caller boundaries and complete-object verification.
	An unauthenticated, reordered, duplicated, cyclic, reverse-time, or out-of-window key transition
cannot advance the historical verification key.
	Literal-loopback HTTP cannot be smuggled through the standard dpop+jwt profile, selected from
untrusted metadata, widened to another loopback spelling, hostname, proxy target, or non-loopback
endpoint, or accepted without an exact server nonce.
	Bytes of one profile never verify under another: each contract-major rejects every other
major's artifacts by their v claim and domain separators, and each sibling profile has its own
protected typ that every other profile rejects in both directions.
	A role attestation cannot outlive its attestor key's window or attest its own attestor key; a
content assertion cannot verify for other content bytes, another context, or outside its window,
and a successor cannot run backward or skip its predecessor's exact digest.
	The conformance CLI reads only the files a certified corpus index names, refuses symbolic links
and over-size files, and exits 0 only when it executed every certified case exactly once.

Primary adversaries
	a caller controlling grant/proof bytes and model-selected arguments;
	a bearer-token thief without the holder private key;
	a holder attempting request, selector, operation, URI, algorithm, header, claim, encoding, or
time/nonce substitution;
	a consumer treating pure verified facts as live authority;
	a contributor adding a trust-selection seam, accepting a forgeable intermediate, or weakening a
bound;
	a fixture producer whose implementation agrees only with itself or whose manifest omits a key;
	an input sender using duplicate fields, alternate base64url, private JWK members, HTTP or
ambiguous URIs, malformed Ed25519 or P-256 points and signatures, or maximum-plus-one
structures, including a deeply nested or very large argument tree aimed at the request digest.
	a forger presenting a small-order or non-canonical Ed25519 key with a signature made without
any private key, or one secret presenting several mixed-order variants of its key to evade a
deny list or a rotation check.
	an ES256 attacker presenting the high-S twin (r, n - s) of a valid signature, an out-of-range
r or s, a point off the curve or with coordinates not below p, or a DER-encoded signature
where the raw form belongs.
	an issuer or holder exploiting divergent verifiers: signing bytes that one conforming verifier
accepts and another rejects, such as a selector value whose equality depends on the sign of a
float zero.
	an attestor presenting a self-attestation, an attestation outside its own key window, or a
content assertion replayed for changed content or a reversed lineage.
	an archive controller supplying a validly signed shorter history, relinked omission, stale object
generation, incomplete chunk stream, or forged historical-key path.
	local malware or another same-host process attempting proof replay, alternate-host spelling,
Host/forwarding-header confusion, or cross-profile fallback against a development listener.

Required controls
	closed bounded decoding and emitting before expensive cryptography;
	exact named structured inputs, field revalidation, explicit trusted key/context/time/bounds, and
raw compact credentials at verification boundaries;
	exact RFC 7515 JWS, RFC 8785 JCS, RFC 7638/8037 OKP thumbprints, RFC 9449 DPoP, HTTPS URI,
request digest, temporal, nonce, and semantic selector rules;
	no trust discovery, private key, callback, live state, side effect, or implicit clock;
	raw fixed-size hash/fingerprint comparisons and fixed value-free errors;
	strict Ed25519 verification on every Ed25519 surface (canonical point encodings, small-order
rejection, S < L, and the cofactorless equation), key acceptance at every key-bearing input and
producer, and the host torsion-free check at enrollment, trust install, and deny-list comparison
(spec/bap-v1.md § 14.1, erratum 2);
	ES256 verification on every contract-major 3 surface: raw 64-byte r || s with 0 < r < n and
0 < s <= n/2, uncompressed SEC1 public keys with coordinates below p on the curve, and
producer surfaces that refuse a non-canonical signature instead of normalizing it
(spec/bap-v3.md § 3, erratum 3);
	producer refusal of any signature a conforming signer never emits, on every suite (erratum 3),
and of float-tagged whole-number selector values (erratum 6);
	official and independent public-only vectors, exact two-way key-census equality, meaningful-byte
tamper, duplicate/encoding, property/fuzz, timing/allocation, and source-isolated mutation-red
gates;
	architecture/package tests rejecting runtime, product, private, encoder, or inspection leaks.
	a byte-distinct signed application-profile identity; exact literal-loopback URI normalization;
mandatory nonce; one trusted caller-selected profile; real IPv4/IPv6 socket drills deriving the
target from listener/request state rather than proxy metadata.
	mandatory caller chain/anchor/transition/digest/object-version context; exact archive EOF;
lower-inclusive/upper-exclusive historical windows; authenticated positional rollover; and
constant-time fixed-width hash/fingerprint comparisons.

Adjacent controls outside this library
Trusted-key resolution, key custody, issuance, revocation ordering, replay reservation, execution
claims, evidence appends, archive privileges, witnesses, readiness, transport authentication, and
host business authorization remain mandatory but are owned by a stateful authority runtime or the
host. ES256 signing in a KMS or HSM, including DER-to-raw conversion and low-S normalization, is
the signer's duty.
For literal-loopback HTTP, TLS confidentiality and server authentication are absent and same-host
process isolation is not provided. The host must reserve nonce and invocation before effect and
must not treat loopback reachability as caller identity.


  

    Protocol registries

Authoritative name coordination for the Bounded Authority Protocol, per the
standards track charter. Reservation is immediate and cheap. Shared claims,
selector kinds, and suite semantics activate only with a contract-major; a byte-distinct sibling
proof typ may activate under the sibling proof-profile class, and a byte-distinct sibling
attestation typ under the sibling attestation-profile class (both defined in
governance).
The closed-profile posture is unchanged: a conforming verifier rejects every unlisted or
reserved-but-inactive name exactly as it rejects any other unlisted member.
Registry policy: entries are added by a published specification or governance change. active means normative in a named closed profile;
reserved means the name is held for a specified future purpose and MUST NOT be used for anything
else by any implementation or deployment.
Cryptographic suites
Naming scheme: BAP<contract-major>-<signature>-<digest>.
	Suite	Status	Definition
	BAP1-Ed25519-SHA256	active	EdDSA/Ed25519, SHA-256, RFC 8785 JCS, BAP1-* domain separators, fixed 32-byte keys / 64-byte signatures, strict Ed25519 verification (rule S1, erratum 2) — the complete contract-major 1 profile (spec/bap-v1.md)
	BAP2-Ed25519-SHA256	active	Contract-major 2 (spec/bap-v2.md): the same EdDSA/Ed25519, SHA-256, RFC 8785 JCS algorithms under the major-bound naming scheme, BAP2-* domain separators, payload v: 2, and the lte/gte selector kinds; strict Ed25519 verification as for major 1
	BAP3-ES256-SHA256	active	Contract-major 3 (spec/bap-v3.md): ECDSA over NIST P-256 with SHA-256 (alg: "ES256", RFC 7518 §3.4 raw r || s signatures with the low-S canonicality rule), RFC 8785 JCS, EC JWK holder keys with RFC 7638 thumbprints, uncompressed-SEC1 raw keys, BAP3-* domain separators, payload v: 3, and the five-kind selector algebra inherited from v2
	ML-DSA family (FIPS 204 / RFC 9964)	anticipated	The post-quantum successor candidate family (charter § Cryptographic suite identity): ML-DSA-65 (category 3) baseline, ML-DSA-87 (category 5) higher tier, JOSE mapping per RFC 9964, hybrid Ed25519+ML-DSA composite posture reserved per draft-ietf-jose-pq-composite-sigs (decided at successor definition time); activation successor-major only. The family binds to whichever contract-major activates it — with majors 2 and 3 taken, its anticipated index is the next successor major

Claim names
	Claim	Status	Purpose
	ba_inv	active	Invocation UUID bound into the holder proof
	ba_op	active	Operation name bound into the holder proof
	ba_req	active	Request digest (BAP1-REQUEST\0 domain) over [operation, typed(cast_arguments)]
	ba_dlg	reserved	Parent-grant hash binding a delegated (attenuated) grant to its parent — charter § Delegation with attenuation; full mechanism charted in the successor-major charter
	ba_obo	reserved	Issuer-asserted on-behalf-of principal identifier (StringOrURI) — charter § Principal binding
	ba_offline	reserved	Issuer-set offline floor limits (maximum value with explicit currency, maximum offline use count, and offline-window expiry) as a closed nested grant-payload object — charter § Revocation and freshness; absence means online-only. Full mechanism (the closed {cnt, cur, max, win} object, the facts contract, the max × cnt ceiling, the ba_dlg attenuation interaction) charted in the successor-major charter; activation is a successor contract-major (the closed v1 profile rejects the name today)
	ba_sut	reserved	Suite-attestation payload binding (chain identity, sequence range, archive content digest, original suite, attestation time, typed suite-parameterized key) — charter § Evidence longevity and cross-suite attestation

Standard JWT claims used by the profile (iss, aud, exp, iat, nbf, jti, cnf, ath,
htm, htu, nonce) carry their RFC 7519 / RFC 7638 / RFC 9449 registered meanings.
typ values
	Value	Status	Media type	Purpose
	ba+cap	active	application/ba-cap+jwt	Capability grant (compact JWS)
	dpop+jwt	active	registered by RFC 9449	Holder proof (RFC 9449)
	ba+loopback-proof	active	application/ba-loopback-proof+jwt	Literal-loopback HTTP holder proof under bap-application-proof/local-loopback-http/1 (a sibling application proof profile)
	ba+chain-anchor	active	application/ba-chain-anchor+jwt	Signed consumption-chain boundary anchor
	ba+role-attestation	active	application/ba-role-attestation+jwt	Signed role attestation binding a subject key to a role under bap-role-attestation/1 (a sibling attestation profile)
	ba+content-assertion	active	application/ba-content-assertion+jwt	Standalone exact-content assertion under bap-content-assertion/1 (a sibling attestation profile)
	ba+key-transition	active	application/ba-key-transition+jwt	Authenticated historical-key transition
	ba+cap-delegated	reserved	application/ba-cap-delegated+jwt	Delegated attenuated grant — charter § Delegation with attenuation; full mechanism charted in the successor-major charter
	ba+suite-attestation	reserved	application/ba-suite-attestation+jwt	Cross-suite content-covering countersignature — a current-suite key signs the archive's content digest so evidence trust survives the original suite's cryptanalytic break; charter § Evidence longevity and cross-suite attestation

Application proof profiles
	Identity	Status	Protected typ	Definition
	bap-application-proof/local-loopback-http/1	active	ba+loopback-proof	Exact literal-loopback HTTP proof profile in spec/bap-local-loopback-http-v1.md; the current dpop+jwt profile rejects these bytes

Attestation profiles
The sibling attestation class (governance): standalone,
grant-unbound signed artifacts verified only through their own named API.
	Identity	Status	Protected typ	Definition
	bap-role-attestation/1	active	ba+role-attestation	Role attestation binding a subject key to issuer or holder for a bounded window, in spec/bap-role-attestation-v1.md; every contract-major profile rejects these bytes
	bap-content-assertion/1	active	ba+content-assertion	Digest-bound context, validity and successor assertions in spec/bap-content-assertion-v1.md

Selector kinds
	Kind	Status	Semantics
	all	active	Matches any argument root
	equals	active	Non-empty object path must exist; tagged semantic identity with the given value
	one_of	active	Non-empty object path must exist; tagged semantic identity with any listed value
	lte	active	Inclusive upper bound — the value at the path must be same-tag numeric and numerically ≤ the bound (comparison on the closed decoder-bounded numeric domain; cross-tag does not match); full mechanism specified in spec/bap-v2.md § 4, active in the contract-major 2 closed profile and inherited unchanged by the contract-major 3 closed profile (the contract-major 1 profile rejects the kind)
	gte	active	Inclusive lower bound — the value at the path must be same-tag numeric and numerically ≥ the bound (comparison on the closed decoder-bounded numeric domain; cross-tag does not match); full mechanism specified in spec/bap-v2.md § 4, active in the contract-major 2 closed profile and inherited unchanged by the contract-major 3 closed profile (the contract-major 1 profile rejects the kind)

New selector kinds activate only with a contract-major; candidate kinds are reserved here first so
independent implementations never collide. lte/gte flipped reserved→active with contract-major 2.
Attenuation (charter § Delegation) adds no kind: it is
the conjunctive composition of existing selectors.
Operation names
Operation names are issuer-defined, not centrally enumerated. The registry governs the namespace,
not the names: bare names (read, write_record) are deployment-scoped with no cross-deployment
meaning; cross-vendor interoperable operation vocabularies use reverse-DNS prefixes
(com.example.billing/refund). The ba. prefix is reserved for protocol-defined operations and
MUST NOT be used by deployments.
Reserved discovery and status names
	Name	Status	Purpose
	verifier discovery document	reserved	Deployment-published set of accepted contract-majors and suites — charter § The evolution contract; exact name and shape fixed at first external submission
	grant status-check profile	reserved	Issuer-published revocation/status shape for long-lived grants — charter § Revocation and freshness

IANA
ba_inv, ba_op, ba_req (JWT Claims registry) and the ba+* media-type suffix values are
filed at first external submission. Until then this document is the
authoritative namespace and the ba_/ba+ prefixes are the collision-avoidance convention.
The media-type column names the RFC 6838 registration (or reservation) associated with each
value — a related but distinct namespace from the wire typ itself; the wire values are
unchanged. The ready-to-file human-readable registrations are the JWT claims and
media types; machine-readable JSON sources live beside each document in the
source archive.


  

    Bounded Authority Protocol v1 Wire Profile

Document status: normative for contract-major 1. Document revision: rev 3. This document is the
single normative authority for the v1 wire profile. It is authored to be verifiable in-repo: a
machine extraction of its normative tables is frozen and drift-gated, and every requirement
statement carries a stable requirement identifier mapped to conformance evidence. It makes no
submission claim about any external venue. Revision 2 incorporates erratum 2, the strict Ed25519
verification soundness repair (§ 14.1); errata 3 (producer-surface signature
canonicality, § 16), 4, and 5 (editorial) amend revision 2 in place. Revision 3
incorporates erratum 6, the selector float-zero soundness repair (§ 12). The
errata registry records each entry.
A conforming implementation rejects every unlisted member, value, encoding, or extension with a
single closed error value. Successful decode or verification is not a trust-selection or
authorization decision: verification produces facts, never authority (see § 16).
1. Introduction
The Bounded Authority Protocol (BAP) is a provider-neutral, deterministic profile for bounded
proof-of-possession authority. A grant binds an issuer's key to a holder's key and to a closed
set of permitted operations; a holder's proof binds one request to exactly one grant; a
consumption chain and its archived export bind a sequence of commitments to signed boundaries
and an authenticated historical-key path. Every artifact is small, closed, and independently
verifiable with public keys only.
The profile defines canonical grant, proof, request-binding, consumption-chain, and archive
formats; pure verification functions; and an independently executable conformance corpus. It
does not grant operational authority by itself: key custody, trusted-key discovery, issuance,
revocation state, replay reservation, and every operational decision belong to a stateful
authority runtime outside this profile.
2. Terminology
grant:
: A closed, issuer-signed capability object binding an issuer key, a holder key thumbprint,
  temporal validity, and a closed set of permitted operations.
proof:
: A closed, holder-signed request-binding object in the DPoP family RFC 9449, binding one
  HTTP method, target URI, invocation identifier, operation name, request digest, and the grant
  digest.
facts:
: The value-bearing, redacted, non-authorizing results of successful verification. Facts state
  what was cryptographically checked; they carry explicit not-evaluated markers for trust and
  authorization and are never execution credentials.
compact value:
: The RFC 7515 compact JWS serialization BASE64URL(protected) "." BASE64URL(payload) "." BASE64URL(signature).
tagged algebra:
: The profile's abstract JSON data model (see § 7), which preserves scalar-type
  distinctions that raw JSON text does not.
contract-major:
: The leading integer of the profile version (v1). Successor majors carry complete, closed,
  parallel profiles.
3. Overview
An issuer mints a grant over a holder's public-key thumbprint and a closed operation set. To
act, the holder presents the grant compact value together with a freshly signed proof whose
ath claim is the SHA-256 of the exact grant compact bytes and whose request digest covers the
server-derived operation and typed arguments. A verifier with the issuer's public key and the
expected request context checks every binding and returns redacted facts. Consumption of an
authorized request is recorded as a canonical row in a hash chain; boundary anchors sign a
range's ends; key transitions authenticate the historical key path; and an anchored export
packages header, anchors, transitions, and rows as length-framed bytes with an exact EOF, so an
offline verifier can re-derive and check every byte against caller-supplied boundaries and an
out-of-band stored-object version.
Every closed set in this profile is exactly that — closed. The rejection of everything unlisted
is not a defensive posture but the profile's central safety invariant.
4. Conformance language
The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD", "SHOULD NOT",
"RECOMMENDED", "NOT RECOMMENDED", "MAY", and "OPTIONAL" in this document are to be interpreted
as described in BCP 14 RFC 2119 RFC 8174 when, and only when, they appear in all capitals,
as shown here. Lowercase forms carry their normal English meaning and impose no requirement.
The closed-rejection rule is the profile's central invariant (REQ1-CORE-reject-unlisted): a
conforming implementation rejects every unlisted member, value, encoding, or extension. It is
stated once here as the rationale; each per-section closed-set statement below is its own MUST
(REQ1-HEADER-closed-set, REQ1-CLAIM-closed-set, ...) and maps to the conformance cells of
the surface it governs. Requirement identifiers are stable and their mapping to conformance
evidence is published in the requirement map (Appendix C locates the companion artifacts).
5. Suite identity
This profile constitutes the cryptographic suite BAP1-Ed25519-SHA256: EdDSA over Ed25519
RFC 8032 RFC 8037 verified under the strict rule of § 14.1, SHA-256 digests, RFC 8785 canonical bytes RFC 8785, and the BAP1-*
domain separators, with the fixed widths listed in the bounds table § 17. Every artifact
self-declares this identity through its v claim, typ header, alg value, and domain
separators. Evolution happens above this profile, never inside it: successor contract-majors carry
their own complete closed profiles and suites, while a byte-distinct sibling application proof profile
carries a byte-distinct protected type, API, media type, and corpus and remains rejected by this
profile. A proof's contract-major MUST equal its grant's (REQ1-CORE-proof-major-equals-grant), and
the closed-rejection rule above is exactly what makes parallel majors and sibling profiles safe —
an artifact of any other major, suite, or proof profile fails closed here
(REQ1-CORE-cross-major-reject).
6. Normative references
	RFC 2119: Key words for use in RFCs to Indicate Requirement Levels
	RFC 8174: Ambiguity of Uppercase vs Lowercase in RFC 2119 Key Words
	RFC 8259: The JavaScript Object Notation (JSON) Data Interchange Format
	RFC 8785: JSON Canonicalization Scheme (JCS)
	RFC 4648: The Base16, Base32, and Base64 Data Encodings
	RFC 7515: JSON Web Signature (JWS)
	RFC 7519: JSON Web Token (JWT)
	RFC 7638: JSON Web Key (JWK) Thumbprint
	RFC 8032: Edwards-Curve Digital Signature Algorithm (EdDSA)
	RFC 8037: Algorithm Identifiers for Ed25519 in JOSE
	RFC 3986: Uniform Resource Identifier (URI): Generic Syntax
	RFC 6838: Media Type Specifications and Registration Procedures
	RFC 9449: OAuth 2.0 Demonstrating Proof-of-Possession (DPoP)

These references supply generic encodings. The closed fields, values, digest prefixes, and
bounds in the sections below are this profile's choices.
7. Abstract data model
The profile's data model is a tagged JSON algebra: a closed set of typed values that preserves
the distinctions raw JSON text does not (an integer versus an integral float; source member
order; duplicate-name rejection before any map conversion).
	A decoded value is exactly one of: null, boolean, integer, non-integer finite number, string,
array of values, or object of (name, value) members.
	Objects retain source member order and never collapse duplicate names: a duplicate name at
any depth is rejected before map conversion (REQ1-JSON-no-duplicate). Input MUST be one
complete RFC 8259 value followed only by JSON whitespace (REQ1-JSON-single-value). UTF-8 is
mandatory; strings are preserved without Unicode normalization
(REQ1-JSON-no-normalization).
	Before number conversion, the decoder scans raw RFC 8259 number lexemes outside strings,
enforces the lexeme byte ceiling of the bounds table, and compares exact decimal magnitude
without floating-point rounding (REQ1-JSON-raw-lexeme). Integers and finite floats are
bounded symmetrically to -9007199254740991..9007199254740991
(REQ1-JSON-number-bounds).
	The sign of a float-tagged zero is not part of the algebra: 0.0, -0.0, and every other
spelling of a float zero (-0e0, an underflowing 1e-400) denote one value, and no verdict
depends on the sign a decoder happens to keep (erratum 6).

The typed projection below maps the tagged algebra onto closed JSON for digest construction:
each tagged value projects to a two-element array whose first element names the type, so an
integer and an integral float never canonicalize identically. JCS orders projected object
members.
Grant and proof compact values use the exact RFC 7515 signing input:
ASCII(base64url(protected) || "." || base64url(payload))
No bytes precede or follow it (REQ1-SIGNING-exact-input). Verification uses the exact received
segments; correctly signed closed JSON objects may use any member order (REQ1-SIGNING-any-order).
Producers emit one deterministic JCS representation (REQ1-SIGNING-deterministic-produce).
The verifier validates the fixed 32-byte public-key and 64-byte signature encodings, completes
all bounded parsing and contextual checks, and then applies the strict Ed25519 rule of
§ 14.1, whose final step, the cofactorless verification equation, the underlying
cryptographic backend computes. A backend rejection or exception after the strict gate returns
exactly the profile's closed error value (REQ1-SIGNING-backend-reject).
The request digest is:
base64url(SHA-256("BAP1-REQUEST\0" || JCS([operation, typed(cast_arguments)])))
The prefix is exact ASCII including its final zero byte (REQ1-SIGNING-digest-prefix). typed/1
projects the tagged JSON algebra to the following closed JSON form before JCS:
	tagged value	projected JSON
	:null	["null"]
	{:boolean, value}	["boolean", value]
	{:integer, value}	["integer", value]
	{:float, value}	["float", value]
	{:string, value}	["string", value]
	{:array, values}	["array", [typed(value), ...]]
	{:object, members}	["object", {member: typed(value), ...}]

JCS orders projected object members. The explicit scalar tags preserve the protocol's semantic
distinction between an integer and an integral float even though RFC 8785 emits both numeric
payloads with the same JSON number bytes. cast_arguments may be any tagged JSON value.
The BAP1-* domain separators below are the suite-identity markers of BAP1-Ed25519-SHA256
(a successor suite binds its own BAP<contract-major>-* separators under its own major).
BAP1-CHAIN\0 and BAP1-ARCHIVE\0 remain reserved for the chain and archive constructions
of § 15 and the anchored export framing. The retired BAP1-GRANT\0 and BAP1-PROOF\0 strings are invalid
signing prefixes (REQ1-SIGNING-retired-prefixes).
8. JSON decoding and canonical serialization
A conforming decoder produces the tagged algebra of § 7 under the resource limits of
§ 17: raw and decoded sizes precede decoding; structure and scalar limits apply while
decoding; all precede cryptography (REQ1-BOUNDS-ordering).
Canonical serialization emits RFC 8785 bytes from the tagged algebra only. String escaping
follows RFC 8785 section 3.2.2.2 exactly: the ASCII control range U+0000..U+001F serializes
as \b, \t, \n, \f, \r for U+0008/0009/000A/000C/000D respectively and as lowercase
\u00XX for every other control code point; every other code point serializes as its UTF-8
encoding unless it is U+005C (\\) or U+0022 (\"). U+007F (DELETE) is outside the
control range and is emitted as the raw byte 0x7f. Lone surrogates are rejected.
Number serialization follows RFC 8785 section 3.2.2.3 (the ECMAScript Number::toString
operation): a finite float serializes as the shortest decimal text that round-trips under
binary64, fixed or scientific by the decimal exponent e of the leading digit — scientific
when e < -6 or e >= 21 (lowercase e, mandatory exponent sign), fixed otherwise. 0.0 and
-0.0 both serialize as 0. An integer serializes as plain decimal text with no exponent.
Non-finite floats are rejected (REQ1-JSON-jcs-exact).
9. Base64url
Segments use only A-Z, a-z, 0-9, -, and _ (REQ1-B64-alphabet). Padding and
whitespace are forbidden (REQ1-B64-no-padding). Length modulo four equal to one is invalid
(REQ1-B64-length). Decoding succeeds only when unpadded re-encoding reproduces the input
exactly, rejecting non-zero unused pad bits and alternate encodings
(REQ1-B64-canonical).
10. Protected headers
The protected headers bind the suite BAP1-Ed25519-SHA256 via their alg and typ values.
Member order is insignificant and the member sets are exact:
	Compact value	Members
	grant	alg: "EdDSA", typ: "ba+cap", kid: key_identifier
	proof	alg: "EdDSA", typ: "dpop+jwt", jwk: public_OKP_JWK

crit, b64, embedded grant keys, unknown algorithms, and every unlisted member are invalid
(REQ1-HEADER-closed-set). Grant kid is a case-sensitive 1–128 byte string of ASCII letters,
digits, -, ., _, or ~ (REQ1-HEADER-kid-bytes). It is an untrusted hint, not a trust
selector (REQ1-HEADER-kid-not-selector).
The proof JWK is exactly {crv: "Ed25519", kty: "OKP", x: canonical_base64url_32_bytes} in any
member order (REQ1-HEADER-proof-jwk). Every additional member, including private d, is
invalid (REQ1-HEADER-no-private-jwk). Its RFC 7638 thumbprint preimage is exactly:
{"crv":"Ed25519","kty":"OKP","x":"<canonical-x>"}
The thumbprint is unpadded base64url SHA-256 of those UTF-8 bytes (REQ1-HEADER-thumbprint).
Verified facts carry the raw 32-byte digest (REQ1-HEADER-digest-width). Issuer-key
fingerprinting uses the same construction over the caller's raw 32-byte public key; kid is
excluded (REQ1-HEADER-issuer-fingerprint).
11. Claims
All claim objects are closed (REQ1-CLAIM-closed-set). Names and string values are
case-sensitive (REQ1-CLAIM-case-sensitive).
	Grant claim	Type
	v	integer, exactly 1
	iss, jti	non-empty StringOrURI, at most 512 UTF-8 bytes
	aud	one StringOrURI or a nonempty unique array of at most 64
	iat, nbf, exp	integral NumericDate
	cnf	exact object {jkt: canonical_base64url_sha256}
	operations	nonempty array of at most 64 operation objects

An operation is exactly {name: string, selectors: selector_array}. Names are unique within the
grant and contain 1–128 printable ASCII bytes. The ordered selector array has 1–64 members
(REQ1-CLAIM-operation-shape).
	Proof claim	Type
	v	integer, exactly 1
	jti	non-empty StringOrURI, at most 512 UTF-8 bytes
	htm	1–32 byte case-sensitive RFC 9110 HTTP method token
	htu	normalized hierarchical HTTPS target URI
	iat	integral NumericDate
	nonce	optional non-empty string, at most 512 UTF-8 bytes
	ba_inv	lowercase RFC 4122 UUID
	ba_op	1–128 byte printable ASCII operation name
	ath, ba_req	canonical unpadded base64url SHA-256

Every proof requires every row except nonce; no other claim is accepted
(REQ1-CLAIM-proof-required, REQ1-CLAIM-no-extra). ath is SHA-256 over the ASCII bytes of
the complete received grant compact value (REQ1-CLAIM-ath). The method accepts ASCII letters,
digits, the punctuation bytes ! # $ % & ' * + - . ^ _ | ~, and grave accent
(REQ1-CLAIM-htm-bytes). It is compared byte-for-byte and is never case-normalized
(REQ1-CLAIM-htm-no-case-normalize).
The grant v claim MUST be exactly the integer 1 (REQ1-CLAIM-v). The proof v claim MUST
be exactly the integer 1 (REQ1-CLAIM-proof-v).
12. Selector algebra
Selectors are closed ordered objects with exactly one of three recognized member sets:
{kind}, {kind,path,value}, or {kind,path,values}
(REQ1-SELECTOR-closed-set). The kind selects how that recognized set is interpreted:
	Kind	Recognized members and interpretation
	all	Any recognized member set; path, value, and values are inert when present
	equals	Exactly {kind: "equals", path: path, value: JSON_value}
	one-of	Exactly {kind: "one_of", path: path, values: non_empty_JSON_array}

An all selector's inert members remain subject to the enclosing bounded JSON decoder but do
not need to satisfy the active equals or one_of shapes. No other member combination is
recognized.
A path has 1–32 object-member names, each 1–128 UTF-8 bytes. Paths traverse objects only and
never index arrays (REQ1-SELECTOR-path-shape). one_of contains at most 256 values
(REQ1-SELECTOR-one-of-size).
Selectors are applied conjunctively to the server-derived tagged arguments. all matches any
JSON root. equals and one_of require the path to exist (REQ1-SELECTOR-path-required).
Semantic identity preserves tagged scalar distinctions, compares arrays positionally, and
compares duplicate-free objects recursively as unordered key/value sets
(REQ1-SELECTOR-semantic-identity). It never gives source member order meaning or collapses
integer and float tags (REQ1-SELECTOR-no-tag-collapse). No selector grants business
authorization (REQ1-SELECTOR-not-authorization).
An equals value or one_of member MUST NOT contain a float-tagged number equal to zero at any
depth: grant decode rejects such a selector with the closed error value, whatever the number's
sign or spelling (REQ1-SELECTOR-float-zero). The rule is keyed on the decoded value, never on
the lexeme, and does not reach the inert members of an all selector. RFC 8785 writes a float
zero as 0, which decodes integer-tagged, so no conforming producer emits one; verifiers must
still accept non-JCS payload bytes (§ 8), and before this rule conforming verifiers
disagreed on whether 0.0 and -0.0 are the same selector value (erratum 6, a soundness repair).
For the same reason the grant producer MUST refuse, with the closed error value, a selector value
that contains a float-tagged integral number (0.0, -0.0, 10.0) at any depth: its JCS bytes
would decode integer-tagged, so the signed grant would not mean what the producer was given
(REQ1-SIGNING-integral-float-selector). The cases are in the additive
bap-selector-float-zero/1 corpus (priv/conformance/selector-float-zero).
13. URI normalization
Target URIs are bounded ASCII, hierarchical, and HTTPS-only, with a nonempty authority and host
and no user information, fragment, or query. Normalization lowercases scheme and host;
uppercases percent hex; decodes only percent-encoded unreserved octets; preserves
percent-encoded reserved octets as path data; removes complete dot segments; maps an empty path
to /; drops port 443; and preserves a valid nondefault port and all other path bytes. It
performs no DNS, IDNA, or network work.
The host uses the exact RFC 3986 grammar: reg-name contains only unreserved, sub-delim, or
valid percent-encoded octets; IPv4 uses exact dec-octet forms without leading-zero
alternatives; and a bracketed IP literal contains a complete IPv6address or IPvFuture. A
present port is one or more decimal digits in 1..65535; its canonical form removes leading
zeroes and omits 443. Empty ports and malformed IPv4, IPv6, or IPvFuture literals are
invalid.
HTTP, another scheme, an authority-less form, malformed percent escapes, ambiguous
authority/port syntax, control/non-ASCII bytes, and out-of-range ports are invalid
(REQ1-URI-reject-list). Both expected and proof URIs MUST already equal the normal form
(REQ1-URI-pre-normalized); the normalizer performs no DNS, IDNA, or network work
(REQ1-URI-no-network).
14. Signing and digest inputs
See § 7 for the exact signing input, the request-digest construction, the typed
projection, and the BAP1-* domain separators.
14.1 Strict Ed25519 verification
Every Ed25519 signature this profile verifies is checked under one strict rule: grants, proofs,
boundary anchors, key transitions, the anchors and transitions inside an anchored export, and the
artifacts of every sibling profile that uses this suite. In this section A is the 32-byte public
key, R || S is the 64-byte signature split into the 32-byte point encoding R and the 32-byte
little-endian scalar S, M is the exact signing input, B is the base point, p is
2^255 - 19, L is the prime order of B, and O is the identity point.
A point encoding is canonical when the integer y formed by its low 255 bits (little-endian)
satisfies y < p, and when it is not one of the two encodings that set the sign bit for a point
with x = 0 (y = 1 and y = p - 1 with the high bit of the last byte set). Both A and R
MUST be canonical (REQ1-SIGNING-ed25519-canonical-point); these are the two encoding conditions
of the RFC 8032 §5.1.3 decoding, which §5.1.7 applies to both points.
A point of small order is one of the eight points P with [8]P = O: the identity, one point of
order 2, two of order 4, and four of order 8. A and R MUST NOT be of small order
(REQ1-SIGNING-ed25519-small-order-reject); one table of the eight canonical encodings serves both
checks, and the strict-Ed25519 conformance corpus lists them in its key-acceptance family.
The scalar S MUST be less than L (REQ1-SIGNING-ed25519-scalar-range), as RFC 8032 §5.1.7
requires.
The verification equation MUST be the cofactorless one, compared byte for byte:
encode([S]B - [k]A) == R, with k = SHA-512(R || A || M) mod L
(REQ1-SIGNING-ed25519-cofactorless). A verifier that multiplies the equation by the cofactor 8
accepts inputs this profile rejects and is non-conforming.
The canonical, small-order, and scalar-range checks run before any backend call, and any failure
returns the closed error value. Verification performs no subgroup check: a canonical key of
neither small nor prime order, which carries a torsion component (a mixed-order key), is verified
like any other key. Curve membership of A is left to the backend at verification, and every
conforming backend rejects a key that is not on the curve.
A public key entering any verification input or producer (a trusted issuer key, a holder JWK, a
historical archive key, a key-transition key, and the key arguments of signing-input construction,
JWK encoding and decoding, and thumbprint computation) MUST be 32 bytes, canonical, not of small
order, and on the curve, which means the RFC 8032 §5.1.3 decoding succeeds
(REQ1-KEY-ed25519-acceptable). A key that fails returns the closed error value.
One secret can sign under up to eight distinct encodings of its key, the prime-order key and up to
seven mixed-order variants, each with its own thumbprint, and anyone can sign under the
mixed-order variants of a key whose secret is public.
A host MUST therefore reject any key that is not torsion-free ([L]A = O, in addition to key
acceptance) at key enrollment, at trust install, and before any deny-list or revocation comparison
(REQ1-HOST-ed25519-torsion-free). A canonical, torsion-free key has exactly one encoding per
secret, so key equality is identity equality. Full public-key validation of this kind is
conforming at those host points and non-conforming at verification, where the cofactorless verdict
governs.
The rule changes verdicts only from accept to reject, and only on inputs no conforming producer
emits: an RFC 8032 key has prime order and a canonical encoding, an honest R is the identity only
with probability about 2^-252, and an honest S is reduced modulo L. The additive
strict-Ed25519 corpus (priv/conformance/strict-ed25519, profile bap-strict-ed25519/1,
revision 1, 2,410 cases, certified index SHA-256
732117dfe1881b553998126a9524a95bfb1171257e388d5430a0a099f2287cb9) carries the cases for these
requirements. Every v1 corpus case and verdict is unchanged.
15. Consumption chain and anchored export
Consumption rows
One row is the closed JCS object:
{"chain_id":"<StringOrURI>","commitment":"<base64url-32>","previous":"<base64url-32>","sequence":1,"v":1}
Its raw hash is SHA-256("BAP1-CHAIN\0" || canonical_row_bytes). Sequence one requires the
all-zero predecessor. Verification accepts a nonempty proper list of raw row binaries and an
expected-chain context; it requires exact canonical bytes, chain identity, consecutive
sequence, predecessor links, row count, first/last sequence, caller predecessor, and caller
head.
Boundary anchors
A boundary anchor is standard compact JWS with exact protected header
{"alg":"EdDSA","kid":"...","typ":"ba+chain-anchor"} and a closed JCS payload binding protocol
version, anchor identity and time, chain identity, sequence, chain hash, and the RFC 7638
fingerprint derived from the raw Ed25519 public key. Sequence zero requires the all-zero hash.
The caller supplies one exact historical public key and expected-anchor context. Verification
requires the signed values, key ID, derived fingerprint, Ed25519 signature, and
valid_from <= anchored_at < valid_before; an unbounded upper interval is the only open one.
Authenticated key transitions
A transition is standard compact JWS with exact protected type ba+key-transition. Its closed
payload binds transition and chain identities, effective time, current fingerprint, next key
ID, and next fingerprint. The current key signs it. Current and next public keys/fingerprints
must differ, while their key IDs may be equal; the effective time must lie in both historical
intervals.
An anchored export advances through the caller-supplied ordered key list positionally.
Transition times strictly increase, fingerprints cannot cycle, the start anchor precedes every
transition, and the end anchor is at or after the last transition, including exactly at its
effective time. Equal start/end times are permitted only for the no-transition same-key case.
Anchored export framing
The archive is the exact binary concatenation:
"BAP1-ARCHIVE\0EXPORT\0"
frame(canonical_header)
frame(start_anchor_compact)
frame(each ordered transition_compact)
frame(each canonical row)
frame(end_anchor_compact)
EOF
Every frame is UINT32_BE(nonzero_length) || bytes. The closed header binds chain identity,
first/last sequence, row count, transition count, predecessor, head, and version one.
Verification scans a bounded nonempty proper flat chunk list incrementally, requires exact EOF,
hashes every raw byte, and compares the raw SHA-256 digest in constant time. It also requires
exact equality between the observed object-store version and caller-supplied expected version.
The version is out-of-band context; it is not embedded in the archive.
The verifier authenticates both anchors and every transition, checks all rows again, and
requires the authenticated start/end tuples to equal the caller's chain boundaries. Producer
results and facts are not accepted as stored objects or credentials.
The archive-byte ceiling is exactly:
20 + 8,196 + 2 × 8,196 + 256 × 8,196 + 65,536 × 4,100
16. Public verification contract
The verification surfaces are: the untrusted key locator; grant and proof signing-input
construction; compact assembly; grant and proof decode; grant verification; combined
envelope checking; request-digest construction; consumption-entry encoding; chain checking;
boundary-anchor and key-transition signing-input construction; anchored-export encoding and
verification; and the versioned primitives (canonical serialization, public JWK encode/decode
and thumbprints, URI normalization, bounds construction).
Every verification function is a pure function from caller-supplied bytes and caller-supplied
trusted inputs and expected context to one of: a value-bearing, redacted facts result, or the
single closed error value (REQ1-VERIFY-revalidate revalidates every structured input field at
each public boundary). Verification never selects trusted keys, reserves replay, checks live
revocation, grants execution, or overrides a host policy. Compact assembly accepts exactly a
signing input and a 64-byte signature — never a key, signer, or callback
(REQ1-VERIFY-no-signer-callback).
Compact assembly and anchored-export encoding are producer surfaces listed here because they are
public; they verify no signature (erratum 3). Each MUST refuse a signature that fails the keyless
part of rule S1 (R canonical and not of small order, S < L) with the closed error value, and
MUST emit accepted signature bytes unchanged (REQ1-SIGNING-ed25519-producer-canonical). They
do not decode R, so they accept exactly the signatures whose signature clauses the verification
gate accepts. Decode does not apply these clauses: a decoded compact is not a verified one. The
cases are in the additive bap-producer-canonicality/1 corpus
(priv/conformance/producer-canonicality).
Every function returns {:ok, value} or exactly {:error, :invalid} (REQ1-VERIFY-return-shape).
Decode results carry an explicit verification-not-evaluated marker
(REQ1-VERIFY-decode-not-evaluated). Grant and envelope facts carry an explicit
authorization-not-evaluated marker (REQ1-VERIFY-grant-not-authorized); chain, anchor, and
transition facts carry only the trust marker. Facts are value-bearing and redacted, with fixed
redacted rendering and no generic encoder, string, or enumeration protocol
(REQ1-VERIFY-facts-redacted, REQ1-VERIFY-facts-not-credentials). No facts result contains
arguments, selector values, raw credentials, signatures, JWK containers, or nonces, and no
facts result is accepted as credentials.
Grant verification requires exact key ID, signature, issuer, and audience
(REQ1-VERIFY-grant-exact); coherent signed times iat < exp and nbf < exp
(REQ1-VERIFY-grant-times); and independently:
iat <= evaluation_time + skew
nbf <= evaluation_time + skew
exp > evaluation_time - skew
It does not require iat <= nbf (REQ1-VERIFY-no-iat-nbf-order). Skew is at most 60 seconds and proof maximum age at most 300
seconds (REQ1-VERIFY-time-bounds). Proof time is inclusive:
evaluation_time - proof_max_age - skew <= iat <= evaluation_time + skew
The nonce is absent in not-required mode and present exactly once and equal in required mode
(REQ1-VERIFY-nonce-mode). Combined verification re-verifies the raw grant; verifies holder
signature and thumbprint; and binds ath, method, URI, invocation, operation, request digest,
time, nonce, and every selector (REQ1-VERIFY-envelope-binding).
Chain verification accepts raw canonical row bytes and mandatory caller boundaries
(REQ1-CHAIN-raw-rows-bounds). Anchored-export verification accepts only the raw archive
chunks, the stored-object version, an ordered historical public-key chain, and complete
expected chain/anchor/transition/digest/object-version context
(REQ1-EXPORT-input-shape). It scans and hashes the complete archive, requires exact EOF,
authenticates both boundaries and every positional transition, and then independently checks
every row (REQ1-EXPORT-complete-scan). The stored-object version is exact out-of-band
expected context (REQ1-EXPORT-version-exact). Commitment preimages remain opaque and private
(REQ1-EXPORT-preimage-private). A self-consistent chain does not certify that no row was
deleted: validly signed shortened or relinked artifacts fail only when compared with the
original caller boundaries (REQ1-CHAIN-no-deletion-cert). Successful facts state the
performed cryptographic checks and always retain the trust-not-evaluated marker
(REQ1-CHAIN-facts-not-evaluated); chain, anchor, and transition facts make no authorization
field part of their exact public shape (REQ1-CHAIN-facts-shape).
Language bindings, the frozen reference API surface, and the companion artifact locations are
informative (Appendix C).
17. Hard maxima
	Resource	Maximum
	compact input bytes	65,536
	encoded segment bytes	32,768
	decoded segment bytes	24,576
	raw JSON bytes	65,536
	nesting depth	32
	members per object	64
	items per array	256
	total JSON value nodes	4,096
	string bytes	8,192
	object-name bytes	128
	numeric lexeme bytes	64
	integer magnitude	9,007,199,254,740,991
	float magnitude	9,007,199,254,740,991
	kid bytes	128
	JCS output bytes	65,536
	normalized target URI bytes	8,192
	issuer, audience, or token identifier bytes	512
	nonce bytes	512
	HTTP method bytes	32
	operation name bytes	128
	audiences per grant	64
	operations per grant	64
	selectors per operation	64
	selector path segments	32
	values in one_of	256
	Ed25519 public key / signature bytes	32 / 64
	SHA-256 digest bytes	32
	clock skew seconds	60
	proof maximum age seconds	300
	canonical consumption row bytes	4,096
	consumption rows per range	65,536
	boundary anchor or key-transition compact bytes	8,192
	anchored-export header bytes	8,192
	historical key transitions	256
	anchored-export chunks	65,796
	anchored-export bytes	270,820,384
	object-store version bytes	512

Callers MAY tighten resource ceilings with a positive integer (REQ1-BOUNDS-tighten-only). The
32-byte public-key and digest widths and 64-byte signature width are the immutable
cryptographic constants of the suite BAP1-Ed25519-SHA256 — they are protocol constants, MUST
remain exact (REQ1-BOUNDS-fixed-widths), and cannot be tightened or widened (a successor
suite carries its own widths under its own contract-major). Unknown, non-integer, zero,
negative, widening, or fixed-width-changing limits are invalid
(REQ1-BOUNDS-reject-list). Raw and encoded sizes precede decoding; decoded-size projection
precedes allocation; structure and scalar limits apply while decoding/emitting; all precede
cryptography (REQ1-BOUNDS-ordering).
18. Untrusted key locator
The locator bounds the complete compact input, requires exactly three segments, then bounds,
decodes, and validates only the protected grant header
(REQ1-LOCATOR-three-segments). The payload and signature stay opaque
(REQ1-LOCATOR-opaque-payload). It returns only the key identifier and an explicit
trust-not-evaluated marker. It does not select a key, decode claims or signature bytes, verify,
evaluate trust, or authorize (REQ1-LOCATOR-not-authority,
REQ1-LOCATOR-no-value-leak). Every failure returns the closed error value without input
values (REQ1-LOCATOR-no-value-leak).
19. typ values
The typ registry of this profile:
	Value	Status	Purpose
	ba+cap	active	Capability grant (compact JWS)
	dpop+jwt	active	Holder proof (RFC 9449)
	ba+chain-anchor	active	Signed consumption-chain boundary anchor
	ba+key-transition	active	Authenticated historical-key transition
	ba+cap-delegated	reserved	Delegated attenuated grant
	ba+suite-attestation	reserved	Cross-suite content-covering countersignature

The closed v1 profile rejects the reserved values today; their activation is a successor
contract-major.
20. IANA considerations
IANA is asked to register the following claim names in the JSON Web Token Claims Registry
RFC 7519 (Specification Required): ba_inv (invocation UUID), ba_op (operation name), and
ba_req (request digest). The names ba_dlg, ba_offline, and ba_sut are reserved by this
profile and are NOT registered; no implementation or deployment may use them for anything else
before their activating contract-major.
IANA is asked to register the media types application/ba-cap+jwt,
application/ba-chain-anchor+jwt, and application/ba-key-transition+jwt (RFC 6838 RFC 6838
field template; LIMITED USE). The names application/ba-cap-delegated+jwt and
application/ba-suite-attestation+jwt are reserved for a successor contract-major and are NOT
registered. The media-type namespace is distinct from the wire typ header values, which are
unchanged by this section.
The ready-to-file registration templates, their machine-readable sources, and the exact
reconciliation with the profile's registries document are published with the specification's
companion artifacts; the filing itself follows the profile's external submission
preconditions.
21. Security considerations
Assets and security goals
The assets are the integrity properties of the wire objects: a grant may only be minted by the
issuer's key; a proof only by the holder's key; a request binding only to the exact bytes it
names; a consumption chain only to the exact ordered rows and caller boundaries it records; an
anchored export only to the complete archived object generation it frames
(REQ1-CORE-reject-unlisted). Confidentiality is NOT an asset of this profile: every wire
object is plaintext JSON by design; the profile provides authenticity and integrity, and
callers transport it over TLS like any other bearer-presented credential.
Adversaries and trust boundaries
The profile assumes the standard Internet threat position for the verifier's inputs: an
attacker controls the network path and can read, drop, reorder, or forge every delivered byte.
Specific adversaries: (i) a thief of presented credentials lacking the holder's private key;
(ii) the legitimate holder attempting request, operation, URI, selector, algorithm, claim,
encoding, or time/nonce substitution within an otherwise valid proof; (iii) a malicious or
compromised issuer attempting scope widening across grants; (iv) an archive controller
supplying a validly signed but shortened, relinked, cross-chain, or wrong-generation history;
(v) a contributor weakening the profile itself. The trust boundary is exact: raw credential
bytes cross INTO verification; only caller-supplied trusted keys and expected context cross
with them; redacted facts and nothing else cross out.
Controls, each mapped to its requirement
Bounded closed parsing precedes all cryptography, defeating allocation amplification and
encoding smuggling (REQ1-BOUNDS-ordering, REQ1-CORE-reject-unlisted). Exact-byte
constructions — the RFC 7515 signing input, RFC 8785 canonical bytes, the typed projection,
and the domain-separated digests — remove ambient-byte and canonicalization-confusion attacks
(REQ1-SIGNING-exact-input, REQ1-SIGNING-digest-prefix). Holder possession is proven by the
cnf thumbprint and proof-key binding (REQ1-VERIFY-envelope-binding); grant binding by the
ath grant digest (REQ1-CLAIM-ath); request binding by the server-derived request digest
over [operation, typed(cast_arguments)] (REQ1-CLAIM-ath, REQ1-VERIFY-envelope-binding);
temporal validity by bounded signed times with capped skew and proof age
(REQ1-VERIFY-time-bounds); freshness by exact nonce mode semantics
(REQ1-VERIFY-nonce-mode). Historical key paths advance only through positionally
authenticated, strictly time-increasing, cycle-free transitions
(REQ1-CORE-cross-major-reject frames the suite identity; the transition controls are the
archive-section closed-set requirements), and archive acceptance requires the complete scan,
exact EOF, and exact caller boundaries so that validly signed truncations fail
(REQ1-EXPORT-complete-scan, REQ1-CHAIN-no-deletion-cert). Ed25519 verification is strict, so a
signature under a small-order or non-canonical key never verifies and every conforming
implementation reaches the same verdict on the same bytes
(REQ1-SIGNING-ed25519-small-order-reject, REQ1-SIGNING-ed25519-cofactorless).
Verification is not authority (a security property, not a disclaimer)
A successful verification proves only that caller-supplied bytes satisfy caller-supplied
trusted inputs and expected context (REQ1-LOCATOR-not-authority,
REQ1-CHAIN-facts-not-evaluated). Trust selection, replay reservation, revocation state, and
every operational decision are outside this profile BY DESIGN — an implementation that treats
a facts result as execution authority has moved those checks to nothing, which is a security
hole in that implementation, not a gap in this profile. Facts are value-bearing, redacted, and
carry explicit not-evaluated markers so they cannot silently become credentials
(REQ1-VERIFY-facts-not-credentials).
Out of scope, explicitly
Key custody, trusted-key discovery and rotation policy, issuance policy, revocation checking,
replay reservation, storage of consumption evidence, witness or recovery processes, denial-of-
service mitigation at the deployment boundary, and side-channel hardening of the host platform
are outside this profile (the profile's own fixed-width comparisons are constant-time where
they compare secrets-adjacent digests). Cryptographic primitive compromise (Ed25519, SHA-256)
breaks the corresponding suite entirely; the profile's succession design confines the response
to a new contract-major with its own closed suite.
Residual risks
A presented-but-stolen-then-replayed proof inside the skew/proof-age window is indistinguishable
from fresh use: replay reservation is the runtime's responsibility, and the window bounds
(rather than eliminates) exposure. A fully compromised issuer mints valid grants; detection is
an operational concern. A conforming verifier that receives correct-but-wrong trusted keys
(the wrong issuer key, the wrong expected context) verifies garbage as valid: the profile
binds bytes to inputs, not inputs to reality. The expected context includes the evaluation time and the
cast arguments: a host that takes the evaluation time from presenter-supplied values, such as the
proof's iat or a request header, or that accepts cast arguments from the presenter instead of
deriving them from the request it serves, reopens the time and request substitution the profile
otherwise closes. Archive completeness against a malicious
controller requires the caller to retain or derive the intended boundaries
(REQ1-CHAIN-no-deletion-cert). A mixed-order key passes verification, so one secret can present
several distinct keys: a host that enrolls, trusts, or deny-lists keys without the torsion-free
check can be evaded through those variants (REQ1-HOST-ed25519-torsion-free). Implementation
error is a standing residual risk; the conformance corpus and the mutation gates exist to make the
common classes loud.
22. Privacy considerations
Correlation surfaces
The profile's identifiers are correlation surfaces. A grant jti is globally unique per grant
and observable by every verifier the holder presents to; the proof jti is unique per proof;
ba_inv binds a single logical invocation across grant, proof, and the consumption row that
records it. Issuer identifiers (iss) and audiences (aud) name services and can cluster
holders by the set of issuers they present credentials from. Deployments minimize linkage by
scoping identifier allocation per audience where the runtime supports it and by treating the
correlation of presentation patterns across verifiers as an accepted property of
proof-of-possession credentials of this shape.
Longitudinal evidence in chains and archives
Consumption chains and anchored exports are designed to be durable, verifiable evidence: rows
commit to invocation-level digests and are sequentially hash-linked, anchors sign the range
ends, and archives freeze complete object generations. The privacy consequence is that
retention decisions made by the runtime ARE the privacy posture — the profile makes evidence
compact and independently checkable, and it makes deletion detectable (a shortened archive
fails the original boundaries), which is an integrity-privacy tension deployments resolve by
policy: retention windows, minimization of commitment preimages (which stay opaque and private
by construction), and audience-scoped chain identifiers are the available controls.
Nonce handling
Proof nonces are single-use correlation values visible to the verifier that demanded them.
They enable per-verifier linkability of otherwise unlinkable presentations. Deployments that
require nonces scope them per verifier and rotate them; deployments that do not require them
leave the claim absent (its optionality is a privacy feature).
Redacted facts as a privacy control
Verification facts are value-bearing but redacted: they carry identifiers and digests, never
cast arguments, selector values, raw credentials, signatures, JWK containers, or nonces
(REQ1-VERIFY-facts-redacted). This bounds what a logging or telemetry layer can accumulate
from verification outcomes — the loudest privacy control in the profile — and deployments keep
it intact by not logging the raw inputs alongside the facts. (informative)
Digests of guessable inputs
Redaction removes arguments, not what their digests reveal. Facts carry unkeyed SHA-256 digests,
including the request digest over [operation, typed(cast_arguments)]. When the operation and
argument space is small (a short list of recipients and a bounded amount, for example), an
observer holding the facts can confirm which request was made by hashing candidates. Digests are
integrity bindings, not confidentiality: deployments that share facts, logs, or evidence outside
their trust boundary treat a request digest as revealing its request, and apply access control or
keyed commitments where that matters. (informative)
Appendix A. Worked examples (generated from the conformance corpus)
A.1. Accepted examples
A valid grant (decode surface)
Corpus case grant-decode-valid (surface decode_grant, class valid).
	Compact: eyJhbGciOiJFZERTQSIsImtpZCI6Imlzc3VlciIsInR5cCI6ImJhK2NhcCJ9.eyJhdWQiOlsiaHR0cHM6Ly9yZXNvdXJjZS5leGFtcGxlLnRlc3QiXSwiY25mIjp7ImprdCI6ImQ0dWNFWnd2SlRmd3hYQ040ZjJ4bUlFNVpCRm9INWk1bWx6ZVdaYUIzeUkifSwiZXhwIjoyMDAwLCJpYXQiOjEwMDAsImlzcyI6Imh0dHBzOi8vaXNzdWVyLmV4YW1wbGUudGVzdCIsImp0aSI6InVybjpleGFtcGxlOmdyYW50OjEiLCJuYmYiOjEwMDAsIm9wZXJhdGlvbnMiOlt7Im5hbWUiOiJyZWFkIiwic2VsZWN0b3JzIjpbeyJraW5kIjoiYWxsIn1dfV0sInYiOjF9.NaCpUf3ebKldiRpjHtKcJuvCjSVLSsmgZVWXa3Sz6Zvas3TeTEm3LqVDsUL8yc1VuakYOvFmsYxqQw8PV23uDA
	Outcome: accepted — verification succeeds with redacted, non-authorizing facts

A valid holder proof (decode surface)
Corpus case proof-decode-valid (surface decode_proof, class valid).
	Compact: eyJhbGciOiJFZERTQSIsImp3ayI6eyJjcnYiOiJFZDI1NTE5Iiwia3R5IjoiT0tQIiwieCI6Ilcxczd5RTlmR0RNQmJtZHBxWVZ3UTFoRENYdHpPZVBVRDNmSWYxdDdGRGsifSwidHlwIjoiZHBvcCtqd3QifQ.eyJhdGgiOiJzVjhkZ1ZLcFExTHZpa1lrNmVvOEd2RGZhYkpyMWd0VlhrdkRnazdxLVpZIiwiYmFfaW52IjoiNTUwZTg0MDAtZTI5Yi00MWQ0LWE3MTYtNDQ2NjU1NDQwMDAwIiwiYmFfb3AiOiJyZWFkIiwiYmFfcmVxIjoidXYyMFBpQzh0UlFvT3k5LWVSbEJGUFFuZ3RpRFhrd19TQ2JiZ3p4akMyZyIsImh0bSI6IlBPU1QiLCJodHUiOiJodHRwczovL3Jlc291cmNlLmV4YW1wbGUudGVzdC9pbnZva2UiLCJpYXQiOjExMDAsImp0aSI6InVybjpleGFtcGxlOnByb29mOjEiLCJ2IjoxfQ.BUONibEL8cesx2D905h2CwHhL8sdtZ33sABKd7jRl27UdBOo0jpQX9UGl8VLlpEVxSFiZlhBGwNg85VBakhwAw
	Outcome: accepted — verification succeeds with redacted, non-authorizing facts

A valid grant (verification surface)
Corpus case verify-grant-valid (surface verify_grant, class valid).
	Compact: eyJhbGciOiJFZERTQSIsImtpZCI6Imlzc3VlciIsInR5cCI6ImJhK2NhcCJ9.eyJhdWQiOlsiaHR0cHM6Ly9yZXNvdXJjZS5leGFtcGxlLnRlc3QiXSwiY25mIjp7ImprdCI6ImQ0dWNFWnd2SlRmd3hYQ040ZjJ4bUlFNVpCRm9INWk1bWx6ZVdaYUIzeUkifSwiZXhwIjoyMDAwLCJpYXQiOjEwMDAsImlzcyI6Imh0dHBzOi8vaXNzdWVyLmV4YW1wbGUudGVzdCIsImp0aSI6InVybjpleGFtcGxlOmdyYW50OjEiLCJuYmYiOjEwMDAsIm9wZXJhdGlvbnMiOlt7Im5hbWUiOiJyZWFkIiwic2VsZWN0b3JzIjpbeyJraW5kIjoiYWxsIn1dfV0sInYiOjF9.NaCpUf3ebKldiRpjHtKcJuvCjSVLSsmgZVWXa3Sz6Zvas3TeTEm3LqVDsUL8yc1VuakYOvFmsYxqQw8PV23uDA
	Outcome: accepted — verification succeeds with redacted, non-authorizing facts

A valid request envelope
Corpus case check-envelope-valid (surface check_envelope, class valid).
	Grant: eyJhbGciOiJFZERTQSIsImtpZCI6Imlzc3VlciIsInR5cCI6ImJhK2NhcCJ9.eyJhdWQiOlsiaHR0cHM6Ly9yZXNvdXJjZS5leGFtcGxlLnRlc3QiXSwiY25mIjp7ImprdCI6ImQ0dWNFWnd2SlRmd3hYQ040ZjJ4bUlFNVpCRm9INWk1bWx6ZVdaYUIzeUkifSwiZXhwIjoyMDAwLCJpYXQiOjEwMDAsImlzcyI6Imh0dHBzOi8vaXNzdWVyLmV4YW1wbGUudGVzdCIsImp0aSI6InVybjpleGFtcGxlOmdyYW50OjEiLCJuYmYiOjEwMDAsIm9wZXJhdGlvbnMiOlt7Im5hbWUiOiJyZWFkIiwic2VsZWN0b3JzIjpbeyJraW5kIjoiYWxsIn1dfV0sInYiOjF9.NaCpUf3ebKldiRpjHtKcJuvCjSVLSsmgZVWXa3Sz6Zvas3TeTEm3LqVDsUL8yc1VuakYOvFmsYxqQw8PV23uDA
	Proof: eyJhbGciOiJFZERTQSIsImp3ayI6eyJjcnYiOiJFZDI1NTE5Iiwia3R5IjoiT0tQIiwieCI6Ilcxczd5RTlmR0RNQmJtZHBxWVZ3UTFoRENYdHpPZVBVRDNmSWYxdDdGRGsifSwidHlwIjoiZHBvcCtqd3QifQ.eyJhdGgiOiJzVjhkZ1ZLcFExTHZpa1lrNmVvOEd2RGZhYkpyMWd0VlhrdkRnazdxLVpZIiwiYmFfaW52IjoiNTUwZTg0MDAtZTI5Yi00MWQ0LWE3MTYtNDQ2NjU1NDQwMDAwIiwiYmFfb3AiOiJyZWFkIiwiYmFfcmVxIjoidXYyMFBpQzh0UlFvT3k5LWVSbEJGUFFuZ3RpRFhrd19TQ2JiZ3p4akMyZyIsImh0bSI6IlBPU1QiLCJodHUiOiJodHRwczovL3Jlc291cmNlLmV4YW1wbGUudGVzdC9pbnZva2UiLCJpYXQiOjExMDAsImp0aSI6InVybjpleGFtcGxlOnByb29mOjEiLCJ2IjoxfQ.BUONibEL8cesx2D905h2CwHhL8sdtZ33sABKd7jRl27UdBOo0jpQX9UGl8VLlpEVxSFiZlhBGwNg85VBakhwAw
	Outcome: accepted — verification succeeds with redacted, non-authorizing facts

A valid consumption chain
Corpus case check-chain-valid (surface check_chain, class valid).
	Outcome: accepted — verification succeeds with redacted, non-authorizing facts

A valid anchored export
Corpus case verify-anchored-export-valid (surface verify_anchored_export, class valid).
	Outcome: accepted — verification succeeds with redacted, non-authorizing facts

A.2. Rejected examples
Rejected: malformed encoding (decode surface)
Corpus case grant-decode-invalid-encoding (surface decode_grant, class invalid_encoding).
	Compact: bad
	Outcome: rejected — the single closed error value, no other observable

Rejected: algorithm none
Corpus case grant-decode-invalid-algorithm-none (surface decode_grant, class invalid_algorithm).
	Compact: eyJhbGciOiJub25lIiwia2lkIjoiaXNzdWVyIiwidHlwIjoiYmErY2FwIn0.eyJhdWQiOlsiaHR0cHM6Ly9yZXNvdXJjZS5leGFtcGxlLnRlc3QiXSwiY25mIjp7ImprdCI6ImQ0dWNFWnd2SlRmd3hYQ040ZjJ4bUlFNVpCRm9INWk1bWx6ZVdaYUIzeUkifSwiZXhwIjoyMDAwLCJpYXQiOjEwMDAsImlzcyI6Imh0dHBzOi8vaXNzdWVyLmV4YW1wbGUudGVzdCIsImp0aSI6InVybjpleGFtcGxlOmdyYW50OjEiLCJuYmYiOjEwMDAsIm9wZXJhdGlvbnMiOlt7Im5hbWUiOiJyZWFkIiwic2VsZWN0b3JzIjpbeyJraW5kIjoiYWxsIn1dfV0sInYiOjF9.NaCpUf3ebKldiRpjHtKcJuvCjSVLSsmgZVWXa3Sz6Zvas3TeTEm3LqVDsUL8yc1VuakYOvFmsYxqQw8PV23uDA
	Outcome: rejected — the single closed error value, no other observable

Rejected: incoherent signed times
Corpus case decode-grant-invalid-encoding-times-iat-ge-exp (surface decode_grant, class invalid_encoding).
	Compact: eyJhbGciOiJFZERTQSIsImtpZCI6Imlzc3VlciIsInR5cCI6ImJhK2NhcCJ9.eyJhdWQiOlsiaHR0cHM6Ly9yZXNvdXJjZS5leGFtcGxlLnRlc3QiXSwiY25mIjp7ImprdCI6IlRySTFnOWhlcjVtek50ZHdUaFV5cXd3R2ZaVkxLZDNNTW9Xa1JZLUZuOGMifSwiZXhwIjoyMDAwLCJpYXQiOjIwMDAsImlzcyI6Imh0dHBzOi8vaXNzdWVyLmV4YW1wbGUudGVzdCIsImp0aSI6InVybjpleGFtcGxlOmdyYW50OmZpZWxkcyIsIm5iZiI6MTAwMCwib3BlcmF0aW9ucyI6W3sibmFtZSI6InJlYWQiLCJzZWxlY3RvcnMiOlt7ImtpbmQiOiJhbGwifV19XSwidiI6MX0.tsqChETJ86teYYzsBsHMhg5uxFoCwNdbUhoXWC9Zp8yBddfp8OFPnAxjwDTbgkffuO9nDhdtl5dekbT0m4UWCA
	Outcome: rejected — the single closed error value, no other observable

Rejected: duplicate audience
Corpus case decode-grant-invalid-encoding-audiences-duplicate (surface decode_grant, class invalid_encoding).
	Compact: eyJhbGciOiJFZERTQSIsImtpZCI6Imlzc3VlciIsInR5cCI6ImJhK2NhcCJ9.eyJhdWQiOlsiaHR0cHM6Ly9hLnRlc3QiLCJodHRwczovL2EudGVzdCJdLCJjbmYiOnsiamt0IjoiVHJJMWc5aGVyNW16TnRkd1RoVXlxd3dHZlpWTEtkM01Nb1drUlktRm44YyJ9LCJleHAiOjIwMDAsImlhdCI6MTAwMCwiaXNzIjoiaHR0cHM6Ly9pc3N1ZXIuZXhhbXBsZS50ZXN0IiwianRpIjoidXJuOmV4YW1wbGU6Z3JhbnQ6ZmllbGRzIiwibmJmIjoxMDAwLCJvcGVyYXRpb25zIjpbeyJuYW1lIjoicmVhZCIsInNlbGVjdG9ycyI6W3sia2luZCI6ImFsbCJ9XX1dLCJ2IjoxfQ.iyY5mBkEqFJyVSsAa0P71OZi1JqeCa17C3tAx7aVafnHBJnPtXsBGzODdd7_DHW9lV8ZrwFRYoTZdV0wgOE0DQ
	Outcome: rejected — the single closed error value, no other observable

Rejected: holder binding mismatch
Corpus case check-envelope-invalid-claim-holder-binding (surface check_envelope, class invalid_claim).
	Grant: eyJhbGciOiJFZERTQSIsImtpZCI6Imlzc3VlciIsInR5cCI6ImJhK2NhcCJ9.eyJhdWQiOlsiaHR0cHM6Ly9yZXNvdXJjZS5leGFtcGxlLnRlc3QiXSwiY25mIjp7ImprdCI6IlRySTFnOWhlcjVtek50ZHdUaFV5cXd3R2ZaVkxLZDNNTW9Xa1JZLUZuOGMifSwiZXhwIjoyMDAwLCJpYXQiOjEwMDAsImlzcyI6Imh0dHBzOi8vaXNzdWVyLmV4YW1wbGUudGVzdCIsImp0aSI6InVybjpleGFtcGxlOmdyYW50OmJpbmRpbmctYSIsIm5iZiI6MTAwMCwib3BlcmF0aW9ucyI6W3sibmFtZSI6InJlYWQiLCJzZWxlY3RvcnMiOlt7ImtpbmQiOiJhbGwifV19XSwidiI6MX0.TWfkUWpq2AwChiE35-rrkbyxgXTr8aywpRJAOX2LI7IJ2AcJ7AyBuMIbA5r90Ow8wSdXjIQIXRyJobTGCNr-Dg
	Proof: eyJhbGciOiJFZERTQSIsImp3ayI6eyJjcnYiOiJFZDI1NTE5Iiwia3R5IjoiT0tQIiwieCI6IlRMV3I5cTE1LV9XcnZNcjh3bW5ZWE5KbEh0UzRoYldHbnlRYTdmQ2x1aWsifSwidHlwIjoiZHBvcCtqd3QifQ.eyJhdGgiOiIwZ3Nqd1QtRHkzZkp1S2xGZXNFYWhjQ3YzNG91eERjcFk3aUZ3cFFhSlV3IiwiYmFfaW52IjoiNTUwZTg0MDAtZTI5Yi00MWQ0LWE3MTYtNDQ2NjU1NDQwMDAwIiwiYmFfb3AiOiJyZWFkIiwiYmFfcmVxIjoidXYyMFBpQzh0UlFvT3k5LWVSbEJGUFFuZ3RpRFhrd19TQ2JiZ3p4akMyZyIsImh0bSI6IlBPU1QiLCJodHUiOiJodHRwczovL3Jlc291cmNlLmV4YW1wbGUudGVzdC9pbnZva2UiLCJpYXQiOjExMDAsImp0aSI6InVybjpleGFtcGxlOnByb29mOmJpbmRpbmctd3JvbmctaG9sZGVyIiwidiI6MX0.-6-8UsOBgxTXbprpywP1kyPyhARQMyCgSAMb4iFj_9ZEyfVhxa-7iXNeY2eWeFyl_x_sRLmBmwgtBQt8-CNjCg
	Outcome: rejected — the single closed error value, no other observable

Rejected: selector-disallowed arguments
Corpus case check-envelope-invalid-selector (surface check_envelope, class invalid_selector).
	Grant: eyJhbGciOiJFZERTQSIsImtpZCI6Imlzc3VlciIsInR5cCI6ImJhK2NhcCJ9.eyJhdWQiOlsiaHR0cHM6Ly9yZXNvdXJjZS5leGFtcGxlLnRlc3QiXSwiY25mIjp7ImprdCI6IlRySTFnOWhlcjVtek50ZHdUaFV5cXd3R2ZaVkxLZDNNTW9Xa1JZLUZuOGMifSwiZXhwIjoyMDAwLCJpYXQiOjEwMDAsImlzcyI6Imh0dHBzOi8vaXNzdWVyLmV4YW1wbGUudGVzdCIsImp0aSI6InVybjpleGFtcGxlOmdyYW50OnNlbGVjdG9yLTEiLCJuYmYiOjEwMDAsIm9wZXJhdGlvbnMiOlt7Im5hbWUiOiJyZWFkIiwic2VsZWN0b3JzIjpbeyJraW5kIjoiZXF1YWxzIiwicGF0aCI6WyJyZWNvcmQiLCJpZCJdLCJ2YWx1ZSI6InJlYy0xIn1dfV0sInYiOjF9.RhKhp0dsUxk_YOZyRjTJlnkVNVoOJdeW6bFTLDP3Z3IZaTScAVSdC9jvU0kx2EXJi3O2tFLlqBV6uP3kCAfvCQ
	Proof: eyJhbGciOiJFZERTQSIsImp3ayI6eyJjcnYiOiJFZDI1NTE5Iiwia3R5IjoiT0tQIiwieCI6ImRDSzVpSFdZQm80eXhFU0tsSnJiS1EwUFRqVzU0QnNPNWZHaDVnRC1KblEifSwidHlwIjoiZHBvcCtqd3QifQ.eyJhdGgiOiJldnl3ZGx0Q2FGSDFPVTRaN0M0bGVENGJma3FOVkF2SWlYVmhrWXRTX0RZIiwiYmFfaW52IjoiNTUwZTg0MDAtZTI5Yi00MWQ0LWE3MTYtNDQ2NjU1NDQwMDAwIiwiYmFfb3AiOiJyZWFkIiwiYmFfcmVxIjoiSXVRSXhZOHZ6Ny03MkhjMlQ0b2JBZ0l6Sm5GRk1sQjJDTGlnYmhWZHpDUSIsImh0bSI6IlBPU1QiLCJodHUiOiJodHRwczovL3Jlc291cmNlLmV4YW1wbGUudGVzdC9pbnZva2UiLCJpYXQiOjExMDAsImp0aSI6InVybjpleGFtcGxlOnByb29mOnNlbGVjdG9yLXJlamVjdCIsInYiOjF9.QxlsuJEJIw6DUTVxqTIvS8IFMloBHgoCectZ0CSaiq0cRmgHK2HjrVQLvBPipD9IOClS81Lf9nIW6y0Ynl0iBg
	Outcome: rejected — the single closed error value, no other observable

Rejected: missing required nonce
Corpus case check-envelope-invalid-nonce-required (surface check_envelope, class invalid_nonce).
	Grant: eyJhbGciOiJFZERTQSIsImtpZCI6Imlzc3VlciIsInR5cCI6ImJhK2NhcCJ9.eyJhdWQiOlsiaHR0cHM6Ly9yZXNvdXJjZS5leGFtcGxlLnRlc3QiXSwiY25mIjp7ImprdCI6ImQ0dWNFWnd2SlRmd3hYQ040ZjJ4bUlFNVpCRm9INWk1bWx6ZVdaYUIzeUkifSwiZXhwIjoyMDAwLCJpYXQiOjEwMDAsImlzcyI6Imh0dHBzOi8vaXNzdWVyLmV4YW1wbGUudGVzdCIsImp0aSI6InVybjpleGFtcGxlOmdyYW50OjEiLCJuYmYiOjEwMDAsIm9wZXJhdGlvbnMiOlt7Im5hbWUiOiJyZWFkIiwic2VsZWN0b3JzIjpbeyJraW5kIjoiYWxsIn1dfV0sInYiOjF9.NaCpUf3ebKldiRpjHtKcJuvCjSVLSsmgZVWXa3Sz6Zvas3TeTEm3LqVDsUL8yc1VuakYOvFmsYxqQw8PV23uDA
	Proof: eyJhbGciOiJFZERTQSIsImp3ayI6eyJjcnYiOiJFZDI1NTE5Iiwia3R5IjoiT0tQIiwieCI6Ilcxczd5RTlmR0RNQmJtZHBxWVZ3UTFoRENYdHpPZVBVRDNmSWYxdDdGRGsifSwidHlwIjoiZHBvcCtqd3QifQ.eyJhdGgiOiJzVjhkZ1ZLcFExTHZpa1lrNmVvOEd2RGZhYkpyMWd0VlhrdkRnazdxLVpZIiwiYmFfaW52IjoiNTUwZTg0MDAtZTI5Yi00MWQ0LWE3MTYtNDQ2NjU1NDQwMDAwIiwiYmFfb3AiOiJyZWFkIiwiYmFfcmVxIjoidXYyMFBpQzh0UlFvT3k5LWVSbEJGUFFuZ3RpRFhrd19TQ2JiZ3p4akMyZyIsImh0bSI6IlBPU1QiLCJodHUiOiJodHRwczovL3Jlc291cmNlLmV4YW1wbGUudGVzdC9pbnZva2UiLCJpYXQiOjExMDAsImp0aSI6InVybjpleGFtcGxlOnByb29mOjEiLCJ2IjoxfQ.BUONibEL8cesx2D905h2CwHhL8sdtZ33sABKd7jRl27UdBOo0jpQX9UGl8VLlpEVxSFiZlhBGwNg85VBakhwAw
	Outcome: rejected — the single closed error value, no other observable
<!-- examples:end -->

Appendix B. CDDL representation (informative)
An informative CDDL summary of the wire objects is published alongside this specification. It
is NOT a machine-checked authority: the structural authority is the set of JSON Schemas and
the conformance corpus (Appendix C). CDDL cannot express several closed-profile invariants
(duplicate-name rejection at byte level, exact canonical encodings, raw lexeme bounds).
Appendix C. Reference mappings (informative)
The tagged algebra binds to the reference implementation's values as follows (the same
tagged-value notation the typed projection in § 7 uses):
	JSON	Elixir value
	null	:null
	boolean	{:boolean, boolean}
	integer	{:integer, integer}
	non-integer number	{:float, finite_float}
	string	{:string, UTF-8_binary}
	array	{:array, [value]}
	object	{:object, [{UTF-8_binary, value}]}

The frozen reference implementation of this profile is the bounded_authority_protocol
package. Its public v1 façade is the following locked API surface (enforced by the package's
architecture gate; listed here informatively):
untrusted_key_locator(binary(), Bounds.t() | map())
grant_signing_input(Grant.t(), Bounds.t() | map())
proof_signing_input(Proof.t(), Bounds.t() | map())
assemble_compact(SigningInput.t(), binary())
assemble_compact(SigningInput.t(), binary(), Bounds.t() | map())
decode_grant(binary(), Bounds.t() | map())
decode_proof(binary(), Bounds.t() | map())
verify_grant(binary(), TrustedIssuer.t(), ExpectedGrant.t())
check_envelope(Credentials.t(), ExpectedRequest.t())
request_digest(binary(), Json.value(), Bounds.t() | map())
encode_consumption_entry(ConsumptionEntry.t(), Bounds.t() | map())
check_chain(ChainInput.t(), ExpectedChain.t())
boundary_anchor_signing_input(BoundaryAnchor.t(), Bounds.t() | map())
key_transition_signing_input(KeyTransition.t(), Bounds.t() | map())
encode_anchored_export(AnchoredExportInput.t(), ExpectedExport.t())
verify_historical_anchor(binary(), HistoricalPublicKey.t(), ExpectedAnchor.t())
verify_key_transition(binary(), HistoricalPublicKey.t(), HistoricalPublicKey.t(),
  ExpectedKeyTransition.t())
verify_anchored_export(ArchivedObject.t(), HistoricalKeyChain.t(),
  ExpectedAnchoredExport.t())
The untrusted key locator returns exactly:
{:ok, %BoundedAuthorityProtocol.V1.KeyLocator{kid: kid, trust: :not_evaluated}}
The Elixir bindings map the tagged algebra as: :null, {:boolean, b}, {:integer, n}, {:float, f},
{:string, s}, {:array, [value]}, {:object, [{name, value}]}; the closed error value is
{:error, :invalid}. The strict Ed25519 rule of § 14.1 is exposed as
BoundedAuthorityProtocol.Ed25519 (verify_strict/3, acceptable_public_key?/1, and
torsion_free?/1). Companion artifacts: the conformance corpus (283 cases over 28 surfaces,
certified index digest and monotone revision integer in its revision.json sidecar), the additive
strict-Ed25519 corpus (2,410 cases, § 14.1), the
structural JSON Schemas (Draft 2020-12), the requirement-to-conformance map (REQ1-* to corpus
cells), the registries document, and the standards-track charter. The corpus is the
machine-checked oracle; requirement identifiers and their evidence cells are enumerated in
Appendix D.
Appendix D. Requirement inventory (informative)
Every REQ1-* identifier used in this document is defined exactly once in the
requirement-to-conformance map, together with its conformance evidence cells; the inventory is
published there and drift-gated against this document by the spec-facts machinery. This
appendix intentionally carries no second copy: a duplicated inventory is a drift surface, not
documentation.


  

    Bounded Authority Protocol v2 Wire Profile

Document revision: rev 3 (2026-11-09: erratum 6; rev 2, 2026-10-12: erratum 2; errata 3 and 5
amend revision 2 in place; see the errata registry). Status: normative.
Contract-major 2, suite BAP2-Ed25519-SHA256. This profile was activated under the
successor-major charter;
the selector mechanism it adds, the inclusive range kinds lte and gte, is specified in full in
§4.
The v2 profile is a complete closed wire profile parallel to the frozen v1 profile
(bap-v1.md). Conformance language, the abstract data model, JSON decoding and
canonical serialization, base64url, protected headers, claims, URI normalization, signing and
digest inputs, the consumption chain and anchored export, the public verification contract, hard
maxima, the untrusted key locator, typ values, and security/privacy considerations are
INCORPORATED FROM v1 BY REFERENCE with the substitutions of §2 — every such section is normative
for v2 exactly as for v1, with the named constants replaced. No section of the v1 profile is
optional, open, or best-effort in v2. Sections 3–6 state the v2-specific normative rules in
full, including the selector algebra with the two range kinds. Section 7 states the strict
Ed25519 verification rule that revision 2 adds for v2.
1. Suite identity and major detection
The v2 profile's suite is BAP2-Ed25519-SHA256: EdDSA over Ed25519, SHA-256 digests, RFC 8785
JCS canonical bytes, and the BAP2-* domain separators — the same closed posture and algorithms
as BAP1-Ed25519-SHA256 under the major-bound naming scheme BAP<contract-major>-<signature>-<digest>.
Every v2 artifact declares its contract-major mechanically: the payload v claim is exactly
integer 2, the protected typ header carries the same closed values as v1, and the domain
separators are version-bound. A conforming v2 verifier detects the profile of any artifact from
its bytes alone.
Cross-major rules (REQ2-CORE-cross-major-reject): a v2 verifier rejects every artifact whose
payload v is not exactly 2 — including all v1 artifacts — with the single closed error; the
v1 profile rejects all v2 bytes symmetrically. There is no cross-major fallback, downgrade, or
best-effort parsing in either direction. A holder presents artifacts of one major end-to-end: a
v2 proof MUST pair with a v2 grant (REQ2-EVO-proof-major-equals-grant); mixed-major
credentials are invalid by construction (REQ2-EVO-mixed-major-invalid).
2. Substitutions incorporated from v1
For every v1 section not restated below, the normative v2 text is the v1 text with exactly
these substitutions (REQ2-CORE-v1-incorporation):
	v1 constant	v2 constant
	v claim value 1 (grant, proof, boundary anchor, key transition, chain row, export header) — grants and proofs MUST carry exactly integer 2 (REQ2-CLAIM-v, REQ2-CLAIM-proof-v); anchors, transitions, rows, and the export header inherit the same substitution	2
	request-digest prefix BAP1-REQUEST\0	BAP2-REQUEST\0 (REQ2-SIGNING-digest-prefix)
	chain-row domain BAP1-CHAIN\0	BAP2-CHAIN\0
	archive prefix BAP1-ARCHIVE\0EXPORT\0	BAP2-ARCHIVE\0EXPORT\0
	suite name BAP1-Ed25519-SHA256	BAP2-Ed25519-SHA256
	selector kind set {all, equals, one_of}	{all, equals, one_of, lte, gte} (§4)
	facts and decoded-struct version field 1	2

All bounds, key widths, claim member sets, header member sets, typ values (ba+cap,
dpop+jwt, ba+chain-anchor, ba+key-transition), and requirement cross-references to the
shared verification semantics are unchanged. The local-loopback application proof profile
(bap-application-proof/local-loopback-http/v1) is bound to contract-major 1; it pairs with no
v2 grant, and the v2 façade exposes no loopback functions.
3. Hard maxima
The v2 profile inherits every v1 bound unchanged (REQ2-BOUNDS-inherited): the range-selector
design review found that a range comparison consumes two decoder-bounded numbers and produces a boolean
— it derives no new magnitude, so no new Bounds member is required. The complete bound set is
the v1 §17 table, including the selector maxima restated in §5 below.
4. Selector algebra
Selectors are closed ordered objects with exactly one of three recognized member sets:
{kind}, {kind,path,value}, or {kind,path,values} … the member-set discipline is v1 §12
verbatim (REQ2-SELECTOR-closed-set), with the kind selecting among FIVE kinds:
	Kind	Recognized members and interpretation
	all	Any recognized member set; path, value, and values are inert when present
	equals	Exactly {kind: "equals", path: path, value: JSON_value}
	one-of	Exactly {kind: "one_of", path: path, values: non_empty_JSON_array}
	lte	Exactly {kind: "lte", path: path, value: numeric_bound} — the value at path must be same-tag numeric and numerically ≤ bound (inclusive)
	gte	Exactly {kind: "gte", path: path, value: numeric_bound} — the value at path must be same-tag numeric and numerically ≥ bound (inclusive)

Range-kind rules (REQ2-SELECTOR-range-same-tag, REQ2-SELECTOR-range-inclusive,
REQ2-SELECTOR-range-numeric):
	Both operands — the traversed value at path and the bound in value — MUST carry the same
numeric tag: both integer-tagged or both float-tagged. A cross-tag pair does not match; it
fails closed exactly as equals never collapses tags. This extends the v1
no-tag-collapse invariant from identity to ordering.
	Comparison is by numeric value on the closed numeric domain the bounded decoder admits
(integers and floats within ±9007199254740991). Under IEEE 754 numeric comparison −0.0 = 0.0;
because RFC 8785 serializes both as 0 (the ECMAScript Number::toString rule), signed zero
distinguishes no authority in either the comparison or the canonical bytes, and a JCS-produced
zero operand re-derives from the wire with the integer tag. A float-tagged zero bound carried by
non-JCS bytes stays valid and compares numerically (REQ2-SELECTOR-range-signed-zero).
	By the same serialization rule, an integral-valued float bound (e.g. 10.0) canonicalizes to
10 and decodes back integer-tagged: float-tagged bounds are wire-distinguishable only when
non-integral. Issuers therefore express integer bounds as integers; the tag carries the
operand domain, not a unit. The grant producer refuses a float-tagged integral bound
(REQ2-SIGNING-integral-float-selector, below).
	Non-numeric operands fail closed: a string, boolean, null, array, or object value at
the path never satisfies a range selector, and a non-numeric value member makes the whole
grant {:error, :invalid} at decode (REQ2-SELECTOR-range-numeric). A missing path
member fails closed exactly as for equals/one_of
(REQ2-SELECTOR-range-path-required).
	An interval is the CONJUNCTIVE COMPOSITION of two one-sided selectors on the same path
({gte, path, lo} + {lte, path, hi}), exactly as any other conjunction composes. There is
no compound range kind. Crossed endpoints (lo > hi) are not a special error: the
conjunction is unsatisfiable and never matches (REQ2-SELECTOR-range-interval).
	Strict kinds (lt, gt) do not exist and are excluded permanently
(REQ2-SELECTOR-no-strict-kinds): on integers a strict bound is derivable (amount < 100 ≡
amount ≤ 99), and no authority-named mandate requires a strict float bound.

Path discipline is identical to equals/one_of (REQ2-SELECTOR-path-shape): 1–32
object-member names, 1–128 UTF-8 bytes each, object traversal only, never array indexing. An
operation carries 1–64 selectors unchanged (REQ2-SELECTOR-count). Selector matching is
verdict-internal: the standalone grant verification checks signature, issuer, audience, and
times only, and never evaluates selectors (REQ2-SELECTOR-verdict-internal). Facts are
unchanged — a range bound is a payload magnitude read from the decoded grant of the same
verified bytes, never a fact, and no selector grants business authorization
(REQ2-SELECTOR-not-authorization).
Issuer guidance (informative). A range selector compares numbers only. When an argument's meaning
depends on a unit carried in another member (a currency code, a scale, or a decimal exponent), the
issuer pairs each range selector with an equals selector on that unit member; without that
conjunct, a bound of 25000 authorizes 25000 in any unit. Because paths never index arrays, a bound
cannot reach each element of a list; issuers shape arguments so that every bounded value is an
object member.
Attenuation (when a successor major activates delegation) composes conjunctively over selector
tuples and never inspects kind; the new kinds are new tuple inhabitants of the existing algebra,
and a child that adds a cross-tag conjunct produces an unsatisfiable conjunction — fail closed,
never a widening (REQ2-SELECTOR-attenuation-unchanged).
Erratum 6 binds the selector float-zero rule of bap-v1.md § 12 to this
profile: grant decode rejects an equals value or one_of member that contains a float-tagged
zero at any depth (REQ2-SELECTOR-float-zero); range bounds are unaffected. The grant producer
refuses a float-tagged integral number in any selector value, the lte/gte bounds included
(REQ2-SIGNING-integral-float-selector). The v2 cases carry major: 2 in the additive
bap-selector-float-zero/1 corpus (priv/conformance/selector-float-zero).
5. Requirement identifiers
The v2 profile carries its own REQ2-* range under the stable requirement-identifier
scheme of bap-v1.md; REQ1-* ids remain bound to
the v1 profile and never apply to v2 behavior. The v2 MUST-to-cell traceability lives in the
requirement map § v2.
6. Conformance corpus
The v2 conformance corpus is a certified artifact with its own identity
(priv/conformance/v2/corpus, 268 cases across the 28 surfaces, 16 classes, revision 1). Its
certified index SHA-256 is pinned in the verifier CLI and every SDK runner exactly as the v1
corpus is; a runner fails closed unless the loaded corpus is that exact certified snapshot.
Version-neutral primitive surfaces (JSON/JCS/base64url/JWK/URI/bounds)
execute the same shared implementations the v1 corpus certifies, and their cases are carried
into the v2 corpus byte-for-byte; the profile-bound surfaces carry v2-minted fixtures, the full
range-selector applicability classes, and cross-major rejection vectors. Signed fixtures were
minted with ephemeral in-memory Ed25519 keys; no private material is tracked
(REQ2-CORPUS-certified-identity).
The selector float-zero rule of erratum 6 is certified by the additive bap-selector-float-zero/1
corpus (priv/conformance/selector-float-zero, revision 1), whose index SHA-256
97fd7a99cdbf3acc0a78f5ba1c6556e23a63e0ad66f533e31fd69f82dc5f3003 is pinned beside this corpus's. No verdict of this
corpus changes.
7. Strict Ed25519 verification
Revision 2 incorporates erratum 2, the strict Ed25519 verification soundness repair
(errata registry, entry 2). Every Ed25519 signature a v2
verifier checks is verified under the strict rule of bap-v1.md § 14.1,
with these v2 requirement identifiers:
	A and R MUST be canonical point encodings (REQ2-SIGNING-ed25519-canonical-point).
	A and R MUST NOT be of small order (REQ2-SIGNING-ed25519-small-order-reject).
	The scalar S MUST be less than the group order L (REQ2-SIGNING-ed25519-scalar-range).
	The verification equation MUST be the cofactorless one, compared byte for byte
(REQ2-SIGNING-ed25519-cofactorless).
	A public key entering any v2 verification input or producer MUST be 32 bytes, canonical, not of
small order, and on the curve (REQ2-KEY-ed25519-acceptable).

The first three checks run before any backend call; any failure returns the single closed error.
The host torsion-free requirement of bap-v1.md § 14.1 applies to keys
used with v2 artifacts unchanged. The cases live in the additive strict-Ed25519 corpus
(priv/conformance/strict-ed25519, profile bap-strict-ed25519/1, revision 1, certified index
SHA-256 732117dfe1881b553998126a9524a95bfb1171257e388d5430a0a099f2287cb9), whose v2 cases carry
major: 2. The v2 corpus above, its index, and its verdicts are unchanged.
Erratum 3 binds the producer-surface rule of bap-v1.md § 16, which
this profile incorporates through §2: v2 compact assembly and anchored-export encoding MUST refuse
a signature that fails the keyless part of rule S1 (R canonical and not of small order,
S < L) with the closed error value, and MUST emit accepted signature bytes unchanged
(REQ2-SIGNING-ed25519-producer-canonical). The v2 cases carry major: 2 in the additive
bap-producer-canonicality/1 corpus (priv/conformance/producer-canonicality).


  

    Bounded Authority Protocol v3 Wire Profile

Document revision: rev 2 (2026-11-09: erratum 6; rev 1, 2026-09-21; errata 3 and 5 amend revision
1 in place; see the errata registry). Status: normative. Contract-major 3,
suite BAP3-ES256-SHA256. This profile was activated under the
successor-major charter; the signature-suite bridge
it realizes is specified by the AP2 interop profile §3.
The v3 profile is a complete closed wire profile parallel to the frozen v1
(bap-v1.md) and v2 (bap-v2.md) profiles. Conformance language, the
abstract data model, JSON decoding and canonical serialization, base64url, protected-header and
claim closed sets, URI normalization, signing and digest inputs, the consumption chain and
anchored export, the public verification contract, the untrusted key locator, typ values, and
security/privacy considerations are INCORPORATED FROM v1 BY REFERENCE with the substitutions of
§2; the selector algebra is INCORPORATED FROM v2 BY REFERENCE (§4). No section of either
incorporated profile is optional, open, or best-effort in v3. Sections 3–7 state the
v3-specific normative rules in full, including the ES256 signature suite.
1. Suite identity and major detection
The v3 profile's suite is BAP3-ES256-SHA256: ECDSA over the NIST P-256 curve with SHA-256
(ES256, RFC 7518 §3.4), SHA-256 digests, RFC 8785 JCS canonical bytes, and the BAP3-*
domain separators — under the major-bound naming scheme BAP<contract-major>-<signature>-<digest>
(see the registries) with the signature family changed from EdDSA/Ed25519 to ECDSA/P-256.
Every v3 artifact declares its contract-major mechanically: the payload v claim is exactly
integer 3, the protected typ header carries the same closed values as v1, the protected
alg header is exactly ES256, and the domain separators are version-bound. A conforming v3
verifier detects the profile of any artifact from its bytes alone.
Cross-major rules (REQ3-CORE-cross-major-reject): a v3 verifier rejects every artifact whose
payload v is not exactly 3 — including all v1 and v2 artifacts — with the single closed
error; the v1 and v2 profiles reject v3 bytes symmetrically through their closed v checks.
There is no cross-major fallback, downgrade, or best-effort parsing in any direction. A holder
presents artifacts of one major end-to-end: a v3 proof MUST pair with a v3 grant
(REQ3-EVO-proof-major-equals-grant); mixed-major credentials are invalid by construction
(REQ3-EVO-mixed-major-invalid). Cross-suite evidence rules for prior-major artifacts remain
the reserved ba+suite-attestation mechanism of the suite-succession design; this profile
activates none of it.
2. Substitutions incorporated from v1
For every v1 section not restated below, the normative v3 text is the v1 text with exactly
these substitutions (REQ3-CORE-v1-incorporation):
	v1 constant	v3 constant
	v claim value 1 (grant, proof, boundary anchor, key transition, chain row, export header) — grants and proofs MUST carry exactly integer 3 (REQ3-CLAIM-v, REQ3-CLAIM-proof-v); anchors, transitions, rows, and the export header inherit the same substitution	3
	request-digest prefix BAP1-REQUEST\0	BAP3-REQUEST\0 (REQ3-SIGNING-digest-prefix)
	chain-row domain BAP1-CHAIN\0	BAP3-CHAIN\0
	archive prefix BAP1-ARCHIVE\0EXPORT\0	BAP3-ARCHIVE\0EXPORT\0
	suite name BAP1-Ed25519-SHA256	BAP3-ES256-SHA256
	protected alg "EdDSA" (grant, proof, boundary anchor, key transition)	"ES256" (REQ3-HEADER-alg)
	proof JWK {crv: "Ed25519", kty: "OKP", x} and its thumbprint preimage	the EC JWK and preimage of §3
	selector kind set	{all, equals, one_of, lte, gte} — incorporated from v2 (§4)
	facts and decoded-struct version field 1	3
	normative references RFC 8032/8037 (EdDSA)	RFC 7518 §3.4/§6.2.1 (ES256, EC JWK parameters); SEC 1 v2 (uncompressed EC point form, as profiled by RFC 5480 §2.2)

All bounds, claim member sets, header member sets, typ values (ba+cap, dpop+jwt,
ba+chain-anchor, ba+key-transition), and requirement cross-references to the shared
verification semantics are unchanged except where §3 restates the suite's fixed widths. The
local-loopback application proof profile (bap-application-proof/local-loopback-http/v1) is
bound to contract-major 1; it pairs with no v3 grant, and the v3 façade exposes no loopback
functions.
3. The ES256 signature suite
3.1 Keys and the proof JWK
The suite's keys are NIST P-256 (secp256r1, prime256v1) key pairs. The wire form of a
public key is the JWK; the raw-byte form used where v1 uses "the raw 32-byte Ed25519 public
key" (caller-supplied issuer and historical keys, and the decoded holder key) is the
uncompressed SEC1 point — exactly 65 bytes, 0x04 || x || y (REQ3-KEY-uncompressed-sec1).
Compressed points are invalid in this form.
The proof JWK is exactly {crv: "P-256", kty: "EC", x: X, y: Y} in any member order
(REQ3-HEADER-proof-jwk), where X and Y are canonical unpadded base64url of exactly 32
bytes each — the fixed-width unsigned big-endian coordinate spelling of RFC 7518 §6.2.1.2 (x) and §6.2.1.3 (y). Every
additional member, including private d, is invalid (REQ3-HEADER-no-private-jwk). The
decoded coordinates MUST each be less than the field prime p and MUST form a point on the
curve (REQ3-KEY-point-on-curve); this check is pure arithmetic in the profile (it precedes
the crypto backend, whose off-curve behavior is backend-specific and never load-bearing).
Issuer-key and holder-key fingerprinting (cnf.jkt and the facts fingerprint) use the RFC 7638
thumbprint over exactly:
{"crv":"P-256","kty":"EC","x":"<canonical-X>","y":"<canonical-Y>"}
(REQ3-HEADER-thumbprint) — the required EC members in lexicographic order; the thumbprint is
unpadded base64url SHA-256 of those UTF-8 bytes, and verified facts carry the raw 32-byte
digest (REQ3-HEADER-digest-width, incorporated). BAP cnf.jkt and AP2 cnf.jwk are two
spellings of one key identity (the AP2 interop profile §3 bridge).
3.2 Signatures
The wire signature is the RFC 7518 §3.4 raw form: exactly 64 bytes, r || s, two fixed-width
32-byte unsigned big-endian integers (REQ3-SIGNING-raw-rs). DER is never a v3 wire spelling.
The verifier rejects, as invalid encodings before any backend call (REQ3-SIGNING-range):
	r = 0 or s = 0;
	r ≥ n or s ≥ n, where n is the P-256 group order;
	s > n/2 — the HIGH-S half (low-S required, REQ3-SIGNING-low-s).

Low-S makes each signature non-malleable: for a valid ECDSA signature (r, s), the
counterpart (r, n − s) also satisfies the verification equation, so a third party observing a
valid signature could otherwise re-spell it into a second, differently-hashing, still-valid
encoding; only the low-S rule admits one of the two. ECDSA signs with a per-signature nonce, so
the same key and message admit many independently generated valid low-S signatures — the rule
selects one encoding per signature, not one signature per message. Producers MUST normalize
(s ← n − s when high), one conditional subtraction, before the signature leaves the signer.
Normalization is the signer's duty: the party that receives the signature from the external
signer (HSM or KMS) applies it. The profile's producer surfaces do not normalize; they refuse.
Compact assembly (assemble_compact) and anchored-export encoding (encode_anchored_export)
MUST return exactly the profile's closed error value when any signature they frame fails the
range or low-S rule above, and MUST emit every accepted signature's bytes unchanged
(REQ3-SIGNING-producer-canonical; erratum 3). These surfaces hold no key and verify no
signature, so a signature they accept can still fail verification. Decode does not apply the
range or low-S rule: a decoded compact is not a verified one. A backend rejection OR exception (an off-curve point, a backend that raises)
returns exactly the profile's closed error value (REQ3-SIGNING-backend-reject, incorporated
from REQ1-SIGNING-backend-reject).
Verification order follows the v1 bounds-ordering discipline (REQ3-BOUNDS-ordering,
incorporated): segment and canonical-base64url checks; JWK member-set, width, < p, and
on-curve checks; signature width and integer-range checks; then the backend verification over
the exact RFC 7515 signing input.
3.3 Protected headers
The protected headers bind the suite via alg: "ES256"; the member sets are v1's exactly:
	Compact value	Members
	grant	alg: "ES256", typ: "ba+cap", kid: key_identifier
	proof	alg: "ES256", typ: "dpop+jwt", jwk: public_EC_JWK

crit, b64, embedded grant keys, unknown algorithms, and every unlisted member are invalid
(REQ3-HEADER-closed-set, incorporated). Grant kid keeps the v1 byte discipline
(REQ1-HEADER-kid-bytes incorporated) and remains an untrusted hint. The boundary-anchor and
key-transition headers substitute alg: "ES256" into the v1 forms verbatim.
4. Selector algebra
The v3 selector algebra is the v2 algebra unchanged: the closed member-set discipline with the
FIVE kinds — the three v1 kinds all, equals, one_of plus the two range kinds lte, gte
that contract-major 2 activated — the same-tag/inclusive range rules, the
interval conjunction, and the v2 path/count/verdict-internal rules
(REQ2-SELECTOR-* semantics incorporated; v3 carries them as REQ3-SELECTOR-*). See
bap-v2.md §4. Attenuation posture and the no-strict-kinds exclusion carry over
unchanged.
Erratum 6 carries the selector float-zero rule over with the algebra: grant decode rejects an
equals value or one_of member that contains a float-tagged zero at any depth
(REQ3-SELECTOR-float-zero), range bounds compare numerically with −0.0 = 0.0
(REQ3-SELECTOR-range-signed-zero), and the grant producer refuses a float-tagged integral
number in any selector value, range bounds included (REQ3-SIGNING-integral-float-selector).
5. Hard maxima
Every v1 bound carries over (REQ3-BOUNDS-inherited) except the suite fixed widths, restated
for this suite as immutable cryptographic constants (REQ3-BOUNDS-fixed-widths):
	Suite constant	Bytes
	P-256 coordinate (x, y)	32 each
	raw public key (uncompressed SEC1)	65
	signature (r || s)	64
	SHA-256 digest	32

No new magnitude arises: ECDSA verification consumes two range-checked 32-byte integers, a
65-byte point, and the bounded signing input (the contract-major 3 bounds review). Callers tighten
ceilings exactly as in v1; the fixed widths cannot be tightened or widened.
6. Requirement identifiers
The v3 profile carries its own REQ3-* range under the stable requirement-identifier
scheme of bap-v1.md; REQ1-* and REQ2-* ids
remain bound to the v1 and v2 profiles and never apply to v3 behavior. The v3 MUST-to-cell
traceability lives in the requirement map § v3.
7. Conformance corpus
The v3 conformance corpus is a certified artifact with its own identity
(priv/conformance/v3/corpus, revision 1). Its certified index SHA-256 is pinned in the
verifier CLI and every SDK runner exactly as the v1 and v2 corpora are; a runner fails closed unless the loaded corpus is that
exact certified snapshot.
Version-neutral primitive surfaces execute the same shared implementations the v1 corpus
certifies, and their cases are carried into the v3 corpus byte-for-byte; the profile-bound
surfaces carry v3-minted fixtures — every applicability cell v1 populates is populated in v3,
and the full range-selector class matrix of bap-v2.md §4's activation corpus
carries over (v1 populates no lte/gte cell, and the SDKs' only normative evidence for the
range kinds is this corpus) — plus the suite matrices (signature canonicality: tampered r, tampered s, high-s, zero
r/s, r ≥ n, s ≥ n; key encodings: wrong crv/kty, non-canonical or wrong-width
coordinates, extra JWK member, off-curve point; thumbprint over the wrong member set) and the
cross-major rejections (v1 and v2 artifact bytes under v3 verification). Signed fixtures were
minted with ephemeral in-memory P-256 keys; no private material is tracked
(REQ3-CORPUS-certified-identity).
Producer-surface signature canonicality is certified by the additive bap-producer-canonicality/1
corpus (priv/conformance/producer-canonicality, revision 1, erratum 3), whose index SHA-256
99ee6fbbf32758b03d4630647f721d8d4e349f0628d860493d667fe6e762c601 is pinned beside this
corpus's. No verdict of this corpus changes.
The selector float-zero rule (erratum 6) is certified by the additive bap-selector-float-zero/1
corpus (priv/conformance/selector-float-zero, revision 1), whose index SHA-256
97fd7a99cdbf3acc0a78f5ba1c6556e23a63e0ad66f533e31fd69f82dc5f3003 is pinned beside this corpus's. No verdict of this
corpus changes.
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Document status: normative for application proof profile
bap-application-proof/local-loopback-http/1. Document revision: rev 2 (erratum 2; erratum 3 amends revision 2 in place; see the
errata registry). This document composes with
the contract-major 1 grant and common proof mechanics in BAP v1; it does not change that
profile's dpop+jwt proof contract or verdicts.
The key words MUST, MUST NOT, REQUIRED, SHALL, SHALL NOT, SHOULD, SHOULD
NOT, RECOMMENDED, NOT RECOMMENDED, MAY, and OPTIONAL are to be interpreted as
described in BCP 14 when, and only when, they appear in all capitals.
1. Scope and profile identity
This profile defines a holder proof for direct HTTP requests to exact literal loopback endpoints.
It binds a contract-major 1 ba+cap grant and reuses the BAP1 proof claim names, bounds, Ed25519 JWS,
holder-key thumbprint, grant digest, request digest, temporal checks, selector checks, and redacted
facts contract (REQ-LLH1-CORE-compose-v1).
Both Ed25519 signatures an envelope carries, the grant's and the holder proof's, MUST verify under
the strict Ed25519 rule of BAP v1 § 14.1
(REQ1-SIGNING-ed25519-canonical-point, REQ1-SIGNING-ed25519-small-order-reject,
REQ1-SIGNING-ed25519-scalar-range, REQ1-SIGNING-ed25519-cofactorless). The holder JWK and the trusted issuer key MUST pass key
acceptance (REQ1-KEY-ed25519-acceptable); a failure returns the single closed error. Revision 2
adds this statement (erratum 2); the profile corpus and its
verdicts are unchanged, and the cases live in the additive strict-Ed25519 corpus.
The profile identity is bap-application-proof/local-loopback-http/1. A conforming proof MUST carry
protected typ: "ba+loopback-proof" (REQ-LLH1-CORE-profile-identity). A standard BAP1
dpop+jwt verifier MUST reject this typ, and this profile MUST reject dpop+jwt
(REQ-LLH1-CORE-cross-profile-reject).
Profile selection is trusted caller code expressed through a separately named public API. It MUST
NOT be inferred from a proof, URI, request header, forwarded metadata, environment value, bounds
map, or failed verification, and a verifier MUST NOT retry another profile after failure
(REQ-LLH1-CORE-no-inference-fallback).
2. Protected header and proof claims
The protected header has exactly these members:
	Member	Required value
	alg	EdDSA
	typ	ba+loopback-proof
	jwk	public Ed25519 OKP JWK under the BAP1 rules

Every unlisted member or value is invalid (REQ-LLH1-HEADER-closed-set). The header is protected by
the JWS signature; altering typ or any other protected byte invalidates the proof
(REQ-LLH1-HEADER-signed-identity).
The proof payload uses exactly the BAP1 proof members v, jti, htm, htu, iat, nonce,
ba_inv, ba_op, ath, and ba_req. Every member is required, including nonce; no other member
is accepted (REQ-LLH1-CLAIM-closed-required). v MUST be the integer 1, and the bound grant MUST
be contract-major 1 (REQ-LLH1-CLAIM-grant-major).
nonce MUST be a non-empty valid UTF-8 string within the BAP1 nonce bound. Envelope verification
MUST receive {:required, expected_nonce} or its language-binding equivalent and MUST compare the
proof nonce exactly (REQ-LLH1-CLAIM-nonce-required). Not-required nonce mode is invalid for this
profile.
All other claim validation and the ath, ba_req, time, method, invocation, operation, selector,
holder, issuer, audience, and signature bindings are exactly the BAP1 rules
(REQ-LLH1-CLAIM-v1-bindings).
3. Target URI
The htu value MUST be a canonical ASCII hierarchical URI under this section
(REQ-LLH1-URI-canonical). Producers MUST reject a target that is not already equal to its canonical
form; decoders and envelope verifiers MUST reject a proof whose encoded htu is not canonical
(REQ-LLH1-URI-pre-normalized).
3.1 Admitted scheme and authority
The scheme MUST be http, compared ASCII case-insensitively on normalization and emitted lowercase
(REQ-LLH1-URI-http). The host bytes MUST be exactly 127.0.0.1 or [::1]
(REQ-LLH1-URI-exact-hosts).
The following are invalid (REQ-LLH1-URI-host-reject-list):
	localhost, any registered name, or a trailing-dot or percent-encoded name;
	any other address in 127.0.0.0/8;
	shortened, single-integer, hexadecimal, octal, leading-zero-octet, mixed-base, or
percent-encoded IPv4;
	expanded IPv6 loopback, IPv4-mapped IPv6, IPvFuture, or a zone identifier;
	user information, an empty authority, or an authority suffix;
	https or any other scheme.

Normalization and verification MUST NOT perform DNS, IDNA, socket, proxy, environment, or filesystem
work. Host, Forwarded, X-Forwarded-*, and equivalent metadata are not inputs to this profile
(REQ-LLH1-URI-no-network-proxy).
3.2 Port
An absent port denotes HTTP port 80. An explicit port MUST contain only ASCII decimal digits, parse
to 1..65535, and be emitted without leading zeroes. Effective port 80 is omitted; every other port
is retained (REQ-LLH1-URI-port).
3.3 Path and forbidden components
The BAP1 path-normalization algorithm applies unchanged: an empty path becomes /, unreserved
escapes decode, retained percent escapes use uppercase hex, and complete dot segments are removed
(REQ-LLH1-URI-path). Query, fragment, control bytes, non-ASCII bytes, malformed percent escapes,
and output above bounds.uri_bytes are invalid (REQ-LLH1-URI-reject-list).
Examples:
http://127.0.0.1                  -> http://127.0.0.1/
HTTP://127.0.0.1:04000/a/../b     -> http://127.0.0.1:4000/b
http://[::1]:80/api               -> http://[::1]/api
http://[::1]:4318/api             -> http://[::1]:4318/api
4. Public verification contract
A language binding MUST expose separately named equivalents of these five surfaces
(REQ-LLH1-API-complete):
	URI normalization;
	proof signing-input production;
	compact assembly from signing input and external signature;
	proof decoding;
	combined raw-envelope verification.

The Elixir reference namespace is
BoundedAuthorityProtocol.ApplicationProfile.LocalLoopbackHttp.V1. Its functions return the same
success shapes as the corresponding BAP1 functions and the single {:error, :invalid} failure
shape (REQ-LLH1-API-return-shape). It owns no signer and accepts no private key or signing callback
(REQ-LLH1-API-no-signer).
Compact assembly MUST revalidate the protected header, payload, target URI, nonce, segment bounds,
signature width, and the keyless signature rule of BAP1 rule S1 (R canonical and not of small
order, S < L; erratum 3) under this profile before returning a compact artifact, and MUST emit
accepted signature bytes unchanged (REQ-LLH1-API-assembly-revalidate). Producer, assembler,
decoder, and envelope verifier MUST use the same profile semantics, and the assembler and the
verifier apply the same keyless signature rule (REQ-LLH1-API-symmetry).
Verification facts remain the BAP1 redacted, value-bearing, non-authorizing facts. No transport
decision, raw credential, signature, nonce, private key, or application authorization result is
added (REQ-LLH1-API-facts).
5. Security and host obligations
Literal loopback HTTP supplies neither TLS confidentiality nor server authentication. Loopback is a
host boundary, not a user/process isolation boundary. This profile MUST NOT be represented as
equivalent to HTTPS or used for non-loopback transport (REQ-LLH1-SECURITY-honest-scope).
The verifying host MUST derive the expected scheme, literal listener address, bound port, and direct
request path from trusted listener/request state, not forwarding metadata
(REQ-LLH1-HOST-direct-target). It MUST reserve the nonce and invocation for single use before a
business effect, use environment-appropriate issuer/audience/trust configuration, and tighten proof
age and skew to its observed request/clock envelope (REQ-LLH1-HOST-replay-trust). These are host
requirements; the stateless public verifier checks supplied bytes and context but owns no replay
state or effect.
A caller MUST select exactly one proof profile for a listener and MUST NOT implement try-standard-
then-loopback or try-loopback-then-standard fallback (REQ-LLH1-HOST-one-profile).
6. Conformance and release
This profile has a separate language-neutral corpus, certified index digest, monotone revision,
requirement applicability map, and independent implementation. Cases cover every surface, exact
IPv4/IPv6 accepts, every rejection family, cross-profile rejection, mandatory nonce, assembly,
meaningful-byte tampers, and unchanged execution of the complete BAP1 corpus
(REQ-LLH1-CONFORMANCE-complete).
proof-cases.json MAY carry one closed expected_overrides member on an envelope case. Revision 1
admits exactly one of trusted_issuer_public_key (canonical base64url public key bytes) or
invocation_id (the expected invocation identifier). Consumers MUST apply that expected-context
override before evaluating envelope_local and MUST reject unknown or combined overrides. These
cases make trust and invocation binding independently observable rather than relying on a bad
signature or another earlier rejection.
Revision 1's certified index.json SHA-256 is
10fc4cf05affcddc9e6340ff392c247e25ab038cd938f2557829a7ce63b1a5e4. Every corpus consumer MUST
pin that digest independently, require the exact two-file set profile.json and
proof-cases.json, and require profile identity, revision, and case counts before trusting the
per-file digests.
Every shipped verifier SDK MUST implement its relevant profile surfaces and pass the certified
corpus before release (REQ-LLH1-CONFORMANCE-sdks). A corpus disagreement or an existing BAP1 byte
or verdict change blocks release (REQ-LLH1-CONFORMANCE-no-drift).
Release evidence MUST include real HTTP client/server exchanges on both 127.0.0.1 and ::1 using
the public profile API, ephemeral in-memory signing keys, direct listener facts, and secret-free
receipts. A mock, stub, fake server, proxy, canned response, or request-production-only test is not
conformance evidence (REQ-LLH1-CONFORMANCE-real-network).
The profile is adopted only from an immutable public package and exact source/corpus identities,
never a path or mutable Git dependency (REQ-LLH1-RELEASE-immutable).
7. IANA considerations
IANA is asked to register application/ba-loopback-proof+jwt using the RFC 6838 field template
under LIMITED USE. The ready-to-file source and rendered form live in
docs/design/iana/media-types.json and docs/design/iana/media-types.md. Filing remains gated on
the protocol's first external submission; this profile and its protected ba+loopback-proof wire
typ do not claim an existing registration (REQ-LLH1-IANA-template).
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Document status: normative for attestation profile bap-role-attestation/1. Document revision:
rev 2 (erratum 2; erratum 3 amends revision 2 in place; see the
errata registry). This document defines a standalone sibling attestation
profile under governance § Byte-distinct sibling attestation
profiles; it changes no contract-major
profile's bytes or verdicts.
The key words MUST, MUST NOT, REQUIRED, SHALL, SHALL NOT, SHOULD,
SHOULD NOT, RECOMMENDED, NOT RECOMMENDED, MAY, and OPTIONAL are to be
interpreted as described in BCP 14 when, and only when, they appear in all capitals.
1. Scope and profile identity
This profile defines a role attestation: a compact JWS in which an attestor key binds a
subject key to a role for a bounded window. It single-sources the contract-major 1 primitives
(Ed25519/EdDSA under BAP1-Ed25519-SHA256, the bounded JSON/JCS/base64url/JWK machinery) and
is parsed by no contract-major profile (REQ-RA1-CORE-profile-identity).
The profile identity is bap-role-attestation/1. A conforming attestation MUST carry protected
typ: "ba+role-attestation" (REQ-RA1-CORE-typ). Every contract-major profile MUST reject this
typ, and this profile MUST reject every contract-major typ
(REQ-RA1-CORE-cross-profile-reject).
The artifact is standalone and grant-unbound: it binds no grant, names no issuer identity,
audience, or scope, and carries no authorization. Profile selection is trusted caller code
expressed through a separately named public API; it MUST NOT be inferred from bytes, context,
environment, or a failed verification, and a caller MUST NOT retry another profile after
failure (REQ-RA1-CORE-no-inference-fallback).
2. Protected header and payload claims
The protected header has exactly these members:
	Member	Required value
	alg	EdDSA
	kid	attestor key id — bounded ASCII [A-Za-z0-9.-_~] under the BAP1 kid rules; a hint, never a trust selector
	typ	ba+role-attestation

Every unlisted member or value is invalid (REQ-RA1-HEADER-closed-set). The header is
protected by the JWS signature; altering any protected byte invalidates the attestation
(REQ-RA1-HEADER-signed-identity).
The payload has exactly these members:
	Member	Type	Rule
	v	integer	exactly 1 (REQ-RA1-CLAIM-v)
	jti	string	non-empty bounded StringOrUri identifier under the BAP1 grant jti rules — the audit and revocation-reference handle (REQ-RA1-CLAIM-jti)
	key_id	string	the attested subject key id under the BAP1 kid rules (REQ-RA1-CLAIM-key-id)
	public_key	string	base64url of exactly 32 raw Ed25519 subject public-key bytes (REQ-RA1-CLAIM-public-key)
	role	string	exactly "issuer" or "holder" (REQ-RA1-CLAIM-role-closed-set)
	nbf	integer NumericDate	integral; nbf < exp (REQ-RA1-CLAIM-window)
	exp	integer NumericDate	integral; the acceptance window is the half-open [nbf, exp) (REQ-RA1-CLAIM-window)

Every unlisted member is invalid, every listed member is required, and a numeric member
encoded as a float (for example 1.0) is invalid (REQ-RA1-CLAIM-closed-required). Both
segments MUST equal their RFC 8785 canonical re-encoding, duplicate members are invalid, and
fingerprints derived by implementations use the RFC 7638 Ed25519 thumbprint preimage —
{"crv":"Ed25519","kty":"OKP","x":…} — never a hash of raw key bytes (REQ-RA1-CLAIM-canonical).
3. Verification contract
Verification is a pure function from caller-supplied bytes and caller-supplied trusted inputs
and expected context. The expected context carries the attestor key (key id, raw 32-byte
public key, and its own [valid_from, valid_before) validity window, valid_before possibly
unbounded), the expected subject binding (subject key id and raw 32-byte subject public key),
the caller's now, and bounds (REQ-RA1-VERIFY-caller-supplied).
Verification MUST prove all of the following, and MUST return exactly {:error, :invalid}
when any fails (REQ-RA1-VERIFY-fail-closed):
	the closed header and payload sets and canonical bytes of §2
(REQ-RA1-VERIFY-closed-sets);
	the header kid equals the attestor key id, and the Ed25519 signature verifies under the
attestor public key (REQ-RA1-VERIFY-attestor-signature);
	the payload subject binding equals the expected subject binding — key_id equality and
raw public_key byte-equality (REQ-RA1-VERIFY-subject-binding);
	the attestor and the subject are distinct: the attestor thumbprint MUST NOT equal the
subject thumbprint, and the attestor key id MUST NOT equal the subject key id
(REQ-RA1-VERIFY-no-self-attestation);
	window containment: nbf >= attestor.valid_from and, when the attestor window is bounded,
exp <= attestor.valid_before (exp == valid_before is containment and is valid)
(REQ-RA1-VERIFY-window-containment);
	the caller-supplied now is in [nbf, exp) (REQ-RA1-VERIFY-now-window).

The signature check of item 2 MUST follow the strict Ed25519 rule of
BAP v1 § 14.1 (REQ1-SIGNING-ed25519-canonical-point, REQ1-SIGNING-ed25519-small-order-reject,
REQ1-SIGNING-ed25519-scalar-range, REQ1-SIGNING-ed25519-cofactorless). The attestor public key and
the subject public key, both in the payload and in the expected binding, MUST pass key acceptance
(REQ1-KEY-ed25519-acceptable), and attestation signing-input construction refuses a subject key
that fails it. A host MUST apply the torsion-free check to an attestor key at trust install and to
a subject key at enrollment (REQ1-HOST-ed25519-torsion-free). Revision 2 adds these statements
(erratum 2); the profile corpus
and its verdicts are unchanged, and the cases live in the additive strict-Ed25519 corpus.
A successful verification returns closed, value-bearing, redacted, non-authorizing
AttestationFacts: the attestor key id and RFC 7638 thumbprint, the subject key id and
thumbprint, the role as a binary, the jti, the window, verification: :signature_and_window, and trust: :not_evaluated (REQ-RA1-VERIFY-facts). Facts carry no
raw key material, no signature, and no decision (REQ-RA1-VERIFY-facts-non-authorizing).
Which attestor to trust, which role a consumer requires, what deployment scope is accepted,
and replay reservation are caller obligations; the maximum attestation lifetime is caller
policy through the attestor key window (REQ-RA1-VERIFY-policy-caller-side).
4. Public verification contract
A language binding MUST expose separately named equivalents of these four surfaces
(REQ-RA1-API-complete):
	attestation signing-input production;
	compact assembly from signing input and external signature;
	attestation decoding;
	attestation verification.

The Elixir reference namespace is BoundedAuthorityProtocol.RoleAttestation.V1; the citation
symbol consumers document is BoundedAuthorityProtocol.RoleAttestation.V1.verify_attestation/2
(REQ-RA1-API-namespace). All four surfaces return the single {:error, :invalid} failure
shape (REQ-RA1-API-return-shape). The package owns no signer and accepts no private key or
signing callback (REQ-RA1-API-no-signer).
Compact assembly MUST revalidate the protected header, payload, member rules, segment bounds,
signature width, and the keyless signature rule of BAP1 rule S1 (R canonical and not of small
order, S < L; erratum 3) under this profile before returning a compact artifact, and MUST emit
accepted signature bytes unchanged (REQ-RA1-API-assembly-revalidate). Signing-input
production, assembly, decoding, and verification MUST use the same profile semantics, and the
assembler and the verifier apply the same keyless signature rule (REQ-RA1-API-symmetry).
5. Security and host obligations
A role attestation is evidence of a binding, not an authorization. It MUST NOT be represented
as granting execution, and a verified attestation MUST NOT be treated as an authorization
decision (REQ-RA1-SECURITY-not-authority). An attestation is valid wherever its attestor key
is trusted: deployments scope attestations through their trust configuration, and issuers
SHOULD issue bounded attestor windows — a configured unbounded attestor window admits
unbounded attestation lifetimes by that choice (REQ-RA1-SECURITY-trust-scope). A holder
attestation is admission control and defense-in-depth only; per-grant holder standing remains
each grant's cnf.jkt binding (REQ-RA1-SECURITY-holder-semantics). Replay reservation,
revocation state, and live key-state selection are runtime-private and are no part of this
profile (REQ-RA1-SECURITY-runtime-private).
6. Conformance and release
This profile has a separate language-neutral corpus (attestation-cases.json), certified
index digest, monotone revision, requirement applicability map, and independent
implementations. Cases cover both valid roles, the missing-member matrix, every rejection
family of §2–§3, the window boundary equalities, self-attestation, window-outliving-attestor
rejection, an ES256-signed confusion case, meaningful-byte tampers, and cross-profile
rejection in both directions; the complete contract-major corpora execute unchanged
(REQ-RA1-CONFORMANCE-complete).
Revision 1's certified index.json SHA-256 is
be5275c69539a0f31734242ff00a484c2f855f39181c55689d8b0f671195d62a (40 cases). Every corpus
consumer MUST pin that digest independently, require the exact two-file set profile.json
and attestation-cases.json, and require profile identity, revision, and case counts before
trusting the per-file digests (REQ-RA1-CONFORMANCE-certified-pin).
Every in-repository verifier SDK implements the four surfaces and passes the certified corpus
before this profile may be released; the graduated TypeScript verifier adopts the surface as a
release precondition coordinated at corpus freeze. A corpus disagreement or any
contract-major byte or verdict change blocks release (REQ-RA1-CONFORMANCE-sdks). Release
evidence additionally includes the authority-runtime issuance receipt and the
companion-signer consumption receipt from their own repositories
(REQ-RA1-CONFORMANCE-cross-repo-receipts). Release is the owner's decision.
The profile is adopted only from an immutable public package and exact source/corpus
identities, never a path or mutable Git dependency (REQ-RA1-RELEASE-immutable).
7. IANA considerations
IANA is asked to register application/ba-role-attestation+jwt using the RFC 6838 field
template under LIMITED USE. The ready-to-file source and rendered form live in
docs/design/iana/media-types.json and docs/design/iana/media-types.md. Filing remains
gated on the protocol's first external submission; this profile and its protected
ba+role-attestation wire typ do not claim an existing registration
(REQ-RA1-IANA-template).
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Document status: normative contract for bap-content-assertion/1, revision 2 (erratum 2;
erratum 3 amends revision 2 in place; see the errata registry); first
released in package 0.7.0; the companion signer supports it from
bounded_authority_report_adapter 0.9.0. It is a sibling attestation profile under
governance § Byte-distinct sibling attestation
profiles.
The key words MUST, MUST NOT, REQUIRED, SHOULD, and MAY are
interpreted as described in BCP 14 only when they appear in all capitals.
1. Identity and purpose
A content assertion binds exact external content to an issuer, audience, subject
lineage, semantic profile, time window, and predecessor. The profile identity is
bap-content-assertion/1; its suite is BAP1-Ed25519-SHA256, using Ed25519 and
protected alg: "EdDSA" (REQ-CA1-CORE-identity).
The separately named API is BoundedAuthorityProtocol.ContentAssertion.V1.
Selection MUST be explicit, never inferred from bytes or retried after another
profile fails. This profile and every existing contract-major, loopback proof,
and role-attestation profile MUST reject one another's bytes
(REQ-CA1-CORE-separation). No runtime registry, schema dispatch, negotiation, or
fallback is introduced (REQ-CA1-CORE-no-dispatch). Verification is not authority.
2. Wire contract
The compact is the standard three-segment JWS. Its protected header contains
exactly alg: "EdDSA", typ: "ba+content-assertion", and kid, a nonempty ASCII
identifier under the existing BAP1 [A-Za-z0-9._~-] and kid_bytes rules.
kid is a lookup hint, never a trust selector. Every header byte is signed
(REQ-CA1-HEADER-closed).
The payload contains exactly thirteen required members:
	Member	Type and rule
	v	Integer exactly 1.
	jti	Nonempty StringOrUri artifact identifier.
	iss	Nonempty StringOrUri asserted issuer identifier.
	aud	One nonempty StringOrUri audience; never an array.
	sub	Nonempty StringOrUri stable assertion-lineage identifier.
	profile	Nonempty StringOrUri semantic-profile identifier, compared as data.
	profile_digest	Canonical unpadded base64url of exactly 32 bytes.
	content_digest	Canonical unpadded base64url of exactly 32 bytes.
	gen	Integer from 1 through caller integer_magnitude.
	prev	Canonical unpadded base64url of exactly 32 bytes.
	iat	Integer NumericDate within both signs of caller integer_magnitude.
	nbf	Integer NumericDate within both signs of caller integer_magnitude.
	exp	Integer NumericDate within both signs of caller integer_magnitude.

All identifier strings obey the BAP1 StringOrUri rules and identifier_bytes.
Every listed member is required; additional members, duplicate members, wrong
types, and float lexemes for integers are invalid (REQ-CA1-CLAIM-closed). Digest
widths are fixed; no algorithm tag or alternate encoding is accepted
(REQ-CA1-CLAIM-digests).
Producer, parser, assembler, and verifier MUST enforce iat <= nbf < exp
(REQ-CA1-CLAIM-time). gen == 1 if and only if prev is 32 zero bytes;
other pairings are invalid (REQ-CA1-CLAIM-genesis). Both decoded header and payload
bytes MUST equal their RFC 8785 canonical re-encoding (REQ-CA1-CLAIM-canonical).
The compact MUST fit anchor_bytes and applicable compact/segment/decoded-segment,
JSON/JCS, structural, identifier, and numeric bounds. Callers may tighten ceilings,
never widen them or change fixed widths. Producer-emitted bytes and projected
compact length MUST satisfy the same caller bounds as consumption
(REQ-CA1-BOUND-symmetry).
3. Digest contract
content_digest(bytes, bounds) accepts exactly 1 through content_bytes bytes.
The new content_bytes maximum is 65,536 and may be tightened.
	Bound	Maximum
	content_bytes	65,536

 The result is raw
32-byte SHA-256 of the following concatenation:
UTF8("BAP1-CONTENT") || 0x00 || exact_content_bytes
BAP MUST NOT parse, normalize, re-encode, or fetch that content
(REQ-CA1-DIGEST-content). Content authors own serialization and schema validation.
A caller MUST retain and compare the exact hashed bytes when interpreting content.
profile_digest is an opaque caller-pinned 32-byte identity; BAP only compares it
(REQ-CA1-DIGEST-profile).
assertion_digest(compact, bounds) first validates the compact as this profile,
including closed shape, canonical encoding, time/genesis structure, and bounds,
then returns unprefixed SHA-256 of its exact received bytes. It does not verify the
signature or trust. The verified facts digest and successor prev use this same
hash domain (REQ-CA1-DIGEST-assertion). Hashing a structurally valid compact does
not turn it into verified facts.
4. Verification
verify_assertion(compact, %ExpectedContentAssertion{}) requires all these members:
	Expected member	Required value
	attestor	V1.HistoricalPublicKey with exact key ID, raw 32-byte public key, integral valid_from, and integral valid_before or :unbounded.
	issuer, audience, subject, profile	Expected nonempty bounded StringOrUri values.
	profile_digest, content_digest	Expected raw 32-byte values.
	now	Explicit integral NumericDate within the caller's signed magnitude ceiling.
	bounds	Valid bounds under the common tightenable-ceiling contract.

Malformed expected values MUST return the closed error before unsafe dereference;
finite key-window endpoints obey integer magnitude and valid_from < valid_before
(REQ-CA1-VERIFY-context). Verification MUST check:
	Profile parsing and canonical bytes from section 2.
	Header kid equals attestor.key_id (REQ-CA1-VERIFY-key).
	iss, aud, sub, and profile exactly equal their expected strings
(REQ-CA1-VERIFY-identities).
	Both profile and content digests equal their expected raw bytes
(REQ-CA1-VERIFY-digests). Content-digest comparison has no opt-out.
	iat >= valid_from, nbf >= valid_from, and exp <= valid_before when
bounded. Equality at the finite expiry ceiling is valid
(REQ-CA1-VERIFY-containment).
	nbf <= now < exp (REQ-CA1-VERIFY-now). No implicit clock or skew is used.
	The exact JWS signing input's Ed25519 signature verifies against the supplied
public key (REQ-CA1-VERIFY-signature).

The signature check of item 7 MUST follow the strict Ed25519 rule of
BAP v1 § 14.1 (REQ1-SIGNING-ed25519-canonical-point, REQ1-SIGNING-ed25519-small-order-reject,
REQ1-SIGNING-ed25519-scalar-range, REQ1-SIGNING-ed25519-cofactorless), and the attestor public key
MUST pass key acceptance (REQ1-KEY-ed25519-acceptable). Revision 2 adds this statement
(erratum 2); the profile corpus
and its verdicts are unchanged, and the cases live in the additive strict-Ed25519 corpus.
Structural iat <= nbf and the current-window check imply iat <= now.
No key selection, trust walk, revocation query, content schema evaluation, replay
reservation, or host decision is performed (REQ-CA1-VERIFY-pure).
Success returns %ContentAssertionFacts{} with exactly these value fields:
version: 1, attestor_key_id, attestor_key_fingerprint, jti, iss, aud,
sub, profile, profile_digest, content_digest, gen, prev, iat, nbf,
exp, digest, verification: :signature_and_window, and trust: :not_evaluated. The fingerprint uses RFC 7638 Ed25519 JWK thumbprint bytes.
Digests and fingerprint are raw 32-byte values. Inspection MUST redact values;
facts contain no raw key, signature, decision, or authorization marker
(REQ-CA1-VERIFY-facts).
5. Successor verification
verify_successor(predecessor_facts, successor_facts, bounds) accepts only complete
ContentAssertionFacts structs with version 1, verification: :signature_and_window, and trust: :not_evaluated. It MUST validate their scalar
shapes, identifier/numeric bounds, fixed byte widths, structural time/genesis rules,
and markers. Decoded artifacts and malformed or partially populated facts MUST
fail closed (REQ-CA1-SUCCESSOR-input).
It then requires:
	Equal iss, aud, sub, profile, and profile_digest
(REQ-CA1-SUCCESSOR-context).
	successor.gen == predecessor.gen + 1, without overflowing permitted magnitude
(REQ-CA1-SUCCESSOR-generation).
	successor.prev equals predecessor.digest byte-for-byte
(REQ-CA1-SUCCESSOR-predecessor).
	successor.iat >= predecessor.iat (REQ-CA1-SUCCESSOR-time).
	successor.jti != predecessor.jti (REQ-CA1-SUCCESSOR-identity).

It does not compare signing key ID/fingerprint, validity windows, or content digest;
those may change in a successor. It does not require the predecessor to remain
unexpired and receives no present-time input. Each new assertion must separately
pass verification using its caller-admitted key and expected content. Reconstructed
facts are caller-provenanced values, not opaque capabilities; this comparison
cannot establish their original signature verification or persistence history
(REQ-CA1-SUCCESSOR-provenance).
sub remains stable within a lineage. A consumer-selected transfer or re-enrollment
that starts a new lineage uses a new subject and genesis; its business meaning is
outside BAP. Bootstrap, missing-history admission, global latest generation,
idempotency, fork resolution, and durable replay state remain host policy.
6. Public API and assembly
The profile namespace provides:
	Surface	Successful result
	assertion_signing_input/2	{:ok, V1.SigningInput.t()} with the profile's distinct kind.
	assemble_compact/2, assemble_compact/3	{:ok, compact_bytes} from an external raw 64-byte signature; /2 uses default bounds.
	decode_assertion/2	{:ok, DecodedContentAssertion.t()}; no signature or trust claim.
	verify_assertion/2	{:ok, ContentAssertionFacts.t()}.
	content_digest/2, assertion_digest/2	{:ok, raw_32_byte_digest}.
	verify_successor/3	:ok.

Every failure is exactly {:error, :invalid}; no values leak in errors
(REQ-CA1-API-complete). All runtime functions are pure. No private key or signing
callback enters this package (REQ-CA1-API-no-signer).
The producer %ContentAssertion{} carries attestor_key_id, jti, iss, aud,
sub, profile, profile_digest, content_digest, gen, prev, iat, nbf,
and exp; v is fixed by the profile. The decoded struct carries version: 1,
attestor_key_id, the payload values corresponding to those producer members,
and verification: :not_evaluated. It MUST NOT masquerade as verified facts
(REQ-CA1-API-decoded).
Assembly MUST admit only this profile's signing-input kind and revalidate all
header/payload structure and bounds, and refuse a signature that fails the keyless signature
rule of BAP1 rule S1 (R canonical and not of small order, S < L; erratum 3), before
returning bytes; it emits accepted signature bytes unchanged. It MUST NOT infer the
profile from a failed generic assembler (REQ-CA1-API-assembly). Signature input
is standard ASCII base64url(protected) || "." || base64url(payload).
7. Trust, knowledge, and operational limits
One successful verification proves equality and signature/window checks against
explicit inputs. It does not prove content truth, semantic-profile validity, issuer
trust, subject key possession, revocation freshness, latest generation, complete
history, or permission to execute (REQ-CA1-SECURITY-not-authority).
Key rotation may use separately verified historical transitions, but all key trust
and windows remain caller-supplied. This profile MUST NOT synthesize validity windows
from transition times or implicitly admit a successor key. Existing transition
verification's effective instant must lie inside both supplied key windows
(REQ-CA1-SECURITY-trust).
An offline verifier cannot discover unseen revocations or successors. A restored
snapshot can restore earlier clock/high-water/history state. Authentic bytes do not
establish administrator-resistant restore continuity or distinguish copied content
and keys. Such guarantees require separately qualified host mechanisms
(REQ-CA1-SECURITY-knowledge).
8. Conformance and release
The profile corpus location is
priv/conformance/attestation-profiles/content-assertion/v1. Revision 1 contains
131 assertion cases, 9 content-digest cases, and 14 successor cases. The frozen
index SHA-256 is 14b7436ccf7cc91fece52a1578c3760df6720a93494d147ee5ab523e2ce21876.
Every consumer MUST pin this exact index and verify its indexed file hashes
(REQ-CA1-CONFORMANCE-pin). Corpus agreement is local source qualification;
package publication and connected companion receipts remain separate requirements.
Required cases cover every missing/unknown member; wrong type/algorithm/version;
duplicate and noncanonical encodings; every digest width/encoding; genesis pairings
both ways; structural time and both key-window edges; expected-field mismatches;
meaningful signature tampering; every successor rule and malformed facts; changed
signing key with an otherwise valid successor; both sides of all relevant size and
numeric limits; ES256 confusion; and bidirectional rejection with every existing
profile. Producer/assembly bytes and digest output MUST agree independently.
Named safety checks require red-capable mutation evidence
(REQ-CA1-CONFORMANCE-cases).
All maintained independent SDKs, including the graduated TypeScript verifier, MUST
implement and certify the surface before the first package release bearing it
(REQ-CA1-CONFORMANCE-sdks). A real companion signer and an independent non-Elixir
verifier MUST retain issuance/consumption receipts, including content-digest equality,
against the exact immutable candidate (REQ-CA1-CONFORMANCE-receipts).
The first publication requires a new pre-1.0 minor, immutable source/package/corpus
identities, completed package gates, and owner authorization for the exact release.
Companion dependency admission follows its own existing policy
(REQ-CA1-RELEASE-immutable).
9. IANA considerations
IANA is asked to register application/ba-content-assertion+jwt using the RFC 6838
field template under LIMITED USE. The ready-to-file source and rendered form live
in docs/design/iana/media-types.json and docs/design/iana/media-types.md.
Filing remains gated on the protocol's first external submission; this profile and
its protected ba+content-assertion wire typ do not claim an existing registration
(REQ-CA1-IANA-template).


  

    Conformance contract

Normative artifacts
Each released protocol major ships language-neutral JSON fixtures containing:
	exact protected/payload JSON bytes, canonical base64url segments, standard JWS signing inputs,
public keys, signatures, JWK thumbprints, request preimages, ath, and ba_req;
	explicit trusted issuer, expected grant/request context, and exact redacted successful facts;
	valid, boundary-near, exact-bound, and maximum-plus-one cases;
	invalid duplicate, encoding, algorithm, key, claim, time, nonce, URI, request, selector, limit,
and meaningful-byte tamper cases.

Fixtures contain public keys only, no private key/seed, and no production values. Their schema and
ordering are versioned with the protocol major.
Every Draft 2020-12 schema validates against the canonical meta-schema with an independent
validator. Schemas remain structural companions: JSON Schema string length counts code points,
while annotated x-bap-maximum-utf8-bytes limits count bytes. Duplicate names, raw numeric
lexemes, decoded-size projection, depth, nodes, canonical encodings, and every byte limit remain
decoder-and-corpus checks.
Key census integrity
The manifest partitions its canonical public-key fingerprints into exact sorted sets for each
independent verifier. Each set equals—not merely contains—the keys observed at that verifier's
standard-library public-key import boundary, and the exact union equals the canonical manifest set
across every tracked vector. Repository-wide discovery remains a supplemental private-material
and unlisted-key gate; it cannot satisfy import reach. Every fixture key occupies a
schema-declared key-bearing field, and the import boundary computes RFC 7638 OKP thumbprints
instead of trusting claimed fingerprints.
The gate fails in both directions: when a listed fingerprint is removed while its key remains
reachable, when a reached key is assigned to the wrong verifier, and when an unreferenced
fingerprint is added. Manifest membership is never a substitute for signature, holder, or issuer
verification.
Independent implementation rule
A vector is normative only after a second implementation that imports no project code independently
recomputes canonical base64url, SHA-256/JWK thumbprints, standard JWS messages, Ed25519 validation,
ath, request JCS/preimage, ba_req, selector identity, URI normalization, and exact verdicts.
A self-round-trip proves only internal consistency. Byte drift or a manifest census mismatch exits
nonzero.
BAP-03's focused vectors and independent verifier are public repository acceptance evidence. The
Hex package ships the protocol schemas, Elixir runtime, and the portable v1 conformance corpus
(283 cases across 28 surfaces with a total surface × class applicability matrix, .raw sidecars
for oversize wire inputs). BAP-05's corpus is normative: a second Node implementation
(conformance/corpus_independent.mjs, node:* only) independently recomputes every corpus verdict
from scratch and agrees. The corpus index declares its full public-key set
(public_key_fingerprints); the independent runner's published-mode census is hard two-way
(observed import-boundary keys == declared, both directions, always). The manifest partitions grow
to three (grant_proof + chain_archive + corpus = 19 = canonical set); the corpus partition equals the
index list. The deterministic verifier CLI (escript bounded_authority_conformance,
--corpus DIR required, exits 0/1/2) runs the pure core against any corpus directory; the report
is deterministic JCS bytes binding the index SHA-256. The n_a applicability criterion is
falsifiable: a cell is not-applicable only when the input algebra cannot express that class for
that surface; required cells must be ≥1, n_a cells must be 0, both directions enforced. Every
invalid vector on the cryptographic verifying surfaces (algorithm-confusion, meaningful-byte
tamper, key/claim/time/request/nonce binding, archive and chain integrity) is a one-defect
skip-would-accept construction — it differs from a passing valid case in exactly the dimension its
class names, so a verifier that skips that check would accept it — confirmed rejected by BOTH
implementations before it is normative (a wrong invalid vector silently certifies nonconforming
verifiers, so it is worse than a missing one). BAP-06 owns immutable candidate-archive proof.
Local-loopback HTTP application profile
The byte-distinct profile bap-application-proof/local-loopback-http/1 has its own certified corpus
under priv/conformance/application-profiles/local-loopback-http/v1. index.json SHA-256 binds the
profile fixture and proof-case file. The corpus contains public keys and signed compacts but no
private key, seed, nonce reservation state, production identifier, or endpoint.
Elixir, TypeScript, Python, Rust, and Go consume the same files. They agree on URI verdicts,
deterministic producer and assembly bytes, local-versus-standard decode, mandatory nonce, exact
envelope verification, and meaningful signature/header/payload mutations. The complete 283-case
standard corpus still runs unchanged; this profile is additive and cannot alter a dpop+jwt
verdict.
mix local_loopback_http.verify is the release transport gate. It opens real ephemeral HTTP
listeners on 127.0.0.1 and ::1, derives expected targets from listener sockname plus the HTTP
request line, signs with fresh in-memory Ed25519 keys, verifies through the public profile API, and
prints a secret-free JSON receipt. It uses no mock server, proxy, canned response, private fixture,
or forwarded-header input. Passing this drill proves only direct local transport composition; the
adopting authority runtime still owns nonce/invocation reservation, trust configuration, replay,
revocation, and effects.
Strict-Ed25519 corpus
The strict Ed25519 rule (erratum 2,
spec/bap-v1.md § 14.1, spec/bap-v2.md § 7) has its own additive certified corpus under
priv/conformance/strict-ed25519: profile bap-strict-ed25519/1, revision 1, 2,410 cases in 14
families, index SHA-256 732117dfe1881b553998126a9524a95bfb1171257e388d5430a0a099f2287cb9. Its
index has its own closed format (per-file lowercase-hex SHA-256, family counts, and the
profile.json and revision.json sidecars). It is not a wire profile and creates no new protocol
identity; it certifies one verification rule across every Ed25519 surface.
	Every case names its surface, the requirement it isolates (rule), and, for signed artifacts,
the major it targets. Each per-surface vector violates exactly one rule.
	Expected verdicts come from pure arithmetic in the independent generator
(conformance/generators/build_strict_ed25519.mjs: strict decoding, an order test, and the
cofactorless equation, with no blocklist and no backend), cross-checked at generation against a
backend behind the gate; any disagreement fails generation.
	The taming family imports the 12 published ed25519-speccheck vectors byte for byte under the
Apache License 2.0, attributed in NOTICE.
	Keys are public test keys whose private halves are derivable from the generator source by
design, so the corpus can be regenerated byte for byte; they authorize nothing. The corpus
tracks public keys, signatures, and messages only.
	The existing corpora run unchanged beside it; no existing index, case, or verdict changes. The
verifier CLI accepts the directory with --corpus and binds the same deterministic report.

Producer-canonicality corpus
Erratum 3 certifies the producer surfaces: compact assembly and anchored-export encoding frame a
signature and verify none, so each refuses a signature that no conforming signer emits and emits
every accepted signature's bytes unchanged (spec/bap-v3.md § 3.2, spec/bap-v1.md § 16). The
additive corpus lives under priv/conformance/producer-canonicality: profile
bap-producer-canonicality/1, revision 1, 75 cases in 4 families (es256-assemble 24,
es256-export-encode 3, ed25519-assemble 44, ed25519-export-encode 4; 60 refused, 15
accepted), index SHA-256 99ee6fbbf32758b03d4630647f721d8d4e349f0628d860493d667fe6e762c601. Its
index uses the strict-Ed25519 corpus's closed format.
	A case with major (1, 2 or 3) runs that contract-major's assemble_compact or
encode_anchored_export with exactly that major corpus's input and expected shapes; a case with
profile runs that sibling profile's assembler.
	The generator (conformance/generators/build_producer_canonicality.mjs) is keyless: it derives
every signature from a certified signature by integer arithmetic. Verdicts come from the rule
text in BigInt arithmetic and are cross-checked at generation by byte-level comparisons and the
literal small-order table; any disagreement fails generation. Each natural high-S counterpart is
shown to verify under raw ECDSA, so only the low-S rule refuses it.
	The exact_bound cases (s = ⌊n/2⌋, S = L - 1) pin the predicate's boundary and the
emit-unchanged rule; they are not verifiable signatures.
	Every existing corpus, including the strict-Ed25519 corpus, runs unchanged beside it.

BAP-04's public-only chain/archive corpus includes genesis, continuation, same-key boundaries,
one-step rollover, multi-step rollover, same-ID/equal-time rollover, and separately valid
shortened, relinked-omission, signed cross-chain, signed reverse-time, and signed
invalid-genesis artifacts. Its independent Node verifier imports no project code and recomputes
strict base64url, JCS, RFC 7638 fingerprints, standard JWS/Ed25519, row-domain hashes, binary
framing and digest, historical intervals, complete EOF, caller boundaries, and result verdicts.
Decoded-byte commitment/link/anchor/transition/signature/key/frame/prefix drift and transition
chronology/path mutations must exit nonzero at their intended verification stage.
Public verifier API constraints
Conforming APIs:
	expose bounded untrusted_key_locator/2, returning only a closed untrusted kid hint;
	accept raw compact credentials, exact named structs, already-trusted public keys, expected
context, evaluation time, and tightening-only bounds;
	revalidate every struct field at every public entry and return only closed verified facts or
exactly {:error, :invalid};
	permit standalone raw-grant verification to return GrantFacts, but never accept decoded/facts
intermediates as credentials; combined verification re-verifies the raw grant;
	perform no I/O, trust discovery, private-key work, clock read, randomness, replay/state check, or
effect;
	reject unknown extensions and ambiguous encodings and expose the protocol major in all results.
	require raw canonical rows and raw archived-object chunks, mandatory caller boundaries, exact
out-of-band object version, exact historical public keys, and authenticated ordered rollover;
	never infer archive completeness from a self-consistent chain or treat current key status as
evidence for a historical signature.

GrantFacts and EnvelopeFacts are value-bearing/redacted, contain only their exact documented
fields, have fixed redacted inspection and no generic encoder, and carry
authorization: :not_evaluated.
ChainFacts, AnchorFacts, KeyTransitionFacts, and AnchoredExportFacts follow the same closed
redacted rule. They contain only bounded identifiers, times, counts, hashes/fingerprints, and
performed-verification labels; no row, commitment, compact JWS, signature, public-key container,
archive bytes, or object version is returned.
Nonconforming claims
Passing public vectors does not certify live revocation, replay prevention, key custody, issuance,
database correctness, evidence durability, archive deletion, witnesses, transport authentication,
host policy, or business-effect safety. Those require private-runtime and operational tests.
Successful decode is verification: :not_evaluated. Successful verification is non-authorizing
facts. The only production invalid result is {:error, :invalid}; offline tooling may classify
failures only if those classes cannot widen the runtime surface.
Cross-vendor findings → corpus/spec mapping
The cross-language SDKs (BAP-09) were hardened by a multi-vendor review that surfaced byte-level
divergences from the Elixir reference. To keep the clean-room bar — a new SDK is authored from
spec/bap-v1.md + the corpus alone, with no code-level derivation from the Elixir
reference or a sibling SDK — each behavior the review pinned is reachable from the spec or carried as
a corpus case. The table maps every byte-level finding to its pinning artifact; (d)-class host
closures stay as per-SDK mutation-gates (the corpus cannot express them).
	Finding	Surface	Class	Spec pin	Where pinned
	astral codepoint → 4-byte UTF-8 raw	jcs.encode	valid	RFC 8785 §3.2.2.2	jcs-encode-astral-raw
	DEL U+007F raw-emit (not \u007f)	jcs.encode	valid	RFC 8785 §3.2.2.2 + protocol-v1.md JCS subsection	jcs-encode-del-raw
	ECMAScript float thresholds (e<-6,e>=21)	jcs.encode	valid	RFC 8785 §3.2.2.3 + ECMA §7.1.12.1 / TC39 §6.1.6.1.20	jcs-encode-float-* (5 cases, both sides)
	float cast_arguments digest	request_digest	valid	REQ1-SELECTOR-semantic-identity	request-digest-float-cast-arguments
	malformed UTF-8 member name	json.decode	invalid_encoding	REQ1-JSON-no-normalization	json-decode-malformed-utf8-member-name
	float magnitude over bound	json.decode	invalid_encoding	REQ1-JSON-raw-lexeme	json-decode-float-magnitude
	malformed IPv6 literals	uri.normalize	invalid_uri	REQ1-URI-reject-list	uri-normalize-ipv6-* (3 cases)
	locator decodes protected only	untrusted_key_locator	valid	REQ1-LOCATOR-opaque-payload	untrusted-key-locator-empty-payload-signature
	canonical re-encode of raw rows	check_chain	invalid_encoding	REQ1-CHAIN-raw-rows-bounds	check-chain-canonical-reencode
	rejects sequence 0	check_chain	invalid_claim	spec/bap-v1.md § 15	check-chain-sequence-zero-row
	genesis previous_hash binding	check_chain	invalid_claim	REQ1-CHAIN-raw-rows-bounds	check-chain-genesis-previous-hash-forge
	seq-1 + nonzero previous	encode_consumption_entry	invalid_encoding	spec/bap-v1.md § 15 (genesis row)	encode-consumption-entry-invalid-seq1-nonzero-previous
	seq-0 + nonzero chain_hash	boundary_anchor_signing_input	invalid_key	spec/bap-v1.md § 15 (genesis anchor)	boundary-anchor-signing-input-invalid-seq0-nonzero-chain-hash
	start-anchor binding (seq == first_sequence-1)	encode_anchored_export	invalid_encoding	spec/bap-v1.md § 15	encode-anchored-export-invalid-start-anchor-binding
	empty chunk	verify_anchored_export	invalid_encoding	REQ1-EXPORT-complete-scan	verify-anchored-export-invalid-empty-chunk
	non-monotone effective_at	verify_anchored_export	invalid_time	spec/bap-v1.md § 15 "strictly increase"	verify-anchored-export-invalid-non-monotone-transitions
	fingerprint cycle A→B→A	verify_anchored_export	invalid_key	spec/bap-v1.md § 15 "cannot cycle"	verify-anchored-export-invalid-fingerprint-cycle
	one-key / zero-transition valid	verify_anchored_export	valid	spec/bap-v1.md § 15 (no minimum key count)	verify-anchored-export-valid-one-key
	per-node encode bounds	jcs.encode	(d)	bounds threading (host closure)	per-SDK mutation-gate
	transition-count bound (257)	encode_anchored_export	n_a	REQ1-BOUNDS at bounds.new	index.json n_a reason (representation-blocked)
	chunk-count bound (65797)	verify_anchored_export	n_a	bounds.new archive_chunks	index.json n_a reason (representation-blocked)

The two maximum_plus_one n_a reasons name the consuming-surface representation constraint: the
over-bound structured array (65797 chunks or 257 transitions) exceeds the loader's case-file
json_bytes ceiling (65536) and the .raw sidecar is single-blob only, so the input cannot be
carried as a corpus case; the bound itself stays pinned at bounds.new and is proven red-capable by
the source-isolated mutation battery. The upper JCS float threshold (>= 21) is unreachable from the
bounded algebra (the largest representable float has decimal exponent ≈ 15.95), so no corpus case
pins it — the spec subsection documents both thresholds and the reference implements both.


  

    Requirement-to-conformance map (contract-major 1)

This is the requirement traceability map: it maps every normative requirement identifier
(REQ1-<SURFACE>-<tag> for the normative profile and REQ1-EVO-* for the
evolution contract) to the conformance corpus cells that prove it.
The acceptance bar: every MUST maps to at least one conformance applicability cell
(surface × class) or a named falsifiable gap, with the mapping published. A cell satisfies the bar
only when it is populated (the (surface, class) pair has at least one executed case in
priv/conformance/v1/corpus/index.json). n/a and gap rows do not satisfy the bar on their own;
they are recorded with a falsifiable reason and are reviewed against the
conformance contract's n_a criterion: the reason must be an
input-algebra impossibility, not a process or deployment constraint. A process-constraint reason
contradicts that criterion and is a blocking finding.
Schema
	Column	Meaning
	REQ-id	The stable identifier from the profile/charter (REQ1-* / REQ1-EVO-*).
	Requirement	One-line restatement of the normative requirement.
	Surface(s)	Corpus surface name(s) (one of the 28 in index.json).
	Cell class(es)	The conformance class(es) on that surface proving the requirement.
	Cell-type	populated (≥1 executed case — satisfies the bar) · n/a (matrix marks it not-applicable, with reason) · gap (no cell on any surface; falsifiable reason required).
	Evidence / falsifiable reason	The index.json cell count for populated; the input-algebra reason for n/a/gap.
	Corpus rev	The corpus revision integer (revision.json sidecar) this row was validated against.

Corpus revision for every row: 1.
A successor-corpus slice that changes the applicability matrix MUST re-walk this map and bump
the cited integer; the revision qualifier makes a stale mapping a detectable drift rather than a
silent false claim (the format string this column once cited is constant across revisions and
could detect nothing — the sidecar's monotone integer replaced it). See § Maintenance.
CORE — profile-level invariants
	REQ-id	Requirement	Surface(s)	Cell class(es)	Cell-type	Evidence / reason
	REQ1-CORE-reject-unlisted	A conforming implementation rejects every unlisted member/value/encoding/extension with {:error, :invalid}	(profile-level invariant; the rationale for every per-surface closed-set MUST below)	—	gap	Input-algebra impossibility: this is a profile-wide invariant, not a single check on one surface. It is operationalized by the per-surface closed-set MUSTs (HEADER/CLAIM/SELECTOR/...), each of which maps to its own rejection cells below. There is no single corpus surface that "is" the closed-rejection rule; the rule is proven by the union of the per-surface closed-set cells.
	REQ1-CORE-cross-major-reject	An artifact of any other major or suite fails closed	verify_grant	invalid_algorithm	populated	index.json verify_grant.invalid_algorithm=1 (the alg:none/wrong-alg case)
	REQ1-CORE-proof-major-equals-grant	A proof's contract-major MUST equal its grant's	check_envelope	invalid_request	populated	index.json check_envelope.invalid_request=3 (mixed-major envelope rejected)

JSON — decoder algebra (json.decode, jcs.encode)
	REQ-id	Requirement	Surface(s)	Cell class(es)	Cell-type	Evidence / reason
	REQ1-JSON-no-duplicate	A duplicate name at any depth is rejected before map conversion	json.decode	invalid_duplicate	populated	json.decode.invalid_duplicate=2
	REQ1-JSON-single-value	Input is one complete RFC 8259 value followed only by whitespace	json.decode	invalid_encoding	populated	json.decode.invalid_encoding=2
	REQ1-JSON-no-normalization	Strings preserved without Unicode normalization	jcs.encode	tamper_meaningful_byte	populated	jcs.encode.tamper_meaningful_byte=1 (canonical-encoding byte fidelity)
	REQ1-JSON-raw-lexeme	Number lexemes scanned raw, 64-byte ceiling, exact decimal magnitude	json.decode	exact_bound, maximum_plus_one	populated	json.decode.exact_bound=8, maximum_plus_one=8
	REQ1-JSON-number-bounds	Integers/floats bounded to ±9007199254740991	json.decode	exact_bound, maximum_plus_one	populated	json.decode.exact_bound=8 (numeric magnitude bounds), maximum_plus_one=8
	REQ1-JSON-jcs-exact	JCS emits exact RFC 8785 bytes (escaping, sorting, number text)	jcs.encode	invalid_encoding, valid	populated	jcs.encode.invalid_encoding=1, valid=2; the strict-Ed25519 corpus (bap-strict-ed25519/1, revision 1) jcs-utf8 family adds 82 cases at every UTF-8 sequence-length boundary: jcs.encode valid=14, invalid_encoding=6; json.decode invalid_encoding=6; request_digest valid=28; check_envelope valid=28

B64 — base64url (base64url.decode)
	REQ-id	Requirement	Surface(s)	Cell class(es)	Cell-type	Evidence / reason
	REQ1-B64-alphabet; REQ1-B64-no-padding; REQ1-B64-length; REQ1-B64-canonical	Segments use only the base64url alphabet, no padding/whitespace, length mod 4 ≠ 1, canonical re-encode reproduces input	base64url.decode	invalid_encoding	populated	base64url.decode.invalid_encoding=2 — partial coverage: the two cases exercise padding rejection (AAA=) and alphabet rejection (a+b); they do NOT exercise length-mod-4-equals-1, whitespace, non-zero pad bits, or alternate canonical encodings. Full coverage of every B64 trigger is a corpus-growth obligation (this map cannot add cases — that is a verdict change).

HEADER — protected headers (decode_grant, decode_proof, verify_grant, jwk surfaces)
	REQ-id	Requirement	Surface(s)	Cell class(es)	Cell-type	Evidence / reason
	REQ1-HEADER-closed-set	Member sets are exact; crit, b64, embedded grant keys, unknown alg, unlisted member are invalid	decode_grant, decode_proof	invalid_encoding, invalid_algorithm	populated	decode_grant.invalid_encoding=7, invalid_algorithm=1; decode_proof.invalid_encoding=6, invalid_algorithm=1
	REQ1-HEADER-kid-bytes	Grant kid is 1–128 byte ASCII letters/digits/-._``~	decode_grant	exact_bound, maximum_plus_one	populated	decode_grant.exact_bound=1, maximum_plus_one=1 (kid width bounds)
	REQ1-HEADER-kid-not-selector	kid is an untrusted hint, not a trust selector	untrusted_key_locator	valid	populated	untrusted_key_locator.valid=1 (returns trust: :not_evaluated)
	REQ1-HEADER-proof-jwk; REQ1-HEADER-no-private-jwk	Proof JWK is exactly {crv,kty,x}; private d and extra members invalid	jwk.decode_public	invalid_encoding, tamper_meaningful_byte	populated	jwk.decode_public.invalid_encoding=1, tamper_meaningful_byte=1
	REQ1-HEADER-thumbprint; REQ1-HEADER-digest-width; REQ1-HEADER-issuer-fingerprint	Thumbprint = unpadded b64url SHA-256 of the canonical preimage; 32-byte digest; issuer fingerprint over raw 32-byte key, kid excluded	jwk.thumbprint, jwk.thumbprint_raw, jwk.public_key_thumbprint_raw	invalid_encoding, invalid_key, tamper_meaningful_byte, valid	populated	jwk.thumbprint.invalid_encoding=1, tamper_meaningful_byte=1; jwk.public_key_thumbprint_raw.invalid_key=1; valid cells present

CLAIM — grant/proof claims (verify_grant, check_envelope)
	REQ-id	Requirement	Surface(s)	Cell class(es)	Cell-type	Evidence / reason
	REQ1-CLAIM-closed-set; REQ1-CLAIM-no-extra	All claim objects closed; no other claim accepted	verify_grant, check_envelope	invalid_claim, invalid_encoding	populated	verify_grant.invalid_claim=1, invalid_encoding=5; check_envelope.invalid_claim=4
	REQ1-CLAIM-case-sensitive	Names and string values case-sensitive	verify_grant	invalid_claim	populated	verify_grant.invalid_claim=1
	REQ1-CLAIM-v; REQ1-CLAIM-proof-v	Grant/proof v MUST be exactly integer 1	verify_grant	invalid_claim	populated	verify_grant.invalid_claim=1
	REQ1-CLAIM-operation-shape	Operation = {name, selectors}; unique 1–128 byte names; 1–64 selector array	verify_grant	invalid_claim, invalid_selector	populated	verify_grant.invalid_selector=2
	REQ1-CLAIM-proof-required	Every proof row required except nonce	check_envelope	invalid_claim, invalid_request	populated	check_envelope.invalid_claim=4, invalid_request=3
	REQ1-CLAIM-ath	ath = SHA-256 over ASCII bytes of complete received grant compact value	check_envelope	invalid_request	populated	check_envelope.invalid_request=3 (request-binding mismatch)
	REQ1-CLAIM-htm-bytes; REQ1-CLAIM-htm-no-case-normalize	htm is 1–32 byte RFC 9110 token; compared byte-for-byte, never case-normalized	check_envelope	invalid_request	populated	check_envelope.invalid_request=3

SELECTOR — selector algebra (verify_grant, check_envelope)
	REQ-id	Requirement	Surface(s)	Cell class(es)	Cell-type	Evidence / reason
	REQ1-SELECTOR-closed-set	Selectors are closed ordered objects (all/equals/one_of)	verify_grant, check_envelope	invalid_selector	populated	verify_grant.invalid_selector=2; check_envelope.invalid_selector=3
	REQ1-SELECTOR-path-shape	Path 1–32 member names, 1–128 bytes, objects only	verify_grant	invalid_selector	populated	verify_grant.invalid_selector=2
	REQ1-SELECTOR-one-of-size	one_of ≤ 256 values	verify_grant	invalid_selector	populated	verify_grant.invalid_selector=2
	REQ1-SELECTOR-path-required	equals/one_of require the path to exist	verify_grant	invalid_selector	populated	verify_grant.invalid_selector=2
	REQ1-SELECTOR-semantic-identity; REQ1-SELECTOR-no-tag-collapse	Tagged scalar distinctions preserved; arrays positional; objects unordered; int/float not collapsed	verify_grant, request_digest	invalid_selector, valid	populated	verify_grant.invalid_selector=2; request_digest.valid float projection present
	REQ1-SELECTOR-not-authorization	No selector grants business authorization	verify_grant	valid	populated	verify_grant.valid=1 (facts carry authorization: :not_evaluated)
	REQ1-SELECTOR-float-zero	Grant decode rejects an equals value or one_of member holding a float-tagged zero at any depth, any sign or spelling; inert all members unaffected (erratum 6)	decode_grant, check_envelope	invalid_selector, valid	populated	selector float-zero corpus (bap-selector-float-zero/1, revision 1, index SHA-256 97fd7a99cdbf3acc0a78f5ba1c6556e23a63e0ad66f533e31fd69f82dc5f3003), major: 1 cases: grant-decode invalid_selector=14 (nine zero spellings, nested array/object, three one_of shapes), valid=8 (integer 0 and -0, 0.5, 10.0, 1e1, mixed array, one_of control, inert all); envelope invalid_selector=6 (float-zero equals against host 0.0/-0.0). RED PROOF: with the decode check removed the corpus disagrees on 14 grant-decode and 3 envelope cases (the sign-matched pairs the earlier matcher accepted)
	REQ1-SIGNING-integral-float-selector	grant_signing_input refuses a float-tagged integral number in any selector value (RFC 8785 would re-tag it integer) (erratum 6)	grant_signing_input	invalid_selector, valid	populated	selector float-zero corpus (bap-selector-float-zero/1, revision 1, index SHA-256 97fd7a99cdbf3acc0a78f5ba1c6556e23a63e0ad66f533e31fd69f82dc5f3003), major: 1 grant-signing-input invalid_selector=8, valid=4 (exact JCS signing input for non-integral floats and integers). RED PROOF: with the producer check removed all 8 refusals disagree

URI — URI normalization (uri.normalize, proof_signing_input)
	REQ-id	Requirement	Surface(s)	Cell class(es)	Cell-type	Evidence / reason
	REQ1-URI-reject-list; REQ1-URI-pre-normalized; REQ1-URI-no-network	HTTPS-only, hierarchical, bounded ASCII; rejects HTTP/other-scheme/authority-less/malformed; expected+proof URIs already normal; no DNS/IDNA/network	uri.normalize	invalid_uri, invalid_encoding, tamper_meaningful_byte	populated	uri.normalize.invalid_uri=7, invalid_encoding=1, tamper_meaningful_byte=1; valid=14

SIGNING — signing and digest inputs (grant_signing_input, proof_signing_input, request_digest)
	REQ-id	Requirement	Surface(s)	Cell class(es)	Cell-type	Evidence / reason
	REQ1-SIGNING-exact-input; REQ1-SIGNING-any-order; REQ1-SIGNING-deterministic-produce	Exact RFC 7515 signing input, no bytes before/after; received segments; producers emit one deterministic JCS	grant_signing_input, proof_signing_input	valid	populated	grant_signing_input.valid=1; proof_signing_input.valid=2
	REQ1-SIGNING-backend-reject	Backend rejection/exception after the strict Ed25519 gate returns exactly {:error, :invalid} (restated by erratum 2)	verify_grant, check_envelope, ed25519.verify_strict	tamper_meaningful_byte, invalid	populated	verify_grant.tamper_meaningful_byte=1; check_envelope.tamper_meaningful_byte=1; the strict-Ed25519 corpus (bap-strict-ed25519/1, revision 1) primitive family adds 4 gate-passing inputs the backend rejects (ed25519.verify_strict invalid=4)
	REQ1-SIGNING-ed25519-canonical-point	Ed25519 A and R are canonical encodings (y < p; no sign bit when x = 0), checked before any backend call	ed25519.verify_strict, verify_grant, check_envelope, verify_historical_anchor, verify_key_transition, verify_anchored_export, local_loopback_http, role_attestation, content_assertion	invalid, invalid_key, invalid_encoding, invalid_signature	populated	strict-Ed25519 corpus (bap-strict-ed25519/1, revision 1): 237 cases — ed25519.verify_strict invalid=172 (including 4 published speccheck vectors); verify_grant invalid_key=6, invalid_encoding=2; check_envelope invalid_key=12, invalid_encoding=4; verify_historical_anchor invalid_key=6, invalid_encoding=2; verify_key_transition invalid_key=6, invalid_encoding=2; verify_anchored_export invalid_key=1; local_loopback_http 8; role_attestation 8; content_assertion invalid_signature=8. Every surface case violates only this rule
	REQ1-SIGNING-ed25519-small-order-reject	Neither Ed25519 A nor R is one of the eight points of order dividing 8, checked before any backend call	ed25519.verify_strict, verify_grant, check_envelope, verify_historical_anchor, verify_key_transition, verify_anchored_export, local_loopback_http, role_attestation, content_assertion	invalid, invalid_key, invalid_encoding, invalid_signature	populated	strict-Ed25519 corpus (bap-strict-ed25519/1, revision 1): 294 cases — ed25519.verify_strict invalid=146 (including the key-holder-built small-order-R vectors and 3 published speccheck vectors); verify_grant invalid_key=9, invalid_encoding=9; check_envelope invalid_key=18, invalid_encoding=18; verify_historical_anchor and verify_key_transition invalid_key=9, invalid_encoding=9 each; verify_anchored_export invalid_key=3, invalid_encoding=1; local_loopback_http 18; role_attestation 18; content_assertion invalid_signature=18
	REQ1-SIGNING-ed25519-scalar-range	The Ed25519 scalar S is below the group order L, checked before any backend call	ed25519.verify_strict, verify_grant, check_envelope, verify_historical_anchor, verify_key_transition, verify_anchored_export, local_loopback_http, role_attestation, content_assertion	invalid, invalid_encoding, invalid_signature	populated	strict-Ed25519 corpus (bap-strict-ed25519/1, revision 1): 158 cases — ed25519.verify_strict invalid=141; verify_grant, verify_historical_anchor, and verify_key_transition invalid_encoding=2 each; check_envelope invalid_encoding=4; verify_anchored_export invalid_encoding=1; local_loopback_http 2; role_attestation 2; content_assertion invalid_signature=2. Backends also reject S >= L, so the gate check's load-bearing proof is the unit and mutation tier, not a corpus verdict
	REQ1-SIGNING-ed25519-cofactorless	Ed25519 verification uses the cofactorless equation encode([S]B - [k]A) == R, byte for byte; a cofactored verifier is non-conforming	ed25519.verify_strict, verify_grant, check_envelope, verify_historical_anchor, verify_key_transition, verify_anchored_export, local_loopback_http, role_attestation, content_assertion	valid, invalid, invalid_encoding, invalid_signature	populated	strict-Ed25519 corpus (bap-strict-ed25519/1, revision 1): 693 cases — ed25519.verify_strict valid=276, invalid=392 (the 1,024-case differential family contributes 655, including mixed-order inputs on which cofactored and cofactorless verifiers disagree); signed surfaces carry valid and invalid legs on every surface (verify_grant valid=2, invalid_encoding=1; check_envelope valid=3, invalid_encoding=2; anchors and transitions valid=2, invalid_encoding=1 each; verify_anchored_export valid=2; local_loopback_http 3; role_attestation 3; content_assertion valid=2, invalid_signature=1)
	REQ1-SIGNING-ed25519-producer-canonical	Compact assembly and anchored-export encoding refuse a signature that fails the keyless part of rule S1 (R canonical and not of small order, S < L) with the closed error, and emit accepted signature bytes unchanged (erratum 3)	assemble_compact, encode_anchored_export	invalid_encoding, exact_bound	populated	producer-canonicality corpus (bap-producer-canonicality/1, revision 1, index SHA-256 99ee6fbbf32758b03d4630647f721d8d4e349f0628d860493d667fe6e762c601), major: 1 cases: 18 — assemble_compact (grant, proof, boundary_anchor, key_transition) invalid_encoding=12 (S = L, identity R, R with y = p), exact_bound=4 (S = L - 1 emitted byte for byte); encode_anchored_export invalid_encoding=2 (start anchor S = L, transition identity R). RED PROOF: mutations ed25519-assembly-gate-removed, ed25519-export-encode-gate-removed, and one per keyless clause (ed25519-signature-gate-scalar-range-removed, -canonical-r-removed, -small-order-r-removed) each redden the corpus family test. At verify the cofactorless backend hides the S < L and canonical-R clauses; at assembly the corpus proves them
	REQ1-SIGNING-digest-prefix	Request-digest prefix BAP1-REQUEST\0 exact ASCII incl. final zero byte	request_digest	valid	populated	request_digest.valid=1
	REQ1-SIGNING-retired-prefixes	Retired BAP1-GRANT\0/BAP1-PROOF\0 strings are invalid signing prefixes	verify_grant	invalid_encoding	populated	verify_grant.invalid_encoding=5

KEY — Ed25519 public-key acceptance (ed25519.acceptable_public_key, jwk surfaces, producers)
The strict-Ed25519 rows above and below cite the additive strict-Ed25519 corpus (bap-strict-ed25519/1, revision 1), certified index SHA-256
732117dfe1881b553998126a9524a95bfb1171257e388d5430a0a099f2287cb9 (2,410 cases;
erratum 2). In these rows populated means at
least one executed case in that corpus; the v1 corpus and its cells are unchanged.
	REQ-id	Requirement	Surface(s)	Cell class(es)	Cell-type	Evidence / reason
	REQ1-KEY-ed25519-acceptable	A public key entering any verification input or producer is 32 bytes, canonical, not of small order, and on the curve	ed25519.acceptable_public_key, jwk.decode_public, jwk.encode_public, jwk.thumbprint, jwk.thumbprint_raw, jwk.thumbprint_preimage, jwk.public_key_thumbprint_raw, verify_key_transition, role_attestation	valid, invalid, invalid_key	populated	strict-Ed25519 corpus (bap-strict-ed25519/1, revision 1): 541 cases — ed25519.acceptable_public_key valid=27, invalid=52 (all 48 weak encodings, an off-curve key, honest keys, and torsion variants); each of the six jwk surfaces valid=10, invalid_key=50; verify_key_transition valid=1, invalid_key=50 (successor key); role_attestation 51 (subject key in the payload and in the expected binding)

HOST — host obligations mapped to corpus cells
	REQ-id	Requirement	Surface(s)	Cell class(es)	Cell-type	Evidence / reason
	REQ1-HOST-ed25519-torsion-free	A host rejects any key that is not torsion-free ([L]A = O, in addition to key acceptance) at key enrollment, at trust install, and before any deny-list or revocation comparison	ed25519.torsion_free	valid, invalid	populated	strict-Ed25519 corpus (bap-strict-ed25519/1, revision 1): 79 cases — ed25519.torsion_free valid=3, invalid=76, including the mixed-order pin that verification accepts and this check rejects. The host's obligation to call the check is a deployment property no corpus case expresses; the corpus pins the check's verdicts

VERIFY — public verification contract (verify_grant, check_envelope)
	REQ-id	Requirement	Surface(s)	Cell class(es)	Cell-type	Evidence / reason
	REQ1-VERIFY-return-shape	Every function returns {:ok, value} or exactly {:error, :invalid}	verify_grant, check_envelope	invalid_* (all), valid	populated	verify_grant invalid_algorithm/claim/encoding/key/selector/time/tamper + valid = full accept/reject coverage
	REQ1-VERIFY-revalidate	Each public entry revalidates every field	verify_grant	invalid_claim, invalid_time, invalid_key	populated	verify_grant.invalid_claim=1, invalid_time=1, invalid_key=1
	REQ1-VERIFY-no-signer-callback	assemble_compact/2,3 accept only SigningInput + 64-byte signature, never a key/signer/callback; /3 additionally accepts tightening-only bounds	assemble_compact	valid	populated	assemble_compact.valid=1 (no key/signer input path exists); native bounds-aware facade tests pin /2//3 byte equality and tightened rejection
	REQ1-VERIFY-decode-not-evaluated	Decode results carry verification: :not_evaluated	decode_grant, decode_proof	valid	populated	decode_grant.valid=1, decode_proof.valid=1
	REQ1-VERIFY-grant-exact; REQ1-VERIFY-grant-times; REQ1-VERIFY-no-iat-nbf-order	Grant verification requires exact key-id/signature/issuer/audience; time invariants; does not require iat <= nbf	verify_grant	invalid_key, invalid_claim, invalid_time	populated	verify_grant.invalid_key=1, invalid_claim=1, invalid_time=1
	REQ1-VERIFY-time-bounds	Skew ≤ 60s, proof max age ≤ 300s	verify_grant, check_envelope	invalid_time	populated	verify_grant.invalid_time=1; check_envelope.invalid_time=1
	REQ1-VERIFY-nonce-mode	Nonce absent in :not_required, present-once-and-equal in required mode	check_envelope	invalid_nonce	populated	check_envelope.invalid_nonce=1
	REQ1-VERIFY-envelope-binding	Combined verification re-verifies raw grant; binds holder thumbprint/ath/method/URI/invocation/op/ba_req/time/nonce/selectors	check_envelope	invalid_claim, invalid_request, invalid_nonce, invalid_selector, invalid_time	populated	check_envelope.invalid_claim=4 (holder-thumbprint/ath/ba_req/ba_op binding — the holder-proof bindings are exercised under invalid_claim), invalid_request=3 (URI/method/invocation/op binding), invalid_nonce=1, invalid_selector=3, invalid_time=1
	REQ1-VERIFY-facts-redacted; REQ1-VERIFY-facts-not-credentials; REQ1-VERIFY-grant-not-authorized	Facts value-bearing, redacted, no generic encoder, not accepted as credentials, authorization: :not_evaluated	verify_grant, check_envelope	valid	populated	verify_grant.valid=1, check_envelope.valid=4 (facts carry authorization: :not_evaluated, no credential fields)

BOUNDS — hard maxima (bounds.new)
	REQ-id	Requirement	Surface(s)	Cell class(es)	Cell-type	Evidence / reason
	REQ1-BOUNDS-tighten-only	Callers MAY tighten ceilings with a positive integer	bounds.new	valid	populated	bounds.new.valid=2 (tightening accepted)
	REQ1-BOUNDS-fixed-widths	32-byte key/digest, 64-byte signature widths are exact constants	bounds.new	invalid_limit	populated	bounds.new.invalid_limit=6 (width-change rejected)
	REQ1-BOUNDS-reject-list	Unknown/non-integer/zero/negative/widening/fixed-width-changing limits invalid	bounds.new	invalid_limit	populated	bounds.new.invalid_limit=6
	REQ1-BOUNDS-ordering	Raw/encoded sizes precede decode; decoded-size precedes allocation; structure/scalar limits during decode; all precede crypto	bounds.new, json.decode, decode_grant	exact_bound, maximum_plus_one	populated	bounds.new.exact_bound=38, maximum_plus_one=33; json.decode.exact_bound=8, maximum_plus_one=8

LOCATOR — untrusted key locator (untrusted_key_locator)
	REQ-id	Requirement	Surface(s)	Cell class(es)	Cell-type	Evidence / reason
	REQ1-LOCATOR-three-segments; REQ1-LOCATOR-opaque-payload	Bounds complete compact input, exactly 3 segments, validates only grant header; payload/signature opaque	untrusted_key_locator	invalid_encoding, valid	populated	untrusted_key_locator.invalid_encoding=1, valid=1
	REQ1-LOCATOR-not-authority; REQ1-LOCATOR-no-value-leak	Does not select key/decode claims/verify/trust/authorize; failures return {:error, :invalid} without input values	untrusted_key_locator	valid	populated	untrusted_key_locator.valid=1 (returns trust: :not_evaluated)

CHAIN / EXPORT — consumption chain and anchored export (check_chain, verify_*, encode_*)
	REQ-id	Requirement	Surface(s)	Cell class(es)	Cell-type	Evidence / reason
	REQ1-CHAIN-raw-rows-bounds	Chain verification accepts raw canonical row bytes and mandatory caller boundaries	check_chain	valid, invalid_encoding, invalid_claim	populated	check_chain.valid=1, invalid_encoding=2, invalid_claim=3
	REQ1-CHAIN-no-deletion-cert	A self-consistent chain does not certify no row deleted; shortened/relinked artifacts fail only vs original boundaries	check_chain	tamper_meaningful_byte	populated	check_chain.tamper_meaningful_byte=1
	REQ1-CHAIN-facts-not-evaluated; REQ1-CHAIN-facts-shape	Successful facts state performed checks, retain trust: :not_evaluated; chain/anchor/transition facts make no authorization field	check_chain, verify_historical_anchor, verify_key_transition	valid	populated	check_chain.valid=1; verify_historical_anchor.valid=1; verify_key_transition.valid=1
	REQ1-EXPORT-input-shape; REQ1-EXPORT-complete-scan	Export accepts only %ArchivedObject{} + ordered historical key chain + complete expected context; scans/hashes complete archive, exact EOF, authenticates both boundaries + every transition, checks every row	verify_anchored_export	valid, invalid_encoding, invalid_claim, invalid_key, invalid_time, tamper_meaningful_byte	populated	verify_anchored_export.valid=1, invalid_encoding=1, invalid_claim=1, invalid_key=1, invalid_time=1, tamper_meaningful_byte=1
	REQ1-EXPORT-version-exact; REQ1-EXPORT-preimage-private	Stored-object version is exact out-of-band context; commitment preimages opaque/private	verify_anchored_export	invalid_claim	populated	verify_anchored_export.invalid_claim=1

EVO — evolution contract (standards-track.md)
These requirements govern the evolution mechanism, which lives above the wire format — they are not
exercised by the v1 conformance corpus (the corpus verifies the current closed profile, not
successor-major behavior, which does not yet exist). Each is recorded as a gap with a falsifiable
input-algebra reason (per the gap gate and the conformance contract's n_a criterion): the current corpus's input algebra
cannot express a successor contract-major, a deprecation window, or an erratum, because none of those
artifacts exist yet in v1. They become mappable when a successor-major corpus ships; the corpus-revision
qualifier + re-walk obligation (§ Maintenance) makes that the successor slice's job.
	REQ-id	Requirement	Cell-type	Falsifiable reason (input-algebra impossibility)
	REQ1-EVO-closed-format-permanent	Closed-rejection posture permanent	gap	Input-algebra impossibility: "the closed-rejection posture is permanent across all future time" is a cross-release governance commitment; a v1 corpus case is a fixed (compact bytes, bounds)→verdict pair that cannot express a property over future releases. The posture as implemented in v1 is exercised by the per-surface closed-set cells (verify_grant invalid_algorithm, etc.); the "permanent" commitment is the governance invariant over those cells.
	REQ1-EVO-evolution-above-wire	Evolution via parallel majors, never in-place extension	gap	The v1 corpus contains only standard v1 artifacts; its input algebra cannot express an in-place extension to reject because the closed standard profile already rejects every unlisted member. The requirement is proven structurally by REQ1-CORE-reject-unlisted + the per-surface closed-set cells. A separately identified byte-distinct application profile is not an in-place evolution of standard v1: it carries a separate spec, identifier, API, and corpus and does not alter this map's standard-profile verdicts.
	REQ1-EVO-proof-major-equals-grant	Proof major MUST equal grant major	populated	See REQ1-CORE-proof-major-equals-grant — check_envelope.invalid_request=3 proves mixed-major rejection. (Mirrors REQ1-CORE row; listed under EVO because the charter states it as an evolution-contract invariant.)
	REQ1-EVO-mixed-major-invalid	Mixed-major envelopes invalid by construction	populated	check_envelope.invalid_request=3 (same cell family).
	REQ1-EVO-no-downgrade	No cross-major fallback/downgrade/best-effort parsing	gap	Input-algebra impossibility: "no fallback/downgrade path exists" is the absence of a code path, and a v1 corpus case is a single (artifact, bounds)→verdict pair that cannot express the non-existence of an alternative resolution path. The closed rejection any other major hits is exercised by verify_grant.invalid_algorithm=1 (the mechanism no-downgrade relies on); the "no fallback path" governance invariant is over the codebase's structure, not a v1 input.
	REQ1-EVO-deprecation-prerequisites	Deprecation requires successor profile + corpus + 2 independent passing implementations	gap	Input-algebra impossibility: the v1 corpus input algebra is (compact bytes, bounds) and has no axis for "a successor contract-major exists, with a published corpus and two independent passing implementations." That is an industry-adoption state, not a v1 input→verdict pair, so no v1 corpus case can express it.
	REQ1-EVO-deprecation-window-minimum	Deprecation window never shorter than 12 months (a security contract-major is exempt — charter § Security policy)	gap	Input-algebra impossibility: the v1 corpus input algebra has no temporal/policy axis; a 12-month minimum duration cannot be expressed as a v1 (compact bytes, bounds) input (the v1 verifier has no wall-clock input to test a duration against).
	REQ1-EVO-parallel-support-during-window	Conforming deployments support both majors during the window	gap	Input-algebra impossibility: a v1 corpus case is a single (artifact, bounds)→verdict pair against the v1 closed profile; "a deployment accepts both v1 and a successor major in parallel" is a multi-artifact, multi-major deployment state with no successor major in scope to express.
	REQ1-EVO-sunset-is-deployment-decision	Sunset is a deployment decision after the window, never a silent library change; a soundness repair is not a sunset (governance § Soundness repairs)	gap	Input-algebra impossibility: "sunset is a deployment decision, never a silent library change" is a cross-release governance property over the library's version history; a v1 corpus case is a fixed (compact bytes, bounds)→verdict pair that cannot express a property spanning releases.
	REQ1-EVO-no-verdict-flip	No erratum may flip a verdict of an existing certified corpus; a soundness repair adds its cases in a new corpus and flips none (governance § Soundness repairs)	gap	Input-algebra impossibility: "no future erratum flips a corpus verdict" is a governance invariant over the errata process across releases; a v1 corpus case is a fixed (compact bytes, bounds)→verdict pair that cannot express a property over future errata. Verdict stability within v1 is exercised by the mutation battery (conformance mutation gate, 55 mutations); the no-verdict-flip invariant is over the errata process, not a v1 input.

v2 — the contract-major 2 profile (spec/bap-v2.md, corpus priv/conformance/v2/corpus, revision 1)
The v2 profile activates the lte/gte range selector kinds
(spec/bap-v2.md § 4). Its requirement ids carry the REQ2-*
range; cells cite the v2 index
(bounded-authority-protocol-v2-conformance-corpus-index, 268 cases). The six new v2 gates'
red proofs were executed against the mutation battery
(scripts/check_conformance_mutations.exs, entries v2-*) on 2026-09-13 — each mutation was
applied, mix test test/conformance/cli_test.exs:43 (the shipped-v2-corpus CLI agreement test)
observed failing, and the source restored byte-identical.
	REQ-id	Requirement	Surface(s)	Cell class(es)	Cell-type	Evidence / reason + red proof
	REQ2-CORE-cross-major-reject	A v2 verifier rejects every artifact whose v is not exactly 2 (all v1 bytes); v1 rejects v2 symmetrically; no fallback/downgrade	verify_grant, decode_grant, decode_proof, check_envelope, check_chain, verify_historical_anchor, verify_key_transition, verify_anchored_export	invalid_claim, invalid_encoding	populated	verify_grant.invalid_claim=1 (v1 bytes); decode_grant.invalid_claim=1; decode_proof.invalid_claim=1; check_envelope.invalid_claim=2 (v1 grant and v1 proof); check_chain.invalid_claim=2 (v1 rows); verify_historical_anchor/verify_key_transition.invalid_claim=1 each; verify_anchored_export.invalid_encoding=1 (v1 archive, prefix-bound). RED PROOF: mutation v2-cross-major-grant-v-accepted (grant decode accepts v:1) → cli_test.exs:43 fails
	REQ2-CORE-v1-incorporation	The v1 normative sections are incorporated with the enumerated substitutions (spec/bap-v2.md §2)	(all 28 surfaces)	—	populated	every surface carries at least one populated cell in the v2 index; the version-neutral primitive surfaces execute the identical shared modules via byte-carried v1 cases
	REQ2-CLAIM-v; REQ2-CLAIM-proof-v	Grant/proof v MUST be exactly integer 2	verify_grant, check_envelope	invalid_claim	populated	see REQ2-CORE-cross-major-reject cells
	REQ2-EVO-proof-major-equals-grant; REQ2-EVO-mixed-major-invalid	A v2 proof MUST pair with a v2 grant; mixed-major credentials are invalid by construction	check_envelope	invalid_claim	populated	the check_envelope cross-major pair: check-envelope-v2-invalid-cross-major-v1-grant (v2 proof over a v1 grant — proof major ≠ grant major) and check-envelope-v2-invalid-cross-major-v1-proof (v1 proof over a v2 grant — mixed-major credentials)
	REQ2-SIGNING-digest-prefix	Request-digest prefix BAP2-REQUEST\0 exact ASCII incl. final zero byte	request_digest	valid, exact_bound	populated	request_digest.valid=2, exact_bound=1 (digests are prefix-bound). RED PROOF: mutation v2-request-digest-prefix-downgraded (BAP2→BAP1) → cli_test.exs:43 fails
	REQ2-SELECTOR-closed-set	The kind set is exactly {all, equals, one_of, lte, gte}; unknown kinds and non-recognized member sets invalid	verify_grant, check_envelope	invalid_selector	populated	verify_grant.invalid_selector=4 (unknown kind lt, non-numeric bound, empty path, over-maxima); check_envelope.invalid_selector=8. RED PROOF: mutation v2-selector-kinds-swapped (decode lte⇄gte) → cli_test.exs:43 fails
	REQ2-SELECTOR-range-same-tag	Both range operands must carry the same numeric tag; cross-tag never matches	check_envelope	invalid_selector	populated	check_envelope.invalid_selector includes both cross-tag directions (integer-bound/float-argument and float-bound/integer-argument). RED PROOF: mutation v2-selector-same-tag-removed (both kind fall-throughs compare numerically) → cli_test.exs:43 fails
	REQ2-SELECTOR-range-inclusive	Bounds are inclusive: argument == bound MUST pass	check_envelope	exact_bound	populated	check_envelope.exact_bound=8 (lte/gte boundary-equal, both interval endpoints, integer extremes). RED PROOF: mutation v2-selector-lte-strict (<= → <) → cli_test.exs:43 fails
	REQ2-SELECTOR-range-numeric	A non-numeric value bound makes the whole grant invalid; non-numeric operands at the path never match	verify_grant, check_envelope	invalid_selector	populated	verify_grant.invalid_selector (string bound); check_envelope.invalid_selector (string argument at path). RED PROOF: mutation v2-selector-non-numeric-bound-accepted (decode drops the numeric-bound check) → cli_test.exs:43 fails
	REQ2-SELECTOR-range-signed-zero	−0.0 = 0.0 by numeric comparison; a float-tagged zero bound (reachable through non-JCS bytes, which verifiers accept) stays valid and compares numerically	decode_grant, check_envelope	valid	populated	Corrected by erratum 6: the earlier claim that the wire cannot carry a float-tagged zero was false, because verification accepts non-JCS payload bytes. selector float-zero corpus (bap-selector-float-zero/1, revision 1, index SHA-256 97fd7a99cdbf3acc0a78f5ba1c6556e23a63e0ad66f533e31fd69f82dc5f3003), major: 2 grant-decode valid=6 (lte/gte bounds 0.0, -0.0, -0e0) and envelope valid=4 (lte/gte zero bounds against host 0.0/-0.0)
	REQ2-SELECTOR-float-zero	v1 § 12 float-zero rule bound to contract-major 2 (equals/one_of only) (erratum 6)	decode_grant, check_envelope	invalid_selector, valid	populated	selector float-zero corpus (bap-selector-float-zero/1, revision 1, index SHA-256 97fd7a99cdbf3acc0a78f5ba1c6556e23a63e0ad66f533e31fd69f82dc5f3003), major: 2 grant-decode invalid_selector=14, valid=14; envelope invalid_selector=8, valid=5. RED PROOF: with the decode check removed the corpus disagrees on 14 grant-decode and 3 envelope cases
	REQ2-SIGNING-integral-float-selector	grant_signing_input refuses a float-tagged integral number in any selector value, lte/gte bounds included (erratum 6)	grant_signing_input	invalid_selector, valid	populated	selector float-zero corpus (bap-selector-float-zero/1, revision 1, index SHA-256 97fd7a99cdbf3acc0a78f5ba1c6556e23a63e0ad66f533e31fd69f82dc5f3003), major: 2 grant-signing-input invalid_selector=12, valid=6. RED PROOF: with the producer check removed all 12 refusals disagree
	REQ2-SELECTOR-attenuation-unchanged	Attenuation (when a successor major activates delegation) composes conjunctively over selector tuples, never inspects kind, and never widens; a cross-tag conjunct is unsatisfiable	(no v2 surface)	—	gap	Delegation is not active in contract-major 2 (successor-major charter scope), so no corpus surface exists to populate. The invariant is carried normatively by spec/bap-v2.md §4, and becomes cell-populatable at the activating major.
	REQ2-SELECTOR-range-path-required; REQ2-SELECTOR-path-shape; REQ2-SELECTOR-range-interval; REQ2-SELECTOR-no-strict-kinds; REQ2-SELECTOR-count	Missing path fails closed; path/selector maxima bind range kinds; intervals are conjunctive; crossed endpoints unsatisfiable-not-error; strict kinds excluded	verify_grant, check_envelope	invalid_selector, valid, exact_bound	populated	verify_grant.invalid_selector=4 (empty path, over-maxima 65 selectors); check_envelope valid interval cases (endpoints exact_bound) and the equals-mix valid case; lt unknown-kind reject
	REQ2-SELECTOR-not-authorization; REQ2-SELECTOR-verdict-internal	No selector grants authorization; standalone grant verification never evaluates selectors	verify_grant, check_envelope	valid	populated	verify_grant.valid=1, check_envelope.valid=6 (facts carry authorization: :not_evaluated; range-bearing grants verify standalone without selector evaluation)
	REQ2-BOUNDS-inherited	Every v1 bound carries over unchanged; no new bound (range-selector bounds review)	bounds.new	exact_bound, maximum_plus_one, invalid_limit	populated	bounds.new.exact_bound=38, maximum_plus_one=33, invalid_limit=6 (byte-carried v1 cells; the bounds module is shared)
	REQ2-SIGNING-ed25519-canonical-point	v2 Ed25519 A and R are canonical encodings, checked before any backend call	verify_grant, check_envelope, verify_historical_anchor, verify_key_transition, verify_anchored_export	invalid_key, invalid_encoding	populated	strict-Ed25519 corpus (bap-strict-ed25519/1, revision 1), major: 2 cases: 41 — verify_grant invalid_key=6, invalid_encoding=2; check_envelope invalid_key=12, invalid_encoding=4; verify_historical_anchor and verify_key_transition invalid_key=6, invalid_encoding=2 each; verify_anchored_export invalid_key=1
	REQ2-SIGNING-ed25519-small-order-reject	Neither v2 Ed25519 A nor R is of small order, checked before any backend call	verify_grant, check_envelope, verify_historical_anchor, verify_key_transition, verify_anchored_export	invalid_key, invalid_encoding	populated	strict-Ed25519 corpus (bap-strict-ed25519/1, revision 1), major: 2 cases: 94 — verify_grant invalid_key=9, invalid_encoding=9; check_envelope invalid_key=18, invalid_encoding=18; verify_historical_anchor and verify_key_transition invalid_key=9, invalid_encoding=9 each; verify_anchored_export invalid_key=3, invalid_encoding=1
	REQ2-SIGNING-ed25519-scalar-range	The v2 Ed25519 scalar S is below L, checked before any backend call	verify_grant, check_envelope, verify_historical_anchor, verify_key_transition, verify_anchored_export	invalid_encoding	populated	strict-Ed25519 corpus (bap-strict-ed25519/1, revision 1), major: 2 cases: 11 — verify_grant, verify_historical_anchor, and verify_key_transition invalid_encoding=2 each; check_envelope invalid_encoding=4; verify_anchored_export invalid_encoding=1
	REQ2-SIGNING-ed25519-cofactorless	v2 Ed25519 verification uses the cofactorless equation, byte for byte	verify_grant, check_envelope, verify_historical_anchor, verify_key_transition, verify_anchored_export	valid, invalid_encoding	populated	strict-Ed25519 corpus (bap-strict-ed25519/1, revision 1), major: 2 cases: 16 — verify_grant valid=2, invalid_encoding=1; check_envelope valid=3, invalid_encoding=2; anchors and transitions valid=2, invalid_encoding=1 each; verify_anchored_export valid=2
	REQ2-SIGNING-ed25519-producer-canonical	v2 compact assembly and anchored-export encoding refuse a signature that fails the keyless part of rule S1, and emit accepted bytes unchanged (erratum 3, incorporated through v1 § 16)	assemble_compact, encode_anchored_export	invalid_encoding, exact_bound	populated	producer-canonicality corpus, major: 2 cases: 18 — assemble_compact invalid_encoding=12, exact_bound=4; encode_anchored_export invalid_encoding=2. RED PROOF: ed25519-assembly-gate-removed and ed25519-export-encode-gate-removed-major-two
	REQ2-KEY-ed25519-acceptable	A v2 public key entering any verification input or producer is 32 bytes, canonical, not of small order, and on the curve	verify_key_transition	valid, invalid_key	populated	strict-Ed25519 corpus (bap-strict-ed25519/1, revision 1), major: 2 cases: 51 — verify_key_transition valid=1, invalid_key=50; the version-neutral JWK and primitive key-acceptance cells are shared with REQ1-KEY-ed25519-acceptable
	REQ2-CORPUS-certified-identity	The v2 corpus is a certified artifact with its own pinned index identity	(CLI + SDK runners)	—	populated	certified SHA-256 6de6289b…f13d0 pinned in the CLI (major-keyed map), the CLI test, and all four SDK v2 runners; mix conformance.verify runs both corpora (v1 = 283 unchanged pin, v2 = 268)

v3 — the contract-major 3 ES256 suite (spec/bap-v3.md, corpus priv/conformance/v3/corpus, revision 1)
The v3 profile activates the BAP3-ES256-SHA256 suite
(spec/bap-v3.md):
alg: "ES256" over EC P-256, the RFC 7518 §3.4 raw r || s signature form with the low-S
canonicality rule, EC JWKs and RFC 7638 EC thumbprints, uncompressed-SEC1 raw keys, and
BAP3-* domain separators, under the five-kind selector algebra inherited from v2. Its
requirement ids carry the REQ3-* range;
cells cite the v3 index (bounded-authority-protocol-v3-conformance-corpus-index, 292 cases).
The v3 mutation gates' red proofs were executed against the battery
(scripts/check_conformance_mutations.exs, entries v3-*) on 2026-09-21 — each mutation was
applied, mix test test/conformance/cli_test.exs (the shipped-v3-corpus CLI agreement test)
observed failing, and the source restored byte-identical; the one entry the battery itself
adjudicated as not verdict-provable is disclosed in its row below.
	REQ-id	Requirement	Surface(s)	Cell class(es)	Cell-type	Evidence / reason + red proof
	REQ3-CORE-cross-major-reject	A v3 verifier rejects every artifact whose v is not exactly 3 (all v1 AND v2 bytes); v1 and v2 reject v3 symmetrically; no fallback/downgrade	verify_grant, decode_grant, decode_proof, check_envelope, check_chain, verify_historical_anchor, verify_key_transition, verify_anchored_export	invalid_claim, invalid_encoding	populated	verify_grant.invalid_claim=2 (v1 bytes + v2 bytes); decode_grant.invalid_claim=2; decode_proof.invalid_claim=2; check_envelope.invalid_claim=2 (v1 grant and v1 proof); check_chain.invalid_claim=3 (v1 rows + v2 rows); verify_historical_anchor/verify_key_transition.invalid_claim=2 each (v1 + v2); verify_anchored_export.invalid_encoding=2 (v1 and v2 archives, prefix-bound). RED PROOF: mutation v3-cross-major-grant-header-and-v-accepted (grant decode accepts the EdDSA header and v:1/v:2) → the shipped-v3-corpus CLI test fails; battery-adjudicated composite — v3 cross-major rejection is pinned at both the alg and the v claim
	REQ3-CORE-v1-incorporation	The v1 normative sections are incorporated with the enumerated substitutions (spec/bap-v3.md §2) and the v2 selector algebra by reference	(all 28 surfaces)	—	populated	every surface carries at least one populated cell in the v3 index; the version-neutral primitive surfaces execute the identical shared modules via byte-carried v1 cells
	REQ3-CLAIM-v; REQ3-CLAIM-proof-v	Grant/proof v MUST be exactly integer 3	verify_grant, check_envelope	invalid_claim	populated	see REQ3-CORE-cross-major-reject cells
	REQ3-EVO-proof-major-equals-grant; REQ3-EVO-mixed-major-invalid	A v3 proof MUST pair with a v3 grant; mixed-major credentials are invalid by construction	check_envelope	invalid_claim	populated	the check_envelope cross-major pair: check-envelope-v3-invalid-cross-major-v1-grant (v3 proof over a v1 grant) and check-envelope-v3-invalid-cross-major-v1-proof (v1 proof over a v3 grant); the v2-bytes twins live on the decode surfaces
	REQ3-HEADER-alg	Protected-header alg is exactly "ES256" on every v3 artifact	decode_grant, decode_proof, verify_grant, check_envelope, verify_historical_anchor, verify_key_transition	invalid_algorithm	populated	decode_grant/decode_proof/verify_grant.invalid_algorithm=1 each; check_envelope.invalid_algorithm=2 (grant-side and proof-side none); anchor and transition .invalid_algorithm=1 each. RED PROOF (suite-level): mutations v3-signature-low-s-removed and v3-cross-major-grant-v-accepted both reddened via the CLI test; the alg pin itself is load-borne by every none-alg cell above
	REQ3-HEADER-closed-set	Header member sets are exactly the closed sets ({alg,kid,typ} grants/anchors/transitions, {alg,jwk,typ} proofs); payload cnf is exactly {jkt}	decode_grant, decode_proof, check_envelope	invalid_encoding, invalid_claim	populated	check_envelope.invalid_encoding=1 (check-envelope-v3-invalid-encoding-cnf-extra-member — cnf with an extra member); the framing-defect decode cells (1 segment) exercise the header/payload split
	REQ3-HEADER-digest-width	Every digest-shaped member (cnf.jkt, ath, ba_req, chain_hash, fingerprints) is exactly 32 bytes, base64url-encoded	verify_grant, check_envelope, jwk.thumbprint_raw	valid, invalid_encoding	populated	the valid cells carry 32-byte thumbprints/hashes end to end; jwk thumbprint surfaces reject non-digest shapes (invalid_encoding=1 each)
	REQ3-HEADER-no-private-jwk	The proof JWK never carries private material (d) or extra members	jwk.decode_public	invalid_key	populated	jwk-decode-public-invalid-extra-member-d (jwk.decode_public.invalid_key=8 includes the d-member case)
	REQ3-HEADER-proof-jwk	The proof holder key is the EC JWK exactly {"crv":"P-256","kty":"EC","x":…,"y":…}	decode_proof, check_envelope, jwk.decode_public	valid, invalid_key	populated	decode_proof.valid=1 and check_envelope.valid=6 carry the EC JWK in every proof header; the OKP-shape and wrong-crv JWK rejects live in jwk.decode_public.invalid_key=8. RED PROOF: mutation v3-jwk-curve-accepted (any crv string decodes) → the CLI test fails
	REQ3-HEADER-thumbprint	The holder binding is the RFC 7638 EC thumbprint over {crv,kty,x,y} (lexicographic member order, unpadded coordinates)	jwk.thumbprint, jwk.thumbprint_raw, jwk.thumbprint_preimage, jwk.public_key_thumbprint_raw	valid, invalid_encoding, tamper_meaningful_byte	populated	jwk.thumbprint/.thumbprint_raw/.thumbprint_preimage each: valid=1, invalid_encoding=1, tamper_meaningful_byte=1; jwk.public_key_thumbprint_raw.valid=1; the OKP-member preimage and member-order rejects in jwk.decode_public. RED PROOF: mutation v3-thumbprint-member-set-wrong (preimage without y) → the CLI test fails
	REQ3-KEY-point-on-curve	A decoded JWK point MUST satisfy the curve equation (pure arithmetic y² = x³ − 3x + b mod p)	jwk.decode_public	invalid_key	populated	jwk-decode-public-invalid-off-curve (jwk.decode_public.invalid_key=8 includes it)
	REQ3-KEY-uncompressed-sec1	Raw public keys are exactly the 65-byte uncompressed SEC1 form 0x04 ‖ x ‖ y	jwk.encode_public, jwk.public_key_thumbprint_raw, boundary_anchor_signing_input	invalid_key, valid	populated	jwk.encode_public.invalid_key=2 (invalid-length-64, invalid-compressed-form); jwk.public_key_thumbprint_raw.invalid_key=1 (short key); boundary_anchor_signing_input.invalid_key rejects short anchor keys
	REQ3-SIGNING-raw-rs	The wire signature is exactly 64 bytes: fixed-width 32-byte unsigned big-endian r ‖ s (no DER on the wire)	verify_grant, decode_grant, decode_proof, assemble_compact	valid, invalid_encoding, tamper_meaningful_byte	populated	every valid cell verifies the 64-byte form; verify_grant.invalid_encoding=6 (the canonicality matrix — see below); assemble_compact.invalid_key rejects short signatures; verify_grant.tamper_meaningful_byte=3 includes the tampered-r and tampered-s legs
	REQ3-SIGNING-low-s	s MUST be ≤ n/2 (low-S); a high-S signature is invalid even though raw ECDSA accepts it	verify_grant	invalid_encoding	populated	verify-grant-v3-invalid-signature-high-s (inside verify_grant.invalid_encoding=6) — a genuinely verifying high-S signature (backend malleability, probe-observed). RED PROOF: mutation v3-signature-low-s-removed (half-order rule dropped) → the high-S case agrees as valid → the CLI test fails
	REQ3-SIGNING-range	0 < r < n and 0 < s ≤ n/2; zero and out-of-range scalars invalid	verify_grant, assemble_compact	invalid_encoding	populated	verify-grant-v3-invalid-signature-{zero-r,zero-s,r-at-n,s-at-n} (inside verify_grant.invalid_encoding=6) all reject; at verify the backend independently rejects out-of-range scalars, so no verify verdict isolates the check. RED PROOF (erratum 3): the producer surfaces apply the same predicate before any backend, so the producer-canonicality corpus isolates each clause — mutations v3-signature-range-removed (r < n dropped), v3-signature-r-positive-removed (r > 0 dropped), and v3-signature-s-positive-removed (s > 0 dropped) each redden the es256-assemble family test (the r = n, r = 0, and s = 0 cases). The earlier survival disclosure is withdrawn on those receipts
	REQ3-SIGNING-producer-canonical	Compact assembly and anchored-export encoding refuse any framed signature outside 0 < r < n, 0 < s ≤ n/2 with the closed error, never normalize, and emit accepted bytes unchanged (erratum 3)	assemble_compact, encode_anchored_export	invalid_encoding, exact_bound	populated	producer-canonicality corpus (bap-producer-canonicality/1, revision 1, index SHA-256 99ee6fbbf32758b03d4630647f721d8d4e349f0628d860493d667fe6e762c601), major: 3 cases: 27 — assemble_compact (grant, proof, boundary_anchor, key_transition) invalid_encoding=20 (r = 0, r = n, s = 0, s = ⌊n/2⌋ + 1, and the natural high-S counterpart of each certified signature, which raw ECDSA verifies), exact_bound=4 (s = ⌊n/2⌋ emitted byte for byte); encode_anchored_export invalid_encoding=3 (high-S start anchor, end anchor, transition). RED PROOF: v3-assembly-canonicality-removed, v3-export-encode-canonicality-removed, and v3-assembly-normalizes (refusal replaced by s ← n − s) each redden their family test; v3-decode-canonicality-added reddens the decode-scope architecture test (decode does not apply the rule)
	REQ3-SELECTOR-float-zero; REQ3-SELECTOR-range-signed-zero	The v2 float-zero and signed-zero range rules carried into contract-major 3 with the algebra (erratum 6)	decode_grant, check_envelope	invalid_selector, valid	populated	selector float-zero corpus (bap-selector-float-zero/1, revision 1, index SHA-256 97fd7a99cdbf3acc0a78f5ba1c6556e23a63e0ad66f533e31fd69f82dc5f3003), major: 3 grant-decode invalid_selector=14, valid=14; envelope invalid_selector=8, valid=5 (four numeric signed-zero range controls). RED PROOF: with the decode check removed the corpus disagrees on 14 grant-decode and 3 envelope cases
	REQ3-SIGNING-integral-float-selector	grant_signing_input refuses a float-tagged integral number in any selector value, range bounds included (erratum 6)	grant_signing_input	invalid_selector, valid	populated	selector float-zero corpus (bap-selector-float-zero/1, revision 1, index SHA-256 97fd7a99cdbf3acc0a78f5ba1c6556e23a63e0ad66f533e31fd69f82dc5f3003), major: 3 grant-signing-input invalid_selector=12, valid=6. RED PROOF: with the producer check removed all 12 refusals disagree
	REQ3-SIGNING-backend-reject	Backend rejection or exception (off-curve point raises at :crypto.verify) returns exactly closed invalid, never a crash	verify_grant, check_envelope, jwk.decode_public	invalid_key, tamper_meaningful_byte	populated	verify_grant.tamper_meaningful_byte=3 and check_envelope.tamper_meaningful_byte=1 (backend rejects wrong-math signatures); the off-curve JWK is rejected BEFORE the backend by the pure-arithmetic on-curve check (REQ3-KEY-point-on-curve). Since erratum 3 the public BoundedAuthorityProtocol.Es256.verify_strict/3 admits the backend only for a binary message, a canonical signature, and an acceptable key (coordinates below p, on the curve; P-256 has prime order), so no input on which the backend raises reaches it; the former rescue clause was unreachable and is removed
	REQ3-SIGNING-digest-prefix	Request-digest prefix BAP3-REQUEST\0 exact ASCII incl. final zero byte; archive prefix BAP3-ARCHIVE\0EXPORT\0; row hash domain BAP3-CHAIN\0	request_digest, encode_consumption_entry, check_chain, encode_anchored_export	valid, exact_bound	populated	request_digest.valid=2, exact_bound=1 (digests are prefix-bound); check_chain.valid=1 and encode_anchored_export.valid=1 (BAP3-CHAIN/BAP3-ARCHIVE framing end to end); the v1/v2 archive and row cross-major rejects are prefix-caught. RED PROOF: mutation v3-request-digest-prefix-downgraded (BAP3→BAP1) → the CLI test fails
	REQ3-BOUNDS-inherited	Every v1 bound carries over unchanged; no new bound	bounds.new	exact_bound, maximum_plus_one, invalid_limit	populated	bounds.new.exact_bound=38, maximum_plus_one=33, invalid_limit=6 (byte-carried v1 cells; the bounds module is shared). The suite's own fixed-width rules (65-byte keys, 64-byte signatures, 32-byte coordinates) are fixed suite widths (spec/bap-v3.md § 5), not new Bounds entries
	REQ3-BOUNDS-fixed-widths	The EC fixed widths: 65-byte raw keys, 32-byte coordinates, 64-byte raw signatures, 32-byte digests	jwk.decode_public, jwk.encode_public, assemble_compact	invalid_key, invalid_encoding	populated	short/padded-coordinate rejects (jwk.decode_public.invalid_key=8); length-64/compressed key rejects (jwk.encode_public.invalid_key=2); short-signature reject (assemble_compact)
	REQ3-BOUNDS-ordering	Raw/encoded size checks precede decode; width checks precede the backend call; all precede crypto (the v1 ordering under EC shapes)	bounds.new, json.decode, decode_grant, jwk.decode_public	exact_bound, maximum_plus_one, invalid_key	populated	bounds.new.exact_bound=38, maximum_plus_one=33; json.decode byte-carried exact_bound cells; the short-coordinate JWK is rejected at width before any curve arithmetic
	REQ3-CORPUS-certified-identity	The v3 corpus is a certified artifact with its own pinned index identity	(CLI + SDK runners)	—	populated	certified SHA-256 pinned in the CLI (major-keyed map), the CLI test, and every SDK v3 runner; mix conformance.verify runs all three corpora (v1 = 283 unchanged pin, v2 = 268 unchanged pin, v3 = 292)

What a populated cell does and does not prove (reading guide)
A populated mapping row certifies that the named conformance cell directly exercises the
requirement's named trigger — i.e., the cell's defect IS the requirement's violation (or, for a
closed-set requirement, one class of it). This section exists because several requirements are
exercised only partially by the current v1 corpus, and the map must not overstate that as full
proof. Three categories a standards reader must distinguish:
	Direct proof — the cell's defect is exactly the requirement's violation (e.g. REQ1-CLAIM-v
← verify_grant.invalid_claim=1, where the case mutates the v claim). The cell directly proves
the requirement. A populated row certifies this where it can.
	Partial coverage — the cell exercises ONE dimension of a multi-dimension requirement, but not
every trigger the requirement names (e.g. REQ1-B64-* ← base64url.decode.invalid_encoding=2:
the two cases exercise padding and alphabet rejection, but NOT length-mod-4-equals-1, whitespace,
non-zero pad bits, or alternate canonical encodings — so the four B64 requirements are only
partially proven by the current corpus). Where a requirement is only partially covered, the row
is populated (the cell exists and rejects the inputs it names) but the partial coverage is
disclosed in the evidence column; full coverage of every named trigger is a corpus-growth
obligation, not this map's (the map cannot add corpus cases — that is a verdict change).
	Family proof — a closed-set requirement (e.g. REQ1-HEADER-closed-set) is proven by the union
of that surface's rejection cells (invalid_algorithm, invalid_encoding, invalid_claim, ...),
each of which rejects one class of unlisted member. No single cell is "the" closed-set proof; the
union is.

This reading guide does NOT lower the populated bar. A row is populated only when a real
corpus cell exists and rejects a real input exercising the requirement's subject; it is gap when
no cell exercises the requirement on any surface. The category-2 disclosure ("partial coverage") is
honesty about the breadth of the existing corpus's coverage of a multi-trigger requirement, not an
acceptance of non-proving evidence — the named cells DO prove what they exercise, and what they do
not exercise is disclosed so a successor-corpus slice can close it. Gaps (rows where no cell
exercises the requirement on any surface) are recorded as gap with their input-algebra reason,
never silently overstated as populated.
Coverage summary
	93 requirement ids total: 83 REQ1-* (spec/bap-v1.md) + 10 REQ1-EVO-* (standards-track.md).
Six of the 83 (the four strict-Ed25519 SIGNING rows, REQ1-KEY-ed25519-acceptable, and
REQ1-HOST-ed25519-torsion-free) were added by erratum 2
and map to populated cells of the additive strict-Ed25519 corpus; one
(REQ1-SIGNING-ed25519-producer-canonical) was added by erratum 3 and maps to populated cells of
the additive producer-canonicality corpus.
	v2: 28 REQ2-* ids over spec/bap-v2.md (22 at activation plus the
five strict-Ed25519 ids of erratum 2, which map to the strict corpus's major: 2 cells, and the
producer-canonicality id of erratum 3, which maps to that corpus's major: 2 cells); the
other 22 map to populated v2 corpus cells except the signed-zero row (input-algebra impossibility) and the
attenuation row (delegation is not active in major 2), both recorded above. Corpus: bounded-authority-protocol-v2-conformance-corpus-index (268 cases, 28
surfaces, 16 classes).
	v3: 24 REQ3-* ids over spec/bap-v3.md; 23 map to populated
v3 corpus cells and REQ3-SIGNING-producer-canonical (erratum 3) to the producer-canonicality
corpus. The earlier REQ3-SIGNING-range red-proof adjudication is withdrawn: its clauses are
backend-coincident at verify, and the producer surfaces now isolate each of them, so
v3-signature-range-removed, -r-positive-removed, and -s-positive-removed run red. Corpus:
bounded-authority-protocol-v3-conformance-corpus-index (292 cases, 28 surfaces,
16 classes).
	MUST/MUST NOT requirements mapped to populated cells: all spec REQ1-* map to ≥1
populated conformance cell. One profile-level invariant (REQ1-CORE-reject-unlisted) is recorded as
a gap with its input-algebra reason (it is the rationale for the per-surface closed-set MUSTs, each
of which maps to populated rejection cells — the rule is proven by that union).
	Evolution-contract REQ1-EVO-* gaps: 8 of 10 are gap (governance/process invariants the v1
corpus cannot express); 2 are populated (mirror CORE rows on check_envelope). Every gap carries
a falsifiable input-algebra reason per the gap gate.
	Corpus revision: bounded-authority-protocol-v1-conformance-corpus-index (283 cases, 28 surfaces,
16 classes).

Maintenance
This map is a living artifact. It was validated against the corpus revision named above. Obligations:
	A successor-corpus slice that adds surfaces or classes, or changes a cell from n/a to populated
(or vice versa), MUST re-walk this map and update the affected rows + the corpus-revision qualifier.
	A gap row may become populated when a future corpus (e.g., a successor-major corpus) can express
the requirement; that promotion is the owning slice's job.
	The corpus-revision qualifier on each row is the drift detector: a row whose qualifier no longer
matches index.json's format field is stale and must be re-validated before the map is cited.



  

    Local-loopback HTTP profile requirement map

This map traces every normative REQ-LLH1-* requirement in
spec/bap-local-loopback-http-v1.md to executable
evidence or an explicit downstream/release gate. The certified profile corpus is revision 1 at
priv/conformance/application-profiles/local-loopback-http/v1.
Strict Ed25519 verification (erratum 2):
the profile's signature and key checks follow the strict rule of
spec/bap-v1.md § 14.1. Its requirements keep their
contract-major ids (REQ1-SIGNING-ed25519-canonical-point,
REQ1-SIGNING-ed25519-small-order-reject, REQ1-SIGNING-ed25519-scalar-range,
REQ1-SIGNING-ed25519-cofactorless, REQ1-KEY-ed25519-acceptable) and are traced in the
requirement map. Their cases for this profile are the 31 cases of the
loopback family in the additive strict-Ed25519 corpus (priv/conformance/strict-ed25519, index
SHA-256 732117dfe1881b553998126a9524a95bfb1171257e388d5430a0a099f2287cb9). This profile's own
corpus, index, and verdicts are unchanged.
Producer canonicality (erratum 3): this profile's assembler refuses a signature that fails the
keyless part of rule S1 (R canonical and not of small order, S < L) and emits accepted bytes
unchanged, through the one Ed25519 assembly call site every assembler shares. Its cases are the
4 assemble-loopback-* cases of the ed25519-assemble family in the additive
producer-canonicality corpus (priv/conformance/producer-canonicality, index SHA-256
99ee6fbbf32758b03d4630647f721d8d4e349f0628d860493d667fe6e762c601): S = L, identity R, and R with y = p refused, S = L - 1 emitted byte for byte.
RED PROOF: mutation ed25519-assembly-gate-removed reddens the family test. This profile's own
corpus, index, and verdicts are unchanged.
	Requirements	Evidence	Status
	CORE-compose-v1, CORE-profile-identity, HEADER-closed-set, HEADER-signed-identity	proof-cases.json; five SDK corpus consumers; exact producer/assembly bytes	populated
	CORE-cross-profile-reject, CORE-no-inference-fallback	local, standard, and unknown typ cases; separate public namespaces; architecture export/import locks	populated
	CLAIM-closed-required, CLAIM-grant-major, CLAIM-nonce-required, CLAIM-v1-bindings	missing/wrong nonce, valid signed envelope, and complete legacy BAP1 corpus	populated
	URI-canonical, URI-http, URI-exact-hosts, URI-host-reject-list, URI-port, URI-path, URI-reject-list, URI-pre-normalized	36 language-neutral URI cases run by all five implementations	populated
	URI-no-network-proxy	pure-library architecture gate plus URI implementations with no I/O imports	populated
	API-complete, API-return-shape, API-no-signer, API-assembly-revalidate, API-symmetry, API-facts	five separately named public surfaces per implementation; corpus producer/assembly/decode/envelope checks; existing redacted fact-shape gates	populated
	CONFORMANCE-complete, CONFORMANCE-sdks, CONFORMANCE-no-drift	certified profile index plus Elixir/TypeScript/Python/Rust/Go consumers; unchanged complete 283-case BAP1 suite is a release blocker	populated
	CONFORMANCE-real-network, HOST-direct-target, HOST-one-profile	mix local_loopback_http.verify: real 127.0.0.1 and ::1 HTTP listeners, fresh in-memory keys, direct listener/request target derivation, secret-free receipt	populated
	SECURITY-honest-scope	normative security section, README, and threat model state that loopback HTTP is neither TLS nor process isolation	populated
	IANA-template	exact active registry entry plus machine-readable and rendered RFC 6838 templates; filing remains externally gated	populated
	HOST-replay-trust	Public verifier checks the required nonce but owns no state. BA-37 must prove reservation before effect in the adopting authority runtime.	downstream gate
	RELEASE-immutable	Requires the exact reviewed package and corpus identity to be published before BA-37 adopts it. Publication is not authorized by design approval.	release gate

“Populated” means the repository contains executable evidence for the public-library obligation. It
does not claim live replay reservation, revocation, trust selection, or a business effect; those
remain downstream authority-host responsibilities.


  

    Role-attestation profile requirement map

This map traces every normative REQ-RA1-* requirement in
spec/bap-role-attestation-v1.md to executable
evidence or an explicit downstream/release gate. The certified profile corpus is revision 1
(40 cases) at priv/conformance/attestation-profiles/role-attestation/v1, index SHA-256
be5275c69539a0f31734242ff00a484c2f855f39181c55689d8b0f671195d62a.
Strict Ed25519 verification (erratum 2):
the profile's signature and key checks follow the strict rule of
spec/bap-v1.md § 14.1. Its requirements keep their
contract-major ids (REQ1-SIGNING-ed25519-canonical-point,
REQ1-SIGNING-ed25519-small-order-reject, REQ1-SIGNING-ed25519-scalar-range,
REQ1-SIGNING-ed25519-cofactorless, REQ1-KEY-ed25519-acceptable) and are traced in the
requirement map. Their cases for this profile are the 82 cases of the
ra1 family in the additive strict-Ed25519 corpus (priv/conformance/strict-ed25519, index
SHA-256 732117dfe1881b553998126a9524a95bfb1171257e388d5430a0a099f2287cb9). This profile's own
corpus, index, and verdicts are unchanged.
Producer canonicality (erratum 3): this profile's assembler refuses a signature that fails the
keyless part of rule S1 (R canonical and not of small order, S < L) and emits accepted bytes
unchanged, through the one Ed25519 assembly call site every assembler shares. Its cases are the
4 assemble-role-attestation-* cases of the ed25519-assemble family in the additive
producer-canonicality corpus (priv/conformance/producer-canonicality, index SHA-256
99ee6fbbf32758b03d4630647f721d8d4e349f0628d860493d667fe6e762c601): S = L, identity R, and R with y = p refused, S = L - 1 emitted byte for byte.
RED PROOF: mutation ed25519-assembly-gate-removed reddens the family test. This profile's own
corpus, index, and verdicts are unchanged.
	Requirements	Evidence	Status
	CORE-profile-identity, CORE-typ, HEADER-closed-set, HEADER-signed-identity	attestation-cases.json; exact producer/assembly bytes; the unknown-header-member, wrong-typ, and tamper cases	populated
	CORE-cross-profile-reject, CORE-no-inference-fallback	the wrong-typ and cross-profile-grant-rejected cases both directions; the separately named BoundedAuthorityProtocol.RoleAttestation.V1 namespace; architecture export/import locks	populated
	CLAIM-v, CLAIM-jti, CLAIM-key-id, CLAIM-public-key, CLAIM-role-closed-set, CLAIM-window, CLAIM-closed-required, CLAIM-canonical	the missing-member matrix (7 cases), role-outside-closed-set, public-key-wrong-width, inverted/empty window, v-float-lexeme, non-canonical-payload-order, duplicate-member cases	populated
	VERIFY-caller-supplied, VERIFY-fail-closed	every corpus case drives verify_attestation/2 to exactly {:error, :invalid} or facts; expected context (attestor, subject binding, now, bounds) is caller-supplied in every case	populated
	VERIFY-closed-sets, VERIFY-attestor-signature, VERIFY-subject-binding	wrong-attestor-kid, signature-by-other-key, attestor-key-mismatch, subject-key-id-mismatch, subject-key-mismatch cases	populated
	VERIFY-no-self-attestation	self-attestation-same-material and self-attestation-same-key-id cases; key-transition distinct-fingerprint precedent	populated
	VERIFY-window-containment	nbf-before-attestor-window and exp-outliving-attestor-window rejects; nbf-at-attestor-valid-from and exp-at-attestor-valid-before boundary accepts	populated
	VERIFY-now-window	now-at-nbf accept; now-before-window and now-at-exp rejects (half-open [nbf, exp))	populated
	VERIFY-facts, VERIFY-facts-non-authorizing, VERIFY-policy-caller-side	facts-shape ExUnit assertions (anchor posture, trust: :not_evaluated, no authorization marker, Inspect redaction, RFC 7638 fingerprints); no decision surface exists in the profile API	populated
	API-complete, API-namespace, API-return-shape, API-no-signer, API-assembly-revalidate, API-symmetry	four separately named public surfaces; corpus producer/assembly/decode/verify checks; external-signature-only assembly	populated
	SECURITY-not-authority, SECURITY-holder-semantics, SECURITY-runtime-private	normative security section; facts carry no decision; holder-role corpus case verifies without granting per-grant standing; pure-library architecture gate	populated
	SECURITY-trust-scope	containment makes the attestor window the attestation-lifetime ceiling; documented posture (no new bound)	populated
	CONFORMANCE-complete	40-case certified corpus: both valid roles, missing-member matrix, every rejection family, boundary equalities, both self-attestation discriminating forms (same key id, same key material), outliving window, ES256 confusion, meaningful-byte tampers, cross-profile legs both directions; v1/v2/v3 corpora execute unchanged	populated
	CONFORMANCE-certified-pin	index SHA-256 pinned independently by the ExUnit suite, this map, the profile spec, and every SDK consumer	populated
	CONFORMANCE-sdks	Elixir reference plus in-repo Python/Rust/Go legs (this landing); the graduated TypeScript verifier adopts the surface as a release precondition coordinated at corpus freeze	populated
	IANA-template	exact active registry entry plus machine-readable and rendered RFC 6838 templates; filing remains externally gated	populated
	CONFORMANCE-cross-repo-receipts	The artifact has no public transport; the authority-runtime issuance receipt and the companion-signer consumption receipt are named release preconditions discharged by their own private closeouts before any 0.x.0 release bearing this profile.	release gate
	RELEASE-immutable	Requires the exact reviewed package and corpus identity before adopters consume it; release is the owner's decision, not authorized by design approval.	release gate

“Populated” means the repository contains executable evidence for the public-library
obligation. It does not claim live revocation, trust selection, replay reservation, or a
business effect; those remain downstream authority-host responsibilities.


  

    Content-assertion profile requirement map

This map traces the normative REQ-CA1-* requirements in
BAP Content Assertion Profile 1.
It is a sibling attestation profile under governance § Byte-distinct sibling attestation
profiles.
The evidence column names the required checks. The profile was first released in
package 0.7.0.
Corpus: priv/conformance/attestation-profiles/content-assertion/v1, revision 1;
131 assertion cases, 9 digest cases, and 14 successor cases. Frozen index SHA-256:
14b7436ccf7cc91fece52a1578c3760df6720a93494d147ee5ab523e2ce21876.
Strict Ed25519 verification (erratum 2):
the profile's signature and key checks follow the strict rule of
spec/bap-v1.md § 14.1. Its requirements keep their
contract-major ids (REQ1-SIGNING-ed25519-canonical-point,
REQ1-SIGNING-ed25519-small-order-reject, REQ1-SIGNING-ed25519-scalar-range,
REQ1-SIGNING-ed25519-cofactorless, REQ1-KEY-ed25519-acceptable) and are traced in the
requirement map. Their cases for this profile are the 31 cases of the
ca1 family in the additive strict-Ed25519 corpus (priv/conformance/strict-ed25519, index
SHA-256 732117dfe1881b553998126a9524a95bfb1171257e388d5430a0a099f2287cb9). This profile's own
corpus, index, and verdicts are unchanged.
Producer canonicality (erratum 3): this profile's assembler refuses a signature that fails the
keyless part of rule S1 (R canonical and not of small order, S < L) and emits accepted bytes
unchanged, through the one Ed25519 assembly call site every assembler shares. Its cases are the
4 assemble-content-assertion-* cases of the ed25519-assemble family in the additive
producer-canonicality corpus (priv/conformance/producer-canonicality, index SHA-256
99ee6fbbf32758b03d4630647f721d8d4e349f0628d860493d667fe6e762c601): S = L, identity R, and R with y = p refused, S = L - 1 emitted byte for byte.
RED PROOF: mutation ed25519-assembly-gate-removed reddens the family test. This profile's own
corpus, index, and verdicts are unchanged.
OBSERVED local checks against this corpus: the Elixir corpus consumer, Python
tests/test_content_assertion.py, Go content-assertion tests, Rust
cargo test --test content_assertion, and TypeScript
pnpm conformance:content-assertion passed. The 131 assertions include seven URI
regressions added without rewriting the previous signed vectors. The independent
producer/assembly comparison covers 38 structurally valid assertions.
OBSERVED safety checks: scripts/check_content_assertion_mutations.exs killed
30 of 30 permissive changes. Python and TypeScript content-assertion mutation tests
and Go guard mutations passed. Rust killed 11 runtime guard mutations; deleting
marker comparisons survived because the markers have distinct singleton types.
Separate real-SDK compile checks accepted correct markers and rejected both swapped
markers with E0308. This is static type evidence, not a killed runtime mutant.
Source/test pointers: test/bounded_authority_protocol/content_assertion/,
scripts/check_content_assertion.exs, scripts/check_content_assertion_mutations.exs,
and each SDK's content-assertion tests and corpus runner. These observations prove
local source behavior. The complete package gate (mix quality) passed on the release
source. A real companion-signer issuance and an independent Python consumption,
including content-digest equality, ran against the built 0.7.0 package before
publication. The companion signer bounded_authority_report_adapter 0.9.0 pins the
published 0.7.0 package and signs this profile; its registry-installed output verified through
the independent Python verifier.
	Requirements (REQ-CA1- prefix)	Required evidence	Status
	CORE-identity, CORE-separation, CORE-no-dispatch	Explicit namespace/type; bidirectional cross-profile corpus against every contract-major, loopback proof, and role attestation; architecture checks; old corpus verdicts retained.	local focused checks passed
	HEADER-closed	Exact alg/kid/typ positive; missing/extra members, wrong alg/type, kid charset/length, signed-header tamper negatives.	local focused checks passed
	CLAIM-closed	Each of thirteen members omitted separately; unknown/duplicate members; wrong scalar types; each integer float-lexeme negative; identifier bounds and StringOrUri cases; audience array rejection.	local focused checks passed
	CLAIM-digests	Every digest field wrong-width, padding, alphabet, tagged-value, and noncanonical-base64url negatives.	local focused checks passed
	CLAIM-time, CLAIM-genesis	iat/nbf ordering and empty/inverted windows; generation bounds; both incorrect zero-predecessor/genesis pairings through producer, decode, assembly, verify.	local focused checks passed
	CLAIM-canonical	Canonical baseline; independently signed noncanonical header and payload; duplicate keys; exact producer bytes.	local focused checks passed
	BOUND-symmetry	Tightened valid limits; widened limits refused; emitted JSON/segment/compact bounds agree with consumption; both signs of numeric magnitude; fixed widths cannot change.	local focused checks passed
	DIGEST-content	Independent exact-byte/domain hash vectors; 1-byte and maximum content; empty/over-limit refusal; tightened content_bytes; changed byte changes digest.	local focused checks passed
	DIGEST-profile	Exact opaque schema identity comparison; profile digest not interpreted or recomputed.	local focused checks passed
	DIGEST-assertion	Exact compact SHA-256; malformed profile refusal before hashing; structurally valid bad-signature digest remains a non-verification result.	local focused checks passed
	VERIFY-context	Wrong/null/incomplete context, malformed key/window/digests, fractional and over-magnitude times, invalid bounds fail with one closed error.	local focused checks passed
	VERIFY-key, VERIFY-identities, VERIFY-digests	Each key ID and expected string/digest mismatch independently refused; matched baseline accepted; content-digest equality cannot be disabled.	local focused checks passed
	VERIFY-containment, VERIFY-now	iat before key window; nbf before key window; exp beyond window; exp equal ceiling accepted; now equal nbf accepted and equal exp refused.	local focused checks passed
	VERIFY-signature	Correct signature; changed meaningful signature bytes and wrong signer; ES256 confusion refused.	local focused checks passed
	VERIFY-pure, VERIFY-facts	Purity checks; exact facts field set/markers/digest/fingerprint; redacted Inspect; no raw key/signature/decision/authorization field.	local focused checks passed
	SUCCESSOR-input	Complete facts baseline; decoded/malformed/partial/forged-marker shapes refused; field types, bounds, genesis/time structure validated.	local focused checks passed
	SUCCESSOR-context, SUCCESSOR-generation, SUCCESSOR-predecessor	Each stable context field mismatch; jumps/regression/overflow; exact prior compact digest mismatch.	local focused checks passed
	SUCCESSOR-time, SUCCESSOR-identity, SUCCESSOR-provenance	Backdated issuance and repeated artifact ID refused; expired predecessor comparison accepted; changed signer/current content allowed; no current-time or provenance guarantee.	local focused checks passed
	API-complete, API-no-signer, API-decoded, API-assembly	Every public surface/return shape; no private-key/callback input; decode marker distinct from facts; kind and assembly revalidation gates.	local focused checks passed
	SECURITY-not-authority, SECURITY-trust, SECURITY-knowledge	Non-authorizing facts/pure boundary; documentation of explicit trust/windows and offline/restore knowledge limits; no implicit transition-derived trust.	local focused checks passed
	CONFORMANCE-pin, CONFORMANCE-cases	Certified index/file hashes, exact case census, independent bytes/verdicts, and named red-capable mutation receipts.	local corpus and guard checks passed
	CONFORMANCE-sdks	Elixir reference and independent Python/Rust/Go/TypeScript implementations against the same frozen corpus; graduated snapshot coordinated at freeze.	all five passed the frozen corpus before release
	CONFORMANCE-receipts	Real companion-signer issuance plus independent non-Elixir consumption and content-digest equality against exact immutable candidate.	receipts retained against the built 0.7.0 package
	IANA-template	Matching registry and RFC 6838 source/rendered template; specification requests registration without claiming filing.	source-reviewed; filing gated
	RELEASE-immutable	Exact reviewed source, package/checksum, corpus, full final gate, companion admission policy, and owner approval for exact publication.	released in 0.7.0 under owner approval

A structural traceability check only establishes that requirements have entries.
Execution receipts establish observed outcomes. Neither proves live revocation,
trust admission, durable replay state, restored-state continuity, content truth,
or a host's operational decision.


  

    Interoperability report — BAP conformance cross-validation

Status: current for corpus revision 1, certified index digest
TLUHKrQP_UsRFlnm1KsgIJICOAUF8fhCS5bSLlM8uRs (base64url SHA-256 of index.json;
hex 4cb5072ab40ffd4b111659e6d4ab20209202380505f1f8424b96d22e533cb91b).
Every figure in this report is machine-derived: the certified digests and corpus revisions come
from the corpus identity gates that run in mix quality; the case counts come from the certified
indexes; the per-implementation verdicts come from each implementation's own runner executed
against the identical corpus. A stale figure here fails the docs-currency tests.
Last regenerated November 9, 2026. Every result below was re-executed that day at these
identities:
	Implementation	Identity	Toolchain
	Elixir reference	protocol commit 205d1b598f6fc01de4e412798ed1e81578ccc69e (pre-release source of 1.0.0)	Elixir 1.20.2, Erlang/OTP 29
	TypeScript verifier	bounded_authority_protocol_typescript commit 88e86762e908e483ca054e14e6abbd18f3e65e8f (package version 1.0.0 plus the unreleased erratum 6)	Node 22.23.1, pnpm 10.20.0
	Python SDK	sdks/python 0.1.0 at the protocol commit above	CPython 3.13.13, cryptography 50.0.2
	Rust SDK	sdks/rust 0.1.0 at the protocol commit above	Rust 1.81.0, the crate's declared minimum
	Go SDK	sdks/go at the protocol commit above	Go 1.25.14, the module's declared floor
	Independent Node runners	conformance/*.mjs at the protocol commit above	Node 22.23.1

Framing: test vectors + independent cross-validation
This is NOT an implementer's-list document. The evidence norm used here is the
test-vectors-plus-independent-cross-validation model: the contract-major 1 conformance corpus is a
set of 283 published test vectors across 28 verification surfaces, and interoperability is
demonstrated by independent implementations agreeing on every vector's verdict — including the
two-boundary public-key census — not by listing organizations. An implementation appears here only
with its independently re-executed result against the certified corpus snapshot or in-place
binding named above.
Summary
Agreed cases out of the certified total, per implementation and corpus:
	Corpus	Cases	Elixir	TypeScript	Python	Rust	Go
	Contract-major 1	283	283/283	283/283	283/283	283/283	283/283
	Contract-major 2	268	268/268	268/268	268/268	268/268	268/268
	Contract-major 3	292	292/292	292/292	292/292	292/292	292/292
	bap-strict-ed25519/1	2,410	2410/2410	2410/2410	2410/2410	pass	2410/2410
	bap-producer-canonicality/1	75	75/75	75/75	75/75	pass	75/75
	bap-selector-float-zero/1	161	161/161	161/161	161/161	pass	161/161
	Local-loopback HTTP	36 URI + 8 proof	36/36, 8/8	36/36, 8/8	pass	pass	pass
	Role attestation	40	40/40	40/40	pass	pass	pass
	Content assertion	131 + 9 + 14	pass	131 + 9 + 14	pass	pass	pass

"pass" means the implementation's certified-corpus test passed: it asserts the pinned index and
the exact case counts and fails on any disagreement, but prints no agreement count. No run
disagreed on any case.
The implementations
Reference implementation
	Elixir (bounded_authority_protocol) — the reference verifier. Its deterministic CLI
executes the full corpus: 283/283 agreed, 0 disagreed, census two-way equal (11 keys),
asserting the certified index digest at startup.

Cross-language verifier SDKs (independent reimplementations)
Each SDK's behavior is defined by the specifications and the certified
conformance corpora, not by the Elixir code; the Python, Rust, and Go sources carry comments that
cross-reference the Elixir reference implementation by file for traceability. Each carries its own
per-language permissiveness mutation gate proving its closures red-capable.
	SDK	Language surface	Corpus binding	Contract-major 1 result
	@bounded-authority-protocol/verifier	TypeScript, Node >= 22, node:crypto only	graduated repository (baselabs/bounded_authority_protocol_typescript), vendored snapshot, startup digest assertion	283/283 agreed + census (11 keys)
	bounded-authority-verifier	Python >= 3.10, cryptography	in-place monorepo corpus, startup digest assertion	283/283 agreed + census (11 keys)
	bounded-authority-protocol	Rust, MSRV 1.81, ed25519-dalek+p256+sha2	vendored self-contained snapshot, startup digest assertion	283/283 agreed + census (11 keys)
	bounded_authority_protocol_go	Go 1.25, stdlib only	vendored self-contained snapshot, startup digest assertion	283/283 agreed + census (11 keys)

The TypeScript verifier is published to npm; the Python, Rust, and Go SDKs are not yet published
to any registry.
Local-loopback HTTP application-profile implementations
The byte-distinct bap-application-proof/local-loopback-http/1 profile is certified by its own
revision-1 corpus at priv/conformance/application-profiles/local-loopback-http/v1. Its exact
index SHA-256 is 10fc4cf05affcddc9e6340ff392c247e25ab038cd938f2557829a7ce63b1a5e4; the index
binds exactly profile.json and proof-cases.json.
	Implementation	Result
	Elixir reference (profile test suite)	36/36 URI cases and 8/8 proof cases against the pinned index
	Elixir transport drill (mix local_loopback_http.verify)	real IPv4 and IPv6 listeners: valid and misleading-authority-header requests verified, wrong nonce rejected; the verifier-bypass, Host-header and forwarded-header mutations each proven red
	TypeScript	44/44 cases agree (36 URI, 8 proof), producer and assembly byte symmetry for the IPv4 and IPv6 proofs
	Python	certified-corpus tests pass
	Rust	certified-corpus tests pass
	Go	certified-corpus test passes

Every implementation pins the same index and per-file hashes, including signed IPv4 and IPv6
artifacts, exact producer and assembly bytes, trust and invocation binding, the mandatory nonce,
meaningful-byte tamper, and mutual standard/local profile rejection.
Contract-majors 2 and 3
Contract-majors 2 and 3 are certified by their own revision-1 corpora, each bound by its index
SHA-256: contract-major 2 (priv/conformance/v2/corpus, 268 cases, index
6de6289b7f47b0e0a78ea4610e7844a0f1d5247d8eace02ec9cf9841308f13d0) and contract-major 3
(priv/conformance/v3/corpus, 292 cases, index
a5c8075e7534345c3bb6611d0b40292904bcfa3af0702e07ae014fa66926433c).
	Implementation	Contract-major 2	Contract-major 3
	Elixir reference CLI	268/268 agreed, 0 disagreed	292/292 agreed, 0 disagreed
	TypeScript	268/268 agreed, census two-way (17 keys)	292/292 agreed, census two-way (11 keys)
	Python	268/268 agreed, census two-way (17 keys)	292/292 agreed, census two-way (11 keys)
	Rust	268/268 agreed, census 17/17	292/292 agreed, census 11/11
	Go	268/268 agreed, every discovered key among the 17 declared	292/292 agreed, every discovered key among the 11 declared

The census for these majors compares the curated key inputs with the index fingerprints in both
directions and requires every discovered key to be declared; the Go runner checks the discovered
subset against the declared set. Each runner asserts its corpus index digest before executing any
case.
Role-attestation sibling profile
The byte-distinct bap-role-attestation/1 profile (specification)
is certified by its revision-1 corpus at priv/conformance/attestation-profiles/role-attestation/v1,
index SHA-256 be5275c69539a0f31734242ff00a484c2f855f39181c55689d8b0f671195d62a, binding exactly
profile.json and attestation-cases.json.
	Implementation	Result
	Elixir reference (mix role_attestation.verify)	40/40 decode and 40/40 verify agreed, cross-profile rejection against contract-majors 1, 2, and 3
	TypeScript	40/40 decode and 40/40 verify agreed, producer and assembly bytes equal the certified compact, cross-profile rejection in both directions
	Python	certified-corpus test passes; asserts 40 cases against the pinned index
	Rust	certified-corpus test passes; asserts 40 cases against the pinned index
	Go	certified-corpus test passes; asserts 40 cases against the pinned index

Content-assertion sibling profile
The byte-distinct bap-content-assertion/1 profile (specification)
is certified by its revision-1 corpus at priv/conformance/attestation-profiles/content-assertion/v1,
index SHA-256 14b7436ccf7cc91fece52a1578c3760df6720a93494d147ee5ab523e2ce21876, binding eight
files: 131 assertion cases, 9 content-digest cases, and 14 successor cases.
	Implementation	Result
	Elixir reference (mix content_assertion.verify)	corpus consumer passes on the pinned index, 0 failures
	TypeScript	131 assertions, 9 digests, 14 successors agreed; 38 producer and assembly byte checks
	Python	certified-corpus tests pass; assert 131, 9, and 14 cases and the 38 producer vectors
	Rust	certified-corpus and successor tests pass; case counts equal the pinned index
	Go	certified-corpus and successor tests pass; asserts 131, 9, and 14 cases

Strict-Ed25519 corpus
The additive bap-strict-ed25519/1 corpus (erratum 2) is certified by its
revision-1 index at priv/conformance/strict-ed25519, SHA-256
732117dfe1881b553998126a9524a95bfb1171257e388d5430a0a099f2287cb9: 2,410 cases in 14 families,
with expected verdicts from an independent arithmetic generator and the 12 published
"Taming the many EdDSAs" vectors. It changes no figure above.
	Implementation	Result
	Elixir reference (bounded_authority_conformance --corpus priv/conformance/strict-ed25519)	agreed=2410 disagreed=0
	TypeScript (conformance:strict-ed25519)	every case agrees across 2,410 cases in 14 families
	Python (tests/conformance/run_strict.py, reads the corpus in place)	2410/2410 cases agree
	Go (go test ./conformance/, vendored conformance/corpus-strict)	agreed=2410/2410
	Rust (cargo test --locked, vendored conformance/corpus-strict)	pass
	Independent Node runner (node conformance/corpus_independent.mjs --strict priv/conformance/strict-ed25519)	agreed=2017 disagreed=0; it implements contract-major 1, so the 393 contract-major 2 and sibling-profile cases are reported as not covered

Producer-canonicality corpus
The additive bap-producer-canonicality/1 corpus (erratum 3) is certified by its
revision-1 index at priv/conformance/producer-canonicality, SHA-256
99ee6fbbf32758b03d4630647f721d8d4e349f0628d860493d667fe6e762c601: 75 cases in 4 families (60
refused, 15 accepted at the rule's bound), generated keylessly from certified signatures. It
changes no figure above.
	Implementation	Result
	Elixir reference (bounded_authority_conformance --corpus priv/conformance/producer-canonicality)	agreed=75 disagreed=0
	TypeScript (conformance:producer-canonicality)	75/75 agreed (60 refused, 15 accepted with bytes unchanged)
	Python (tests/conformance/run_producer_canonicality.py)	75/75 agreed (60 refused, 15 accepted)
	Go (go test ./conformance/)	75/75 agreed (60 refused, 15 accepted with bytes unchanged)
	Rust (cargo test --locked, conformance_producer_canonicality)	pass

Selector float-zero corpus
The additive bap-selector-float-zero/1 corpus (erratum 6) is certified by its
revision-1 index at priv/conformance/selector-float-zero, SHA-256
97fd7a99cdbf3acc0a78f5ba1c6556e23a63e0ad66f533e31fd69f82dc5f3003: 161 cases (98 rejected, 63
accepted) covering grant decode, envelope verification, and grant signing input on every
contract-major. It changes no figure above.
	Implementation	Result
	Elixir reference (bounded_authority_conformance --corpus priv/conformance/selector-float-zero)	agreed=161 disagreed=0
	TypeScript (conformance:selector-float-zero)	161/161 agreed (98 rejected, 63 accepted with certified outputs)
	Python (tests/conformance/run_selector_float_zero.py)	161/161 agreed (98 rejected, 63 accepted)
	Go (go test ./conformance/)	agreed=161/161 disagreed=0 (98 rejected, 63 accepted)
	Rust (cargo test --locked, conformance_selector_float_zero)	pass
	Independent Node runner (node conformance/corpus_independent.mjs --selector-float-zero priv/conformance/selector-float-zero)	agreed=43 disagreed=0; the 118 cases outside its contract-major 1 surfaces are reported as not covered

Independent Node second-implementation runners
Three runners written from the corpus, using node:* modules only (the corpus is the normative
oracle for their verdicts):
	Runner	Scope	Result
	conformance/corpus_independent.mjs	full 283-case corpus + tamper verbatim audit	agreed=283 disagreed=0; census two-way equal (11 keys)
	conformance/grant_proof_independent.mjs	grant/proof vectors	ok: 3 vectors, 7 tamper cases, 18 URI cases
	conformance/chain_archive_independent.mjs	chain/archive tamper + semantic vectors	ok: 3 archives, 2 chain cases, 49 tamper cases, 7 semantic cases

Methodology
	The contract-major 1 corpus is the normative test-vector set: 283 cases, 28 surfaces, 16
conformance classes (valid/boundary/exact/maximum-plus-one plus twelve rejection classes),
with a tamper-verbatim audit re-deriving every tamper case from its base.
	An implementation binds to a corpus either in place (startup digest assertion against the
certified value) or through a vendored byte-identical snapshot (sync-gated).
	A run reports per-case agreement plus the two-boundary key census
(discovered == verify-imported == index fingerprint set); any disagreement, crash, or
census asymmetry fails the run.
	Every implementation additionally ships a permissiveness mutation battery: the guard
families that keep it from being MORE permissive than the reference are each proven
red-capable (construct the defect, watch the test go green, fix).
	Each application-profile and attestation-profile corpus is separate from the standard corpora.
Each implementation verifies the exact declared file set and counts, then executes every case
through the profile's separately named surfaces; no implementation infers or retries a profile.

Reproducing
Any implementation can reproduce this report: obtain the corpus (it ships in the package and
the repository), verify the certified digest above, run all 283 cases, and check the census.
The repository's mix quality runs the reference CLI on every contract-major and additive corpus,
the three independent Node runners, the corpus-identity gates, and the real IPv4/IPv6
local-profile transport drill on every change. The Elixir suite and the three in-repository SDKs
execute the sibling-profile corpora through their native APIs; the TypeScript runs live in its own
repository.
Current limitations (stated, not hidden)
	Three of the four SDKs — Python, Rust, and Go — are not published to registries; each moves
to its own repository on first publication. Their cross-validation above is
repository-executed, not registry-distributed. The TypeScript verifier is published from its
own repository.
	The TypeScript row was run at that repository's main, which carries the erratum 6 repair
ahead of its next release; the published npm 1.0.0 predates erratum 6 and returns the
pre-repair verdicts recorded in the errata registry.
	Rows marked "pass" report the implementation's certified-corpus test (which asserts the pinned
index and the exact case counts and fails on any disagreement), not a printed agreement count.
	The independent Node runner implements contract-major 1 only, so it reports the strict-Ed25519
and selector float-zero cases of other majors and sibling profiles as not covered; the
reference and the four SDKs run all of them.
	The local-profile real-socket drill is implemented in the Elixir release gate. The other SDK
results certify bytes and verdicts against the shared corpus, not live transport composition.



  

    Governance policy

This document is the single normative home of the project's governance policy. The
standards track charter § Governance points here and carries no
independent policy statement. Decisions publish through this policy, the normative
specifications, and the errata registry; there are no separately published decision
records.
Why governance is published now
Published now, while the project is single-maintainer, because publishing the policy is the
credibility step and the policy is what makes single-maintainer tolerable to adopters.
Change classes
Editorial (errata; never verdict-changing) · soundness repair (an erratum that changes verdicts
only from accept to reject on producer-impossible inputs, under every condition of
§ Soundness repairs) · clarifying (additive docs/cases only) ·
byte-distinct sibling proof profile (independent normative/corpus/API identity,
§ Byte-distinct sibling proof profiles) · byte-distinct
sibling attestation profile (same identity shape, under its own class conditions,
§ Byte-distinct sibling attestation profiles) ·
existing-profile wire or verification behavior (contract-major only). Each class maps to a
package version as § Package versions states.
Package versions
The Hex package follows Semantic Versioning. Package versions and contract-majors are separate
numbers: "package 1.x" names a release line of this package, and "contract-major N" (suite
BAPN-…) names a wire profile. One package release carries several contract-majors, and a new
package major changes no wire profile.
From package 1.0.0:
	Minor: a new contract-major, a new sibling profile, a new public function, a new optional
argument, or a new struct field with a default; a soundness repair that meets every condition of
§ Soundness repairs; a clarifying change; a raised toolchain floor
(Elixir or Erlang/OTP), announced in the CHANGELOG.
	Patch: an editorial erratum, or a fix that changes no documented behavior or verdict.
	Major (2.0.0): removing a namespace, or changing a struct field, a function arity, a return
shape, an enforced key, or a documented error.

Before 1.0.0, a breaking change shipped as a 0.x.0 release; that rule ends at 1.0.0.
Soundness repairs
A soundness repair corrects an existing profile's verdicts on inputs that no conforming producer
emits, where keeping the old verdict would leave a forgery or an equivalent soundness failure
conforming. It is allowed only when all of the following hold:
	every changed verdict goes from accept to reject;
	the newly rejected inputs are proven producer-impossible;
	no verdict of any existing certified corpus changes, proven by running the reference and the
independent runners over every existing corpus;
	the new cases land in a new additive corpus with its own certified identity;
	every maintained SDK and the independent runners ship the repair in the same release window;
	disclosure follows the order private advisory, then publication of the fixed releases, then
public advisory, when a party without the signing key can make a release before the repair
accept a newly rejected input; otherwise the errata entry, published with the fixed releases,
is the disclosure and names every affected release of every implementation.

Verifiers that each conform to the published profile yet return different verdicts for the same
issuer-signed bytes are an equivalent soundness failure: a constraint the issuer signed is enforced
by some conforming hosts and not by others, which defeats the certified corpus. Erratum 6 (selector
float zero) is a soundness repair on that ground.
A soundness repair is not a sunset: the major continues, and it keeps no overlap window during
which the vulnerable verdict remains conforming. Releases before a repair that needs an advisory
under condition 6 are retired on the package registry; other earlier releases stay installable and
return the pre-repair verdict, which the errata entry records. A change that fails any condition
remains contract-major work. The first soundness repair was erratum 2 (strict Ed25519
verification).
Note (2026-11-09): condition 6 distinguishes keyless repairs from signer-bound ones. Erratum 2
(strict Ed25519) is keyless: anyone can produce a malleable S + L signature, so it shipped with
advisories and the earlier releases were retired. Erratum 6 (selector float zero) is signer-bound:
every affected selector value sits inside issuer-signed bytes, so its errata entry is the
disclosure and the earlier releases stay installable. The distinction was introduced with
erratum 6.
Byte-distinct sibling proof profiles
A sibling proof profile is permitted only when a new signed protected typ gives its artifacts a
machine-visible identity, every existing profile rejects those bytes, and no byte accepted by an
existing profile changes meaning or verdict. It has its own public namespace, normative
specification, stable requirement namespace, conformance corpus identity, registry entry, and
independent implementations. Every shipped SDK implements its relevant verification surface before
release. Its first publication is a package minor release (§ Package versions)
with immutable source, package, corpus, and real-substrate evidence.
This class does not create an open extension mechanism: there is no runtime profile registry,
negotiation, inference, fallback, or best-effort parsing. Every future sibling is another published
specification and closed corpus. Any change to an existing profile's accepted bytes, claims,
algorithms, bounds, suite, or verdicts remains contract-major work.
Byte-distinct sibling attestation profiles
A sibling attestation profile is the second sibling class, permitted only when its artifact carries
a new signed protected typ, is standalone and grant-unbound (parsed by no existing profile's
verification path, verified only through its own named API), cross-rejects every existing profile
by corpus leg in both directions, and changes no byte, bound, or verdict anywhere. It has its own
public namespace, normative specification, profile-scoped requirement range, conformance corpus
identity, and registry entry; it single-sources the shared primitives of the contract-major it
binds; every shipped SDK implements its verification surface before any release bearing it; its
first publication is a package minor release (§ Package versions) with
immutable source, package, corpus, and real-substrate release evidence. No runtime registry,
negotiation, inference, fallback, or plugin mechanism exists. The charter's
reserve-and-activate-in-a-major discipline for attestation shapes governs
verifier-integration-bound artifacts; a consumer-gated artifact no major verifier ingests takes
this class.
Change control
Every product-shaping decision is published through this policy, a normative specification, or
the errata registry. Once at least two independent external implementations pass the conformance
corpus, contract-major and sibling-profile proposals gain a published comment window of no fewer
than thirty days and a change-control group with implementer representation. The hand-off
criterion to a formal standards body is adoption, not ceremony: when a venue (see the charter
§ Venue strategy) accepts the work, that venue's
process supersedes this one.
Errata channel
docs/errata.md is the numbered errata registry; each entry names affected versions and
its corpus impact, and the no-verdict-flip invariant is checked at review. No erratum may flip a
verdict of an existing certified corpus — any change that would alter such an accept/reject
outcome is by definition a contract-major change and follows the evolution contract, never this
registry. The one exception is a soundness repair (§ Soundness repairs),
which adds its cases in a new corpus, flips no existing corpus verdict, and is recorded in this
registry with its corpus impact. A sibling proof profile is not an erratum and cannot reclassify an
existing case (the no-verdict-flip invariant, stated in the
evolution contract as
REQ1-EVO-no-verdict-flip).
Deprecation policy
A contract-major enters deprecation only after its successor has a published normative profile, a
published conformance corpus, and at least two independent implementations passing that corpus.
The deprecation window is published at announcement and is never shorter than twelve months,
except for a security contract-major (§ Security policy below); during the
window, conforming verifier deployments support both majors in parallel. Sunset of a major is a
deployment decision after the published window, never a silent library change. The authoritative
deprecation prose and the conformance-traced requirement identifiers
(REQ1-EVO-deprecation-prerequisites, -window-minimum, -parallel-support-during-window,
-sunset-is-deployment-decision) live in the charter § Parallel-version support and
deprecation and are not
duplicated here.
Security policy
SECURITY.md governs vulnerability intake; a vulnerability whose fix would change a
verdict and that does not meet every soundness-repair condition (§ Soundness
repairs) is handled as a contract-major security release with an accelerated
overlap window — published at announcement and set proportional to the vulnerability's severity,
exempt from the twelve-month deprecation minimum (charter § The evolution
contract), yet still a published,
deployment-decided sunset, not a flag-day — never as a silent verdict change. A fix that meets
every soundness-repair condition lands as an erratum, disclosed as condition 6 of § Soundness
repairs requires, in the same release across every implementation. SECURITY.md
cross-references this section instead of restating the rule, so the verdict-change rule lives in
one place.
Errata registry posture
The errata registry at docs/errata.md is live — it is the operational
no-verdict-flip governance instrument, with a numbered entry and per-entry corpus impact. It
currently carries Erratum 1, the correction for the contract-major 1 all selector's three
recognized member sets; Erratum 2, the strict Ed25519 verification soundness repair; Erratum 3,
producer-surface signature canonicality; Erratum 4, an editorial correction of the torsion
encoding count in spec/bap-v1.md § 14.1; Erratum 5, editorial heading anchors and
cross-reference links in the contract-major specifications; and Erratum 6, the signer-bound
selector float-zero soundness repair. New errata follow the § Errata channel
no-verdict-flip process above.


  

    Errata registry

Numbered errata against published normative documents, per the
governance policy. An erratum may clarify prose,
correct non-normative text, or add conformance cases. No erratum may change a verdict of an
existing certified corpus: any change that would alter such an accept/reject outcome is a
contract-major change and follows the evolution contract, never this registry. The one exception
is a soundness repair (governance § Soundness repairs): it
changes verdicts only from accept to
reject on producer-impossible inputs, adds its cases in a new additive corpus, and leaves every
existing corpus verdict unchanged.
Each entry records: number, date, affected document and versions, the correction, and its
conformance-corpus impact (which must be additive or none).
	#	Date	Document	Correction	Corpus impact
	1	2026-08-24	docs/protocol-v1.md and the standalone/embedded selector schemas as published in package versions 0.1.0–0.1.2	An all selector is valid on exactly the three recognized selector member sets; path and value/values are inert when present. No other member set is accepted.	None: corpus bytes, 283 verdicts, and the certified index SHA are unchanged.
	E-2026-09-17-1	2026-09-17	README.md (published Hex 0.4.1)	The 0.4.1 package's README records checksum 8544a9ff…358a9 (the pre-publish mix hex.build inner-tar checksum) where the registry checksum belongs. The 0.4.1 registry checksum is 4648f545f681d540c965d460411133cf6188066439dbc37fc869288f9fcad1cf (read back from the Hex release API); README on main is corrected. Consumers verify package identity against the registry, not the shipped README string.	none
	2	2026-10-12	spec/bap-v1.md, spec/bap-v2.md, and the local-loopback, role-attestation, and content-assertion profile specifications, as published through package version 0.7.0	Soundness repair: Ed25519 verification is strict. Point encodings must be canonical, small-order keys and R values are rejected, S must be below the group order, and the cofactorless equation is mandatory; public keys must pass key acceptance; hosts must check torsion-freedom at enrollment, trust install, and deny-list comparison. See the security advisory.	Additive: the new bap-strict-ed25519/1 corpus (2,410 cases; index SHA-256 732117dfe1881b553998126a9524a95bfb1171257e388d5430a0a099f2287cb9). Every existing corpus index, its cases, and its verdicts are unchanged.
	3	2026-10-14	spec/bap-v1.md § 16 (and its docs/protocol-v1.md view), spec/bap-v2.md, spec/bap-v3.md § 3.2, and the local-loopback, role-attestation, and content-assertion profile specifications, as published through package version 0.8.0	Compact assembly and anchored-export encoding are producer surfaces: they frame a signature and verify none (§ 16 lists them among the public surfaces because they are public). Each MUST refuse a signature that no conforming signer emits: under contract-major 3, r or s outside 0 < r < n, 0 < s ≤ ⌊n/2⌋; under Ed25519, S ≥ L, or R non-canonical or of small order. Each MUST emit accepted signature bytes unchanged and never normalizes. Every BAP verifier already rejected these signatures, so no verification verdict changes. Requirement ids REQ1-SIGNING-ed25519-producer-canonical, REQ2-SIGNING-ed25519-producer-canonical, and REQ3-SIGNING-producer-canonical; the sibling profiles' assembly requirements carry the same clause.	Additive: the new bap-producer-canonicality/1 corpus (75 cases; index SHA-256 99ee6fbbf32758b03d4630647f721d8d4e349f0628d860493d667fe6e762c601). Every existing corpus index, its cases, and its verdicts are unchanged.
	4	2026-10-14	spec/bap-v1.md § 14.1 (and its docs/protocol-v1.md view), as published through package version 0.8.0	Editorial: the torsion paragraph said one secret can sign under "up to eight distinct mixed-order encodings" of its key. The eight encodings A + T over the eight small-order points T include T = O, the prime-order key itself, so they are the prime-order key and up to seven mixed-order variants. The requirement (REQ1-HOST-ed25519-torsion-free) and every verdict are unchanged.	None: no corpus, case, or verdict changes.
	5	2026-10-14	spec/bap-v1.md (and its docs/protocol-v1.md view), spec/bap-v2.md, and spec/bap-v3.md, as published through package version 0.8.0	Editorial: section anchors were written as kramdown {#id} heading attributes, which HexDocs and GitHub print as literal text, and spec/bap-v1.md cross-references as (#id), which they do not link, so links such as bap-v1.md#strict-ed25519 did not resolve. Each anchor is now an explicit <a id="…"></a> element before its heading, with the same ids, and each cross-reference is a Markdown link to it. No heading wording, requirement, requirement id, or verdict changes.	None: no corpus, case, or verdict changes.
	6	2026-11-09	spec/bap-v1.md § 7 and § 12 (and its docs/protocol-v1.md view), spec/bap-v2.md § 4, and spec/bap-v3.md § 4, as published through package version 0.9.1	Soundness repair: grant decode on every contract-major rejects an equals value or one_of member that contains a float-tagged number equal to zero at any depth, whatever its sign or spelling (0.0, -0.0, -0e0, an underflowing 1e-400). Range bounds and inert all members are unchanged; range comparison treats −0.0 and 0.0 as equal. RFC 8785 writes a float zero as 0, which decodes integer-tagged, so no conforming producer emits one; verifiers accept non-JCS payload bytes, and conforming verifiers disagreed on whether 0.0 and -0.0 are the same selector value. The grant producer refuses any float-tagged integral selector value, because its JCS bytes would decode integer-tagged. Requirement ids REQ1/REQ2/REQ3-SELECTOR-float-zero, REQ3-SELECTOR-range-signed-zero, and REQ1/REQ2/REQ3-SIGNING-integral-float-selector; the REQ2-SELECTOR-range-signed-zero evidence is corrected. Signer-bound: every affected value sits inside issuer-signed bytes, so under governance § Soundness repairs condition 6 this entry is the disclosure and there is no separate advisory. Affected releases, which stay installable and return the pre-repair verdict: bounded_authority_protocol 0.9.1 and earlier on Hex; @bounded-authority-protocol/verifier 1.0.0 and earlier on npm; @bounded-authority-protocol/signer 1.0.0 and earlier on npm (producer refusal only); bounded_authority_report_adapter 0.12.0 and earlier on Hex (producer refusal only, through its protocol ~> 0.9.1 requirement).	Additive: the new bap-selector-float-zero/1 corpus (161 cases; index SHA-256 97fd7a99cdbf3acc0a78f5ba1c6556e23a63e0ad66f533e31fd69f82dc5f3003). Every existing corpus index, its cases, and its verdicts are unchanged.



  

    Standards track charter

Objective
The Bounded Authority Protocol aims to become the industry standard for cryptographically bounded,
argument-level agent capability verification and attestation. A standard is more than a correct
library: it is consistent, persistent, and survives upgrades and enhancements. This charter defines
the evolution, cryptographic-agility, conformance, registration, governance, and delegation
posture that make those properties true — designed now, before first publication, because every
item here is cheap to define before third parties implement the profile and nearly impossible to
retrofit after.
This document is the standing authority for standards-track decisions. The
protocol charter defines what the verifier does; the normative
specifications (contract-major 1, 2, and
3) freeze each contract-major's bytes; the
conformance contract defines how conformance is proven. This charter
defines how all three survive time.
Normative keywords in this charter (MUST, MUST NOT, MAY) carry the meanings defined in BCP 14
RFC 2119 RFC 8174
when, and only when, they appear in all capitals, as carried by the
contract-major 1 specification. Evolution-contract requirements use the
specification's stable requirement-identifier scheme under the REQ1-EVO-* prefix and are traced
to conformance cells in the requirement map.
The evolution contract
Each wire profile is closed: a conforming verifier rejects every unlisted member, value, encoding,
or extension. That posture is permanent (REQ1-EVO-closed-format-permanent). It is what
structurally kills the alg:"none", crit-confusion, and permissive-compatibility class that
destroyed the security reputation of prior token formats, and no evolution need weakens it.
Evolution therefore happens through complete parallel contract-majors or the byte-distinct sibling
proof-profile class defined in
governance § Byte-distinct sibling proof profiles,
never by widening an existing profile in place (REQ1-EVO-evolution-above-wire). A sibling profile
has a new signed typ, separate normative/corpus/API identity, and is rejected by every existing
profile; it is not an erratum or alternate interpretation of existing bytes.
Self-declaration and negotiation
Every artifact declares its contract-major and exact profile mechanically: the v claim, protected
typ header, and version-bound domain separators (BAP1-REQUEST\0 and siblings). A verifier detects
the profile of any artifact from its bytes alone. Negotiation is therefore discovery, not handshake:
	A verifying deployment publishes the set of contract-majors it accepts (the discovery-document
shape is defined at first external submission; its name is reserved in the
registries).
	An issuer chooses the emission major per audience capability. A holder presents artifacts of one
major end-to-end: a proof's contract-major MUST equal its grant's contract-major
(REQ1-EVO-proof-major-equals-grant). Mixed-major envelopes are invalid by construction
(REQ1-EVO-mixed-major-invalid).
	Acceptance of an older major never weakens a newer one: each accepted major is verified under its
own complete closed profile. There is no cross-major fallback, no downgrade path, and no
best-effort parsing (REQ1-EVO-no-downgrade).
	Acceptance of a byte-distinct sibling proof profile is an explicit deployment choice through its
separately named API. A deployment never infers it from URI or request metadata and never retries
another profile after failure. The same posture governs byte-distinct sibling attestation
profiles (governance § Byte-distinct sibling attestation
profiles): standalone,
grant-unbound artifacts parsed by no major's verification path, verified only through their own
named API — the consumer-gated branch of the evolution contract, distinct from the
verifier-integration-bound attestation shapes that activate inside a successor contract-major.

Parallel-version support and deprecation
Successor contract-majors overlap rather than flag-day:
	A contract-major enters deprecation only after its successor has a published normative profile, a
published conformance corpus, and at least two independent implementations passing that corpus
(REQ1-EVO-deprecation-prerequisites).
	The deprecation window is published at announcement and is never shorter than twelve months
(REQ1-EVO-deprecation-window-minimum), except for a security contract-major, whose accelerated
overlap window is governed by the security-policy rule under § Governance. During the window,
conforming verifier deployments support both majors in parallel
(REQ1-EVO-parallel-support-during-window).
	Sunset of a major is a deployment decision after the published window, never a silent library
change (REQ1-EVO-sunset-is-deployment-decision).
	Errata never change verification behavior, with one exception: a soundness repair. An erratum may
clarify prose, correct non-normative text, or add conformance cases; no erratum may flip a
verdict of an existing certified corpus (REQ1-EVO-no-verdict-flip). Any other change that
would alter an accept/reject outcome is by definition a contract-major change. A soundness repair
(governance § Soundness repairs) changes verdicts only
from accept to reject, only on inputs proven producer-impossible, with its cases in a new
additive corpus and every existing corpus verdict unchanged; it is not a sunset, so it keeps no
overlap window for the vulnerable verdict. The errata registry lives at
docs/errata.md.

Registries
Operation-name conventions and selector kinds genuinely vary within the protocol's lifetime and are
governed by registries rather than by code. The registries also carry reserved
claim names, typ values, application-proof profiles, and cryptographic suite identifiers.
Reservation is cheap and immediate. Reserved shared claims, selector kinds, and suite semantics
activate only with a contract-major. A byte-distinct sibling proof typ may activate under the sibling proof-profile class
because it creates a new closed profile and every existing profile continues to reject it; a
byte-distinct sibling attestation typ may activate under the sibling attestation-profile class
on the same rejection basis (both classes are defined in governance). Names are
coordinated so independent implementers never collide while no accepted byte changes meaning.
Cryptographic suite identity
The current profile is not "the" algorithm set; it is a named suite:
BAP1-Ed25519-SHA256 — EdDSA over Ed25519, SHA-256 digests, RFC 8785 JCS canonical bytes, and the
BAP1-* domain separators. Every current artifact carries this suite identity implicitly through
its domain separators, alg values, and fixed widths. The suite registry names it explicitly.
Suite succession follows the naming scheme BAP<contract-major>-<signature>-<digest>. A successor
suite binds new domain separators, new alg values, and new fixed widths under its own
contract-major — the same closed posture, different constants. The kid/thumbprint indirection at
the key-locator boundary is already key-type independent, so trusted-key resolution survives suite
succession unchanged.
The post-quantum successor candidate is an ML-DSA family (FIPS 204, JOSE mapping per RFC 9964)
under the next free BAP<contract-major>-* name (contract-majors 2 and 3 took BAP2-* and
BAP3-*), with a hybrid Ed25519+ML-DSA composite posture reserved per
draft-ietf-jose-pq-composite-sigs. The candidate parameter sets (ML-DSA-65 baseline, ML-DSA-87
higher tier) are listed in the registries.
Post-quantum migration is a decade-scale industry program already underway; this charter's
commitment is that the migration is a suite succession, not a redesign.
Evidence longevity and cross-suite attestation
Anchored exports and historical-key rollover exist so evidence verifies years later.
Long-retention evidence under a frozen signature algorithm means the evidence's trustworthiness
would expire before its retention period — a design problem, not a hypothetical. The committed
design direction, specified now and activated in a successor contract-major:
	Cross-suite content-covering countersignature. A boundary anchor of a current suite
countersigns an archive whose rows and anchors were produced under an earlier suite, attesting
"verified complete under suite A at time T" by signing the archive's CONTENT DIGEST (not merely
chaining key/suite identity — a content-covering signature is required so trust survives the
original suite's cryptanalytic break, since the original signatures are forgeable under break).
	Verification of aged evidence then has two parts: the archive verifies under its original suite's
complete rules, and an authenticated content-covering countersignature from a currently trusted
suite re-attests the archive's content. Trust freshness comes from the newest countersignature,
not from the original signature surviving cryptanalysis.
	The archive's existing SHA-256 content digest (computed over every raw byte) is the
binding target; suite succession reuses the anchored-export digest mechanism rather than
inventing a parallel one.

Conformance language
Each normative specification states its requirements with RFC 2119 / RFC 8174 conformance
keywords, and every requirement carries a stable requirement identifier. The acceptance bar is
mechanical and unique to this project's method: every MUST maps to at least one conformance-
corpus applicability cell (surface × class) or to a named, falsifiable gap — requirement-to-
corpus traceability, so a standards reviewer can walk from any normative keyword to the executable
cases that prove it both directions. Prose that cannot be mapped is either not a requirement or a
missing corpus case, and the mapping exposes which.
Registrations
The protocol's claim names (ba_inv, ba_op, ba_req) and typ values (ba+cap, ba+loopback-proof, ba+chain-anchor,
ba+key-transition, ba+role-attestation, ba+content-assertion) are currently unregistered. For the standards track they
are registered with IANA — the JWT Claims registry and the media-type suffix conventions
respectively — both for collision safety and because registration is the visible signal of a
standards posture rather than a vendor format. Registration templates are prepared and are filed
at first external submission. Until filing, the ba_ and ba+ prefixes are
the collision-avoidance namespace, and the registries document is authoritative
for every name this protocol uses or reserves.
Delegation with attenuation
Multi-agent topologies sub-delegate: a planner spawns workers, each needing a narrower capability
than its parent. The current contract-major binds one holder per grant, deliberately. The
delegation design is specified now so the successor contract-major implements an
already-decided shape rather than opening a design debate after external adoption:
	Chained attenuated grants. A delegation link is itself a signed grant whose issuer is the
parent grant's holder, bound to the parent by a parent-grant-hash claim (the reserved ba_dlg
registry entry) exactly as ath binds a proof to its grant. The chain roots at a trusted issuer.
	Attenuation is the only direction, and it is mechanically checkable. A child grant's
operations are a subset of the parent's by name; a child operation's selectors are the parent's
selectors PLUS additional conjunctive selectors; the child validity window and audience set lie
within the parent's. Because the existing selector algebra is conjunctive, adding selectors can
only narrow — the subset relation is decidable without any new language.
	No caveat interpreter. Macaroons and biscuits demonstrated attenuation's value and its cost:
an open-ended caveat DSL is exactly the extension surface this protocol's closed posture forbids.
Here the closed selector algebra IS the attenuation language. Nothing is interpreted; everything
is compared.
	Verification walks the chain from the trusted root, depth-bounded, verifying each link's
signature and subset relation under the same closed rules; the holder proof binds the leaf grant.

The names this design needs (ba_dlg, a delegated-capability typ) are reserved in the
registries now. The full mechanism — the ba_dlg claim schema, the ba+cap-delegated typ with
its parent-holder key binding, the depth-bounded chain-verification algorithm, and the attenuation
subset rules proven decidable against the existing selector algebra — is charted in the
successor-major charter.
Revocation and freshness
The verifier library is pure and stateless by charter, and stays so. But a standard that says
nothing about revocation gets implemented inconsistently, so the standards track ships deployment
guidance with normative force at submission time:
	Baseline freshness comes from bounded validity windows and the nonce challenge already in the
profile: short-lived grants plus server-issued nonces for high-consequence operations are the
default posture, not an optional hardening.
	Replay accounting and per-invocation audit come from the consumption chain (ba_inv bound into
the signed proof, chained into append-only evidence).
	For long-lived grants, a status-check profile (issuer-published revocation status, exact shape
defined once at submission; name reserved in the registries) prevents each deployment from
improvising its own. The library still never performs I/O; the deployment requirement sits at
the layer that already owns key resolution and replay state.
	Offline-eligible floor limits. For endpoints that must answer during a connectivity window
(kiosk / EV-charging / vending fleets), an issuer MAY price an offline risk acceptance into a
grant via floor-limit claims (the reserved ba_offline): maximum value with explicit currency,
maximum offline use count, and an offline-window expiry. The endpoint honors these at its own
risk within the window; a stateful authority runtime reconciles deferred consumption and
surfaces over-consumption as a first-class event. The closed claim shape, the non-authorizing
facts contract, the ba_dlg attenuation composition, and the successor-major activation are
charted in the successor-major charter. Every shipped contract-major rejects the reserved name
today; activation arrives with a successor contract-major.

Principal binding
Regulatory direction is converging on binding agent actions to the human or organizational
principal who authorized them. ba_inv plus the consumption chain gives invocation-level
attribution; what is missing is an explicit, issuer-asserted on-behalf-of claim. The registry
reserves ba_obo — an issuer-asserted principal identifier (StringOrURI), verified as exact
expected context like every other bound claim — with semantics activated in a successor
contract-major. Reserving it now means independent implementations never squat the name and the
audit story has a designed home.
Governance
Published now, while the project is single-maintainer, because publishing the policy is the
credibility step and the policy is what makes single-maintainer tolerable to adopters:
	Change classes. The normative classes live in
governance § Change classes, including the byte-distinct
sibling profile classes; existing-profile wire or verification changes remain contract-major
only.
	Change control. Decisions publish through governance, the
specifications, and the errata registry; the comment-window and change-group rules are stated
there. The hand-off criterion to a formal standards body is adoption, not ceremony: when a venue
(see below) accepts the work, that venue's process supersedes this one.
	Errata channel. docs/errata.md is the numbered errata registry; each entry
names affected versions and its corpus impact, and the no-verdict-flip invariant is checked at
review. A soundness repair is recorded there too, under the conditions of
governance § Soundness repairs.
	Deprecation policy. As defined in the evolution contract above; the policy text there is the
authoritative one.
	Security policy. SECURITY.md governs vulnerability intake. The verdict-change handling rule,
including soundness repairs and their disclosure, is stated in
governance § Security policy and
§ Soundness repairs.

The governance policy's single normative home is docs/governance.md;
this charter cites it and carries no independent policy statements (the single-home
discipline: a policy sentence lives in exactly one normative document, and every other
document points at it — including this one, for the governance paragraph that previously
duplicated content here).
Venue strategy
	First: the MCP ext-auth extensions repository — fast, targeted, and
aimed at exactly the agentic-invocation audience this protocol serves. The extension documents
the already-normative profile; nothing normative is introduced outside it.
	Durable home: IETF (OAuth/GNAP working-group orbit) if and when external traction warrants —
the registries, RFC 2119 profile, and IANA templates in this charter are built to that
submission bar from the start.
	ISO: treated as a design checklist (consistency, testability, conformity assessment,
persistence), not a destination. ISO is the wrong venue for a wire protocol; its principles are
the right lens for auditing one.

Sequencing
These items were decided and specified before the first public release, because none of them can
be retrofitted once third parties implement the profile:
	Evolution contract, registries, and the RFC 2119 normative pass — the one item that becomes
impossible after third parties implement.
	Cryptographic suite identity and the evidence-longevity design — the domain separators and
key indirection already carry the bones.
	IANA registration templates and published governance.
	The delegation-with-attenuation design — decided above, so a successor contract-major starts
from a specification.

The venue decision is made (this charter); the extension drafts execute it.


  

    Changelog

All notable changes to bounded_authority_protocol are documented here.
[1.0.0] — 2026-11-10
Changed
	inspect/2 no longer prints credentials. V1.Credentials redacts both compacts;
V1.ExpectedRequest redacts cast_arguments and a required nonce ({:required, :redacted});
the Proof input of every contract-major redacts grant_compact, cast_arguments and the
nonce; every major's DecodedProof redacts the nonce; V1.SigningInput redacts its segments
and message. The other fields still render, as #Module<field: value, …>. Facts structs keep
their fixed #Module<redacted> form. Deliberately logging a field still logs it.
	V1.Bounds no longer enforces its keys: every field defaults to its profile maximum, so
%Bounds{} equals Bounds.maximum() and %Bounds{depth: 8} tightens one ceiling. A bound added
in a later minor release defaults to its maximum and leaves existing literals compiling.
coerce/1 still rejects widened, zero, negative, non-integer and fixed-width-changing values;
no maximum changes. The module documents every field with its maximum and unit.
	The request-digest projection enforces its depth, node, container and string budgets while it
walks cast_arguments, on every contract-major (request_digest/3, proof production and
envelope verification all share it). Before, it projected the whole host-supplied tree and only
then checked bounds, so a two-million-item argument cost a full walk; it now stops at the first
exceeded budget. The accepted set and the digest bytes are unchanged (a property test compares
it with the unbudgeted projection).
	Conformance.Corpus, Conformance.Runner and Conformance.Report are now internal
(@moduledoc false) and outside the stable surface; Conformance.Cli.run/1 and the
bounded_authority_conformance escript are the supported way to run a corpus. The CLI now exits
0 only when the executed cases are exactly the certified census: unique case ids, the same id set
and count as the index, each case executed from the file that declares it. Before, a run that
dropped a case (or dropped one and repeated another) still reported agreement. The report's
members (format, agreement, exit_status, total, agreed, disagreed,
index_sha256_base64url), the flags and the exit statuses are a stable CLI contract, documented
on Conformance.Cli.
	The conformance CLI verifies the three sibling-profile corpora (local-loopback HTTP, role
attestation, content assertion), recognized from their index like the other six, so every
packaged corpus runs from an installed package. mix conformance.verify runs all nine.
	The conformance CLI reads index.json and then only the files it names, never following a
symbolic link: it refuses a link or other non-regular entry inside the corpus directory, a file
the index does not name, an unsafe index path, a file over 1 MiB and a directory over 4,096
entries. --help/-h and --version print to standard output and exit 0 (--help used to
exit 2). Usage errors go to standard error. Every failure writes one value-free line to standard
error naming its class, and the report ends with a newline.
	The architecture gate pins the package 1.x stable surface (stable_modules/0), its exclusions
(excluded_surface/0), the field set of every stable struct (public_struct_fields/0) and the
RoleAttestation.V1 exports; a test checks them against the compiled package.

Documentation
	Every public input, decoded and facts struct has a @typedoc and a "Fields" section giving each
field's meaning, unit, limit (the Bounds key that caps it) and normalization, and every
V1, V2, V3 and local-loopback façade function has a @spec. No behavior change.
	V1.Jwk.thumbprint_raw/2, V1.Jwk.public_key_thumbprint_raw/2, V3.EcJwk.thumbprint_raw/2 and
V3.EcJwk.public_key_thumbprint_raw/2 are now documented public API (they were @doc false
although the quickstart uses them), with executable examples. V1.Jwk.thumbprint_digest_unchecked/1
stays undocumented and outside the stable surface.
	New guides: Choosing a profile; Recipes (Plug and Phoenix integration with tagged
cast_arguments, selectors per contract-major, ES256 from KMS or HSM DER, issuer key rotation,
nonce modes, running every packaged corpus through Conformance.Cli.run/1); Evidence;
Troubleshooting {:error, :invalid}; API stability and versioning, checked against the
architecture gate's stable surface; Other languages, which replaces the four SDK deployment
pages on HexDocs; Glossary; FAQ; and a runnable cheatsheet. Upgrading is rewritten for 0.x to
1.0, the README is a short landing page with a versions table, and the threat model covers
ES256 and the sibling profiles. Every Elixir block in the guides runs in the test suite.
	Two new Livebooks, service integration and chains and archives; the walkthrough uses the
Es256 helpers and states each expected result. One harness runs every notebook against the
checkout in mix test and against the unpacked package archive in mix package.check, and
scripts/livebook_registry_readback.exs runs each notebook's own Mix.install against Hex
after a release.
	HexDocs groups: Start here, Guides, Reference, Specifications, Conformance and governance, and
Project; facade functions are grouped as Producers, Decoders, and Verifiers. A docs gate rejects
decision-record citations in shipped files, front matter on HexDocs pages, and a bare
"v1"/"v2"/"v3" in guide prose.

Fixed
	Erratum 6, a soundness repair (selector float zero). Grant decode on every contract-major now
rejects an equals value or one_of member that contains a float-tagged zero at any depth,
whatever its sign or spelling (0.0, -0.0, -0e0, an underflowing 1e-400). Before, the
reference compared floats with ===, so 0.0 and -0.0 were different selector values here
while the Python, Go, Rust and TypeScript verifiers treated them as equal: the same
issuer-signed grant verified in one and failed in another. No conforming producer emits such a
value (RFC 8785 writes a float zero as 0, which decodes integer-tagged); verifiers accept the
non-JCS bytes that carry one. Range bounds are unchanged and compare numerically.
grant_signing_input on every major now refuses a float-tagged integral selector value
(0.0, 10.0), which it used to sign as an integer. New additive corpus
bap-selector-float-zero/1 (161 cases, index SHA-256 97fd7a99cdbf3acc0a78f5ba1c6556e23a63e0ad66f533e31fd69f82dc5f3003), generated by
conformance/generators/build_selector_float_zero.mjs and run by the verifier CLI and
mix conformance.verify. Every existing corpus index and verdict is unchanged. Governance
states that conforming verifiers disagreeing on the same signed bytes are a soundness failure.
	The Python, Go and Rust SDKs implement erratum 6 with the same clauses and run the certified
bap-selector-float-zero/1 corpus; each failed 92 of its 161 cases before the change. The Go
and Rust SDKs vendor byte-identical snapshots.
	Independent Node runners: the integer lexeme -0 decodes to integer 0 and selector identity
compares tags first, then values numerically (grant_proof_independent.mjs);
corpus_independent.mjs tags numbers from their raw lexeme instead of Number.isInteger,
decodes grant payloads as received instead of requiring JCS bytes (matching the reference, with
claim-type, lexeme-length and exact-magnitude checks kept), and runs the new corpus for
contract-major 1 with --selector-float-zero.
	Replace retired test tooling jsonschex 0.10.0 (Hex security retirement) with the non-retired 0.11 line.
	Release gates. mix secrets now runs the same scripts/secret_scan.sh --check sensitivity
self-check CI runs (which ends with the history scan), then the staged and unstaged scans; before,
it skipped the self-check. The conformance, chain/archive and spec-facts mutation batteries
collect every entry's outcome and halt with status 3, naming each failed entry, without printing
their ok line when any mutation survives or a baseline is not green. The conformance and
chain/archive batteries stop with status 2 and a clear message unless node --version equals
the .tool-versions pin (22.23.1). verification.performance sets a reduction ceiling on
rejecting over-limit request arguments on every contract-major. New
scripts/registry_checksum_readback.exs compares a published release's Hex registry checksum
(and optionally a local archive) with the attested SHA256SUMS, for the post-publish read-back.
	The three in-repo verifier SDKs (sdks/python, sdks/rust, sdks/go) implement erratum 3's
producer-canonicality refusal on their assembly and anchored-export-encoding surfaces, with the
same clauses as the Elixir reference and the graduated TypeScript verifier: Ed25519
(signature_gate — R canonical, R not of small order, S < L) at every Ed25519 assembler
(contract-majors 1 and 2, local loopback, role attestation, content assertion) and at every
major's export encoding; ES256 (the canonical-signature rule 0 < r < n, 0 < s ≤ ⌊n/2⌋) at
the v3 assembler and export encoding. Each SDK vendors and runs the certified
bap-producer-canonicality/1 corpus (75 cases, index SHA-256 99ee6fbb…, red-first before the
gates, each gate defect-injected red after them). No verification verdict changes anywhere;
every existing corpus agrees at unchanged counts in all three SDK suites.

Changed
	Governance states the package version rules from 1.0.0: a new contract-major, sibling profile,
public function, optional argument, or defaulted struct field is a minor release, and so is a
soundness repair that meets every governance condition or a raised toolchain floor; an
editorial erratum is a patch; removing a namespace or changing a struct field, arity, return
shape, enforced key, or documented error is a new package major. Package versions ("package
1.x") and contract-majors ("contract-major N") are separate numbers. Decisions publish through
governance, the specifications, and the errata registry; sibling profiles first ship in a minor
release instead of a breaking 0.x.0.
	The specifications drop their YAML front matter (HexDocs printed it as text), link every RFC
citation, and state in their revision headers which errata each revision carries. Every
shipped document cites the specification, governance, or errata text instead of an unpublished
decision-record number. The implementer's guide covers contract-majors 2 and 3 and the selector
float-zero corpus.
	Development tooling: sbom 0.12.1 (with purl 0.5.2) accepts hex_core 0.21, so the hex_core
override is gone and hex_core 0.21.1 arrives dev/test-only through sbom. CI action pins move to
setup-node 7.1.0, setup-python 7.1.0, upload-artifact 7.0.2, setup-ocaml 3.9.1 and setup-ruby
1.338.0. The unpublished Rust SDK takes serde_json 1.0.154 and zeroize 1.8.2. The package has
no runtime dependencies, so nothing shipped changes.
	Release reproducibility: the Hex client is pinned in .hex-version (2.7.0). CI, the
supply-chain attestation and the release-candidate gate use it, and the gate refuses another
client, because Hex writes its own version into the archive metadata and a different client
builds different archive bytes. The supply-chain workflow installs Node 22.23.1 like CI instead
of using the runner image's Node.

[0.9.1] — 2026-10-31
Documentation
	Architecture decision records are local, ignored files and are excluded from the public source,
Hex archive, and HexDocs. Historical references no longer link to removed records.
	Installation examples, the Livebook, and security guidance point to this ADR-free release.
	No runtime, public API, wire format, or verification verdict changes.

[0.9.0] — 2026-10-29
A clarifying minor release (erratum 3). No verification verdict and no verdict of any existing
certified corpus changes.
Fixed
	Compact assembly and anchored-export encoding now refuse a signature that no conforming signer
emits, and they never rewrite accepted signature bytes. Under contract-major 3 (ES256) the
refusal covers r or s equal to zero or at least n, and high-S (s > ⌊n/2⌋). Under
contract-majors 1 and 2 and the local-loopback, role-attestation and content-assertion profiles
(Ed25519), it covers S ≥ L and an R that is non-canonical or of small order. Every BAP
verifier already rejected these signatures. Only generic JOSE consumers outside BAP would accept
a high-S ES256 signature. Signers must normalize to low-S before assembly (spec/bap-v3.md
§ 3.2). The adapter and the TypeScript signer already do. Erratum 3. No verdict of any existing
certified corpus changes, and the new cases are in bap-producer-canonicality/1.
	spec/bap-v1.md § 14.1 (and its docs/protocol-v1.md view) counted "up to eight distinct
mixed-order encodings" of one key. The eight encodings are the prime-order key and up to seven
mixed-order variants. Erratum 4, editorial; no requirement, verdict, or corpus changes.
	The contract-major specifications wrote section anchors as kramdown {#id} heading attributes,
which HexDocs and GitHub print literally, so links such as spec/bap-v1.md#strict-ed25519
went nowhere. Each anchor is now an explicit <a id> element with the same id, and the
spec/bap-v1.md cross-references are Markdown links. Erratum 5, editorial; no heading wording,
requirement, verdict, or corpus changes. mix quality now checks every local link and anchor
in the built HexDocs (mix docs.links).
	The scratch repositories of the private-identifier guard tests, the secret-scan self-check, and
the two history-privacy architecture tests turn off git's automatic maintenance
(maintenance.auto false, gc.auto 0). From git 2.54, git commit, merge, fetch, and a
push into a local bare remote start a detached repack that keeps writing into .git after the
command returns; on hosted CI (git 2.55) it can race the scratch cleanup and fail with
"directory not empty". A new architecture test requires every script or test that runs such a
git command to set both values. Test and tooling only; no package, wire, or verdict change.
	The development tooling lock moves hex_core 0.20.0 → 0.20.1, clearing EEF-CVE-2026-96596
(MEDIUM: erl_tar:extract/2 loops forever on a GNU sparse member with a trailing hole;
fixed in 0.20.1). hex_core arrives dev/test-only through the sbom tool under the existing
~> 0.20.0 override, whose rationale is unchanged (sbom 0.11.0 still requires ~> 0.19.0);
the shipped package has no hex_core dependency. mix hex.audit and mix deps.audit are
both clean.
	Latest-first tooling currency bump: ex_json_pointer 0.8.0 → 0.9.0 in the dev/test lock
(transitive through the documentation tooling; not shipped). The currency gate found the
drift before the release battery did.

Added
	BoundedAuthorityProtocol.Es256, the single public owner of the ES256 rules, mirroring
BoundedAuthorityProtocol.Ed25519: canonical_signature?/1 (the shared 0 < r < n,
0 < s ≤ ⌊n/2⌋ predicate that verification and the producer surfaces both call),
acceptable_public_key?/1 (uncompressed SEC1, coordinates below p, on the curve),
verify_strict/3, and the producer utilities normalize_low_s/1 (pure s → n − s when high,
refusing out-of-range scalars, idempotent; never applied by assembly) and der_to_raw/1
(strict DER ECDSA-Sig-Value to raw r || s, refusing non-minimal or negative INTEGERs,
long-form or mismatched lengths, trailing bytes, and out-of-range scalars; the output is not
normalized). The internal v3 suite module and the EC JWK codec delegate to it.
	The additive producer-canonicality conformance corpus bap-producer-canonicality/1, revision 1,
at priv/conformance/producer-canonicality (75 cases in 4 families; 60 refused, 15 accepted at
the rule's bound; index SHA-256
99ee6fbbf32758b03d4630647f721d8d4e349f0628d860493d667fe6e762c601), generated keylessly by
conformance/generators/build_producer_canonicality.mjs. The verifier CLI and
mix conformance.verify run it.
	Requirement ids REQ1-SIGNING-ed25519-producer-canonical,
REQ2-SIGNING-ed25519-producer-canonical, and REQ3-SIGNING-producer-canonical; the
local-loopback, role-attestation, and content-assertion assembly requirements carry the same
clause.
	Livebook walkthrough sections for strict Ed25519 verification (rule S1), with forged keys and
signatures from the certified strict-Ed25519 corpus, and for contract-major 3 (ES256) with
ephemeral P-256 keys. The walkthrough test now evaluates every notebook cell in order.

Changed
	The keyless part of Ed25519 rule S1 (R canonical and not of small order, S < L) is factored
out of the verification gate, so the gate and every Ed25519 producer surface share one owner.
	The REQ3-SIGNING-range red-proof disclosure (the ES256 activation decision record) is withdrawn: the producer surfaces
isolate each range clause, and the matching mutation-battery entries run red.

Documentation
	README quickstart and a rewritten getting-started guide (issue, prove, and verify a request,
handle a rejection, rotate issuer keys, test an integration). Their Elixir blocks run in the
test suite (test/docs_samples_test.exs).
	HexDocs is organized as Start here, Guides, Reference, Specifications, and Decision records,
with the modules grouped by contract-major, signature suite, sibling profile, and conformance.
The BoundedAuthorityProtocol.V1 functions document their arguments, results, and errors;
Bounds.coerce/1 is documented; Ed25519 and Es256 carry their first release.
	Unreleased additions are marked with one phrase, (unreleased, planned for 0.9.0), and a
docs-currency test requires it while the source is ahead of the release and forbids it after:
the release edit is deleting that phrase.
	SECURITY.md points reporters to GitHub private vulnerability reporting (the Security tab,
"Report a vulnerability").
	Usage rule 18: hand assembly only a canonical signature (convert DER and normalize to low S
first for ES256).
	The consumer conformance path is one that works from a project: mix run -e 'BoundedAuthorityProtocol.Conformance.Cli.Main.main(["--corpus", ...])' or
mix escript.install hex bounded_authority_protocol 0.8.0 (README, getting started, usage
rule 14, upgrading). The docs-currency test pins the escript version to the latest release.
	Every assembler and anchored-export encoder documents its 0.9.0 refusal of a non-canonical
signature; the upgrading guide names every affected function.
	The docs-samples test also checks each sentence that states a block's value, and the
release-time marker is required on every surface that describes an unreleased addition,
including the API docs in lib/.
	HexDocs titles: README shows as "Overview", the generated contract-major 1 view and the protocol-boundary decision record have readable
titles. The Elixir and OTP requirement says what Mix enforces and what CI tests.
	The Python, Rust, and Go SDK READMEs and deployment notes are rewritten: they state that the
SDKs are unpublished and give a working install from a checkout, list the full API of each
(contract-majors 1, 2, and 3 and the sibling profiles), and state the open gaps (erratum 3 is
not implemented in any SDK; facts rendering is not redacted). Each SDK's quickstart runs in
its own test suite (Go Example, Rust doctest, Python pytest). The TypeScript deployment
notes describe the published 0.7.0 package.

[0.8.0] — 2026-10-13
The strict Ed25519 verification release: a soundness repair (erratum 2,
the strict-Ed25519 erratum decision record). Upgrade from every earlier
release; see the security advisory for affected versions and details.
Security
	Ed25519 verification accepted signatures under small-order and non-canonical public-key and
point encodings, which can verify without any private key. Every Ed25519 surface now applies
strict verification before the backend: point encodings must be canonical, small-order keys
and R values are rejected, the scalar must be below the group order, and the cofactorless
equation is mandatory. This covers grants, holder proofs, boundary anchors, key transitions,
anchored exports, local-loopback proofs, role attestations, and content assertions under
contract-majors 1 and 2. Contract-major 3 (ES256) is unaffected.

Added
	BoundedAuthorityProtocol.Ed25519, the single public owner of the rule:
verify_strict/3, acceptable_public_key?/1, and torsion_free?/1. Hosts must call
torsion_free?/1 at key enrollment, at trust install, and before any deny-list or revocation
comparison (REQ1-HOST-ed25519-torsion-free).
	The additive strict-Ed25519 conformance corpus bap-strict-ed25519/1, revision 1, at
priv/conformance/strict-ed25519 (2,410 cases in 14 families; index SHA-256
732117dfe1881b553998126a9524a95bfb1171257e388d5430a0a099f2287cb9). Its verdicts come from an
independent arithmetic generator. It includes the 12 published "Taming the many EdDSAs" test
vectors (Apache-2.0, attributed in NOTICE), named small-order-key vectors for both contract
majors, and a JCS UTF-8 boundary family. The verifier CLI
and mix conformance.verify run it beside the existing corpora.
	Requirement ids REQ1-SIGNING-ed25519-canonical-point, -small-order-reject,
-scalar-range, and -cofactorless; REQ1-KEY-ed25519-acceptable;
REQ1-HOST-ed25519-torsion-free; and the five matching REQ2-* ids, mapped in the
requirement map.
	A soundness-repair change class in the governance policy, the charter, the errata registry, and
SECURITY.md.

Changed
	Producers and key functions refuse a public key that fails key acceptance (wrong width,
non-canonical, small order, or off the curve) with {:error, :invalid}: proof, boundary-anchor,
key-transition, and role-attestation signing-input construction, V1.Jwk.encode_public/2,
V1.Jwk.decode_public/2, and the JWK thumbprint functions. Honest RFC 8032 keys are unaffected.
	spec/bap-v1.md and spec/bap-v2.md move to revision 2, and the local-loopback,
role-attestation, and content-assertion specifications state the rule. The security-release and requirement-identifier decision records
carry amended-by notes.
	Every existing certified corpus (v1, v2, v3, local loopback, role attestation, and content
assertion), its index digest, and its verdicts are unchanged.
	The three independent Node conformance runners apply the strict rule at their Ed25519
verification and key-acceptance points, and conformance/corpus_independent.mjs --strict runs
the strict-Ed25519 corpus. CI pins the runners' Node release exactly (22.23.1).

Fixed
	Upgrade the development SBOM tool to sbom 0.11 and protobuf 0.17.1, which fixes
EEF-CVE-2026-104635 in protobuf JSON decoding. Generate release and tooling SBOMs
through mix run --no-start with explicit SBOM startup, keeping hex_core's
SSH-dependent application stopped. If the OS certificate store is unavailable,
reuse Hex's CA certificates for license metadata requests. The production
dependency boundary is unchanged.

[0.7.0] — 2026-09-28
The content-assertion release: the second sibling attestation profile. No contract-major,
loopback, or role-attestation byte, verdict, or certified pin changes.
Added
	A standalone bap-content-assertion/1 profile with explicit expected content and
context binding, bounded byte-domain content hashing, and pairwise successor checks
(BoundedAuthorityProtocol.ContentAssertion.V1). The profile carries no content
semantics or authorization decision. The content-assertion profile decision record records the design and its release
requirements; spec/bap-content-assertion-v1.md is the normative contract.
	The certified content-assertion corpus, revision 1 (131 assertion, 9 content-digest, and
14 successor cases; index SHA-256
14b7436ccf7cc91fece52a1578c3760df6720a93494d147ee5ab523e2ce21876), the
mix content_assertion.verify check, and its red-capable mutation gate. The Python, Rust,
and Go SDKs and the graduated TypeScript verifier implement the profile against it.
	A tightenable content_bytes ceiling of 65,536 bytes. Existing wire profiles and
certified corpora retain their meanings.
	A runnable content-assertion section in the Livebook walkthrough.

Changed
	%BoundedAuthorityProtocol.V1.Bounds{} enforces the new content_bytes key. Code that
builds the struct literally must add it; Bounds.new/1, Bounds.maximum/0, and override
maps are unaffected.
	V1.SigningInput admits the :content_assertion kind, whose exact protected header is
accepted only through the new namespace.
	CI runs on Linux only (the Linux-only CI decision record); developer portability across macOS, Linux, and Windows
is unchanged. The supply-chain workflow runs on manifest changes, weekly, and on demand.

[0.6.2] — 2026-09-24
The cross-Elixir compilation and scan-sensitivity repair patch over 0.6.1: no verdict,
wire-format, or public-API change — the certified corpora, index digests, decision records, and
governance documents are unchanged.
Fixed — cross-toolchain compilation and gates
	The role-attestation codec's closed-role membership and bounded-size checks compile to
version-stable Erlang on every supported Elixir. On Elixir 1.18/1.19, expression-position in
over a literal list compiled to a :lists.member/2 import and runtime-bounded ranges compiled
to Enum.member?/2 + Function.identity/1 imports — findings the compiled purity and package
gates correctly rejected, turning the 1.18/1.19 CI lanes red (RED observed locally on
1.18.4-otp-28: three failures; GREEN after the rewrite on 1.18.4-otp-28 and a fresh
1.19.5-otp-28 build). The membership and bounds are explicit comparisons, verdict-identical on
every input for every bound the public API can reach — Bounds coercion admits positive
integers only, and for n >= 1 the predicates agree on every input (the unreachable n <= 0
forms differed only in dead code); the gates are unchanged and no allowances were added.
	The secret-scan sensitivity battery plants a JWT fixture at the role-attestation corpus path:
the BAP-23 allowlist path group for
priv/conformance/attestation-profiles/role-attestation/v1/ had no sensitivity fixture, so
the scan gate's allowlist path-sensitivity self-check failed ("missing 1 path group");
observed RED then GREEN locally under the pinned Gitleaks 8.30.1.
	The role closed-set conformance mutation follows the codec's rewritten membership anchor.

Documentation
	Standards-review docs sweep: SECURITY.md, the getting-started guide, and the Livebook
walkthrough cite the then-current 0.6.1 registry release (checksum read back from the Hex
release API on 2026-09-24; this release's own version surfaces carry 0.6.2); AGENTS.md's
accepted decision-record range is corrected and its current-state
paragraph records the 0.6.0 role-attestation release and the public holder-side signer
companion; the SDK README and the four SDK deployment guides stop describing the graduated
TypeScript SDK as in-tree (npm scope corrected to @bounded-authority-protocol/verifier) and
state the certified corpora each SDK actually runs (v1 283 / v2 268 / v3 292 plus the
loopback and role-attestation profile corpora), with the Rust supply-chain table gaining the
p256/zeroize ES256 backend rows; the interoperability report's TypeScript row and
publication-status claims are corrected to the graduated repository; the guides index carries
the role-attestation spec as a normative authority; and the docs-currency test now pins the
graduated SDK posture — three in-repo SDKs plus the graduated npm scope and repository,
rejecting the retired @bounded-authority/verifier scope and any in-tree typescript/ link.

[0.6.1] — 2026-09-23
The cross-vendor repair patch over 0.6.0: the second independent review family's pass
over the role-attestation landing range (e5cd033..d470814, executed 2026-09-23 after the
account-quota window reset) confirmed eight product findings — three blocking — all fixed
in 05c24a8 with RED→GREEN evidence and the full quality gate green (584 tests, 100%
coverage). The certified corpus bytes, index digests, and the role-attestation profile decision record are unchanged; verdicts
on legal input do not move. The full adjudication with severities and repair evidence is
retained in the repository's local review records.
Why each fix, in one line each: (1) the Python codec joined member sets with a comma —
an exact-set comparison closes a KeyError collision; (2) trailing-newline identifiers
and URIs were accepted by Python and rejected by the reference — full-string checks at
all three positions; (3) the standalone attestation ignored the caller-tightened
anchor_bytes ceiling on all four surfaces (upgrading the review's original
source-inference to OBSERVED — the earlier "verdict-neutral" characterization is
REFUTED by a caller-tightened runtime counterexample); (4) producers now validate their
emitted JSON under decoder limits and project final compact/segment sizes; (5) the
in-repo SDKs' StringOrUri handling diverged from the reference on IP literals, ports,
and escapes — profile-local helpers align them; (6) Python caller-input validation
returned raw exceptions instead of the closed error; (7) Elixir raised KeyError on
incomplete caller structs instead of {:error, :invalid}; (8) the Rust parser decoded
segments before checking limits — encoded-size and projected-decoded-size checks now
precede base64 decoding (Go and Python preflight all three segments equivalently).
Fixed — role-attestation validation
	Role-attestation signing-input production applies the same caller-tightened parser
limits as assembly, decoding, and verification. The Python, Rust, and Go SDKs also
enforce the standalone attestation's anchor_bytes ceiling.
	Python rejects ambiguous member names, newline-bearing identifiers, invalid URI
literals, malformed Unicode, and unknown bounds through the closed error result.
Go and Rust align role-attestation URI validation with the profile's StringOrUri rules.
	Elixir returns {:error, :invalid} for incomplete caller-supplied attestation,
signing-input, expected-context, and attestor-key structs. The Python, Rust, and Go
SDKs check segment limits before base64 decoding.

[0.6.0] — 2026-09-23
The role-attestation release (the role-attestation profile decision record: the first 0.x.0 bearing the
bap-role-attestation/1 profile). Additive public surface — the
BoundedAuthorityProtocol.RoleAttestation.V1 namespace and the certified profile corpus —
with zero verdict changes on existing input; also carries the v1/v2 closed-error-shape fix
found by the profile corpus's ES256 confusion case.
Added — the role-attestation sibling profile bap-role-attestation/1 (the role-attestation profile decision record; the BARA RA11 prerequisite)
	BoundedAuthorityProtocol.RoleAttestation.V1 — the protocol's first sibling attestation
profile: a standalone, grant-unbound compact JWS (protected typ: "ba+role-attestation")
binding a subject key to issuer or holder for a bounded window. Four surfaces:
attestation_signing_input/2, assemble_compact/{2,3}, decode_attestation/2, and
verify_attestation/2 (the citation symbol the companion signer's RA11 row names). Facts are
the anchor posture (trust: :not_evaluated, no authorization marker, RFC 7638 fingerprints,
Inspect-redacted); verification enforces attestor-kid binding, subject binding, structural
self-attestation rejection, attestation-window containment in the attestor key window, and the
half-open [nbf, exp) now-window. Normative profile spec/bap-role-attestation-v1.md with
REQ-RA1-* ids and a per-profile requirement map; profile corpus (40 cases, revision 1,
certified index pinned in the ExUnit suite, the map, the spec, and every SDK) at
priv/conformance/attestation-profiles/role-attestation/v1/, verified end-to-end by
mix role_attestation.verify; ten red-capable mutation-battery entries; registries gain the
ba+role-attestation typ and the attestation-profiles family; governance, the standards-track
evolution contract, and the requirement-identifier decision record carry the labeled role-attestation class amendments (the budget-window decision record's
budget-window posture unchanged). The in-repo Python/Rust/Go SDKs implement the four surfaces
with the in-repo corpus and its digest asserted at test load.
	Release preconditions for any 0.x.0 bearing this profile (release itself remains the owner's
decision): the graduated TypeScript verifier surface coordinated at corpus freeze, the
authority-runtime issuance receipt, and the companion-signer consumption receipt in their own
repositories.

Fixed — v1/v2 closed error shape under wrong-width signatures
	V1/V2.decode_grant/2, decode_proof/2, and the verify paths behind them returned a bare
false (a with guard leak) instead of {:error, :invalid} for compacts whose signature
segment decodes to a byte length other than the suite width — found by the profile corpus's
ES256 confusion case (a raw ECDSA r||s signature), fixed V3-style (parse normalization),
pinned RED-first by test/bounded_authority_protocol/signature_width_error_shape_test.exs. No
accept/reject verdict changes; the v1/v2/v3 corpora and their certified pins are unchanged.

Fixed — cross-vendor review legs (2026-09-22, over the BAP-23 range)
	The Python and Go SDKs now magnitude-bound the attestor context's window endpoints in
verify_attestation (parity with the Elixir reference's ContextValidation.historical_key
and the Rust gate): a caller context with valid_from below or valid_before above the
integer magnitude ceiling returned ok where the reference returns {:error, :invalid} —
containment alone is trivially satisfied by an out-of-magnitude window, so nothing
downstream rejected it. Pinned RED-first in both SDKs' attestation suites; corpus verdicts
and the certified index are unchanged (all corpus contexts are in-magnitude).
	scripts/check_role_attestation.exs (mix role_attestation.verify) now compares the
computed corpus index digest against the certified pin
(REQ-RA1-CONFORMANCE-certified-pin) instead of only echoing it — a regenerated,
self-consistent corpus previously verified green. Red-proven by a bogus-pin probe.
	The Python SDK's decode surface carries the raw 32-byte subject public_key (the member
shape the Elixir/Go/Rust decode surfaces all expose) instead of a derived thumbprint — an
unpublished-surface alignment so the four bindings decode portably.

[0.5.1] - 2026-09-22
Docs maintenance — the published doc set trimmed to implementer-facing content
	The Hex package and hexdocs now carry the implementer-facing set only: the four specs, the
decision records, the guides/deployment/livebook docs, the normative contracts
(registries, requirement map, standards track, governance, threat model, errata,
interoperability report, protocol charter, conformance contract), and the package
essentials. Removed from the published set while remaining tracked in the repository: the
IANA pre-filing registration drafts (docs/design/iana/), the AP2 and A2A interop design
profiles, the successor-major activation checklist, and the superseded 0.1.0
release-candidate contract. The BAP-17 offline requirements input moved out of the tracked
tree into local untracked storage (the offline floor-limit decision record remains the mechanism of record). No code,
wire, bound, or verdict change; the package census and the published-surface hygiene
roots are re-pinned to the trimmed set.

[0.5.0] - 2026-09-22
Added — spec-facts extraction baselines for contract-majors 2 and 3 (the activation records' deferral closed; no wire or API change)
	The spec-facts drift gate is major-keyed: spec/bap-v2.md and spec/bap-v3.md now carry
closed facts-anchor sets (suite identity, domain separators, selector kinds; v3 adds the
protected-header members, the §3 suite rules — curve, EC JWK member set, 32/65/64-byte
fixed widths, raw r || s, the low-S rule, the rejected-encoding list — and the §5
fixed-width constants), extracted deterministically and frozen byte-for-byte in
spec/facts/baseline-v2.json / baseline-v3.json. Rule 1b reds on any silent
successor-major normative edit exactly as for v1; the v1 baseline bytes, ten-anchor set,
and extraction output are unchanged. The spec-facts mutation battery grows from seven to
sixteen legs, each observed RED on the real tree before wiring — including the literal-NUL
separator class of the requirement-map incident (a NUL byte where the two-character \0
text belongs is not matched and reds).

Added — ES256 contract-major activation: the BAP3-ES256-SHA256 suite (the ES256 activation decision record)
	BoundedAuthorityProtocol.V3 — the complete contract-major 3 closed profile: ECDSA over
NIST P-256 with SHA-256 (alg: "ES256"), RFC 7518 §3.4 raw r || s signatures with the
REQUIRED low-S canonicality rule and 0 < r < n range checks, EC JWK holder keys
({crv,kty,x,y}) with RFC 7638 thumbprints, 65-byte uncompressed-SEC1 raw keys,
BAP3-* domain separators, payload v: 3, and the five-kind selector algebra inherited
from v2. Each major verifies under its own complete closed profile; v1 and v2 reject v3
bytes and v3 rejects v1 and v2 bytes (the ES256 activation decision record).
	spec/bap-v3.md — the normative v3 profile; the certified v3 corpus
(priv/conformance/v3/corpus, 292 cases across 28 surfaces, revision 1) verifies 292/292
through the CLI with its index SHA-256 pinned in the major-keyed certified map. The
signature-canonicality matrix (high-S, tampered r/s, zero r/s, r/s ≥ n), the EC JWK
closed set, the thumbprint member set, and the cross-major rejections (v1 and v2 bytes on
every artifact family) are corpus-certified. Six verdict-provable mutation-battery
entries executed RED; two battery adjudications are disclosed in the requirement map § v3
(the r < n check is backend-coincident for out-of-range scalars — unit-level proof; v3
cross-major rejection is pinned at both the alg and the v claim).
	Registries: BAP3-ES256-SHA256 active; the lte/gte rows name the v3 closed profile
alongside v2's; the ML-DSA anticipated index advances to the next successor major. The
post-quantum suite decision record carries a dated reconciliation note for its stale BAP2-* family index.
	The in-repo SDKs (Python, Rust, Go) gain v3 namespaces, runners, and permissiveness
mutation gates; the TypeScript cohort (graduated verifier repository snapshot-bump,
signer suite adoption) and the A2A BA-Grant/BA-Proof drill land with this
activation per the ES256 activation decision record. The §8 kiosk-demo refresh named in the 2026-09-20 cohort
decision is withdrawn — its demo tree no longer exists (owner decision, 2026-09-22;
see the ES256 activation decision record's post-acceptance note).

Added — UCP riding-point decision (the UCP riding-point decision record) and A2A venue extension draft (no wire or API change)
	The UCP riding-point decision record (resolution of the open question
both interop profiles recorded; UCP read first-hand at pinned d3ccb55): the riding point is
transport-composed — UCP's A2A transport is covered as-is by the A2A binding profile for
deployments speaking A2A 1.0 (UCP's published A2A binding is at 0.3-era shapes —
X-A2A-Extensions, message/send — and reconciliation is UCP's); UCP's MCP transport is the
BAP-08 extension's scope; a UCP-REST binding profile is the named follow-on under the
project's own reverse-domain prefix (UCP reserves dev.ucp.*); Embedded is out of scope. The
three-layer composition doctrine (UCP's RFC 9421 transport identity, BAP invocation authority,
AP2 payment authorization — disjoint surfaces, none covers another) extends the AP2 profile's
§6 separation. Closed-by pointers added to both design profiles and the ROADMAP.
	docs/extensions/a2a-capability-binding.mdx: pre-submission venue-facing restatement of the
A2A binding profile for the A2A ecosystem (not proposed to A2A's sponsorship/TSC path; no
submission implied). Carries the scope boundary, the one-hop-only rule, the
required: true narrowing consequence, name-registration status (incl. cnf correctly
attributed to RFC 7800, also fixed in the MCP precedent), and the no-implementation status.
README now names both extension drafts; AGENTS.md decision-record roster corrected.

Added — A2A capability-binding profile (design contract, no wire or API change)
	docs/design/a2a-capability-binding-profile.md (owner-approved 2026-09-20 after the design
method: options analysis over the binding-layer fork, then independent adversarial review of
both the analysis and the specification — two rounds each, all findings repaired and
re-verified): the composition contract with A2A at pinned afda8316 — extension-mechanism
negotiation (empty params, matching the MCP extension precedent) with transport-layer
proof binding (unchanged dpop+jwt bytes; BA-Grant/BA-Proof HTTP headers and gRPC
metadata; htm/htu per binding incl. the commit-pinned gRPC HTTP/2 grammar); the bounded
per-operation cast_arguments projection (per-part content digests inside the v1 §17
ceilings, tenant coverage including declared absence, one timestamp rendering); ba_op
spelled under a reverse-DNS vocabulary; aud/ba_inv/nonce placement; graceful degradation
with the client-optional-narrowing consequence stated; scope excludes custom bindings,
non-loopback plain HTTP, and push-notification webhooks. Delegation-shaped requirements
route to the successor-major program as a recorded dependency; UCP riding remains a
separately-owned open question. Structural-correspondence claims only; no compatibility or
runtime guarantee claimed.

Added — AP2 interop profile (design contract, no wire or API change)
	docs/design/ap2-interop-profile.md (owner-approved 2026-09-20 after independent adversarial
review: original FAIL with 3 P2 + 4 P3 findings, all repaired, repair-diff PASS): the
composition contract with AP2 v0.2 at pinned e1ea56d — the ES256 suite bridge contract
(BAP<n>-ES256-SHA256, suite decision pending), the three-spelling digest map (AP2 bare
base64url / BAP wire-base64url and internal-raw / CAP tagged; lossless byte conversions, no
value-coincidence claims), the cast-argument projection over integer minor units (the
integer-vs-float decision is evidence-forced: AP2 schema and SDK integer, v2 same-tag range
rules; float money content never projects), host-riding questions recorded open (A2A binding
undecided), the CAP receipt join noted only, and the cross-vectors posture (AP2 ships no
in-tree vectors — probed with a working control). Structural-correspondence claims only; no
compatibility or runtime guarantee claimed.

[0.4.2] — 2026-09-20
Changed — CI is Linux-only (developer portability, not tri-OS proof)
	Per the owner's directive (the Linux-only CI decision record, superseding the per-push Windows-lane element of
the toolchain lockstep decision record): CI runs Linux only — the Elixir/OTP compatibility lanes and the
complete-quality lane. The portability contract for contributors (clone, deps.get,
compile, test on Windows/macOS/Linux) stays enforced in-repo at zero runner cost —
portable test support, the LF-forcing .gitattributes, no POSIX shell inside declared
gates — and non-Linux lanes run only ad hoc when a platform-specific defect is suspected.
	The architecture gate's jsonschex pin moved to ~> 0.10.0 in lockstep with the batched
dependency sweep (the requirement bump without the pin mismatch is what reddened the first
post-sweep CI run).

Changed — documentation truth: AP2 mapping note, selector-scope paragraph, budget-window record
	The tracked-authoring-paths gate admits one previously committed file (from commit
47297b8) at exactly its committed blob, mode, and stage 0. Any other content at that path
and every other local authoring path in the index or HEAD history remain findings; the
red-capability self-test covers tampered bytes, a sibling path, wrong modes, and a gitlink.
The pinned path and blob live in the gate test itself.
	docs/extensions/ap2-mandate-mapping.md corrected against first-hand reads of AP2 v0.2
(pinned e1ea56d) and the published specs (OBSERVED: every cited line opened in both trees).
The grant's analog is now the open mandate (issuer-signed, constraint-bearing,
cnf-bound), with the closed-mandate key-binding hop mapped to the holder proof; the stale
claims that the selector algebra "does not express" range bounds and that range kinds are
successor-major scope are corrected (contract-major 2 ships lte/gte; the range-selector and contract-major 2 activation decision records); and
the note now names the structural differences it previously omitted — mandate chains, the
verifier-signed Mandate Receipt versus facts marked not_evaluated, the fail-closed
unknown-constraint rule, the Trusted Surface, the signature-suite seam, and selective
disclosure. Still a pre-submission draft (BAP-08); still no compatibility claim.
	docs/extensions/capability-authorization.mdx § 5: the selector-expressiveness paragraph is
scoped to contract-major 1 (this draft binds v exactly 1) and points at the contract-major
2 range kinds; the budget-routing sentence now cites the budget-window decision record.
	The budget-window decision record is added: the cumulative-budget posture is
consolidated as citable law — no cumulative selector kind in any major; enforcement routes to
issuer attestation or runtime accounting — and the ba+budget-window attestation-shape design
is explicitly deferred (no wire name reserved, no shape specified, no code change). The
package files list and the published-surface hygiene roots gain the record file, and the
planned-but-unwritten forward references in the range-selector decision record and the contract-major 2 activation decision record are reconciled to the
written record.

[0.4.1] — 2026-09-17
Changed — self-enforcing toolchain, dependency currency, tri-platform build bar
	The repository now enforces its own toolchain before anything compiles: config/config.exs
raises at config load on an Erlang/OTP major outside the supported set {27, 28, 29}
(floor-limited by the stdlib :json module, OTP 27+; probed via asdf and the official Elixir
docker tags). The assert is not shipped in the Hex package (files: excludes config/), so
consumers enforce their own. OBSERVED: Elixir 1.19.6/OTP 26 and 1.18.4/OTP 25 refuse with the
assert message in throwaway docker copies; Elixir 1.17.3/OTP 27 refuses with Mix's declared-range
error; 1.18.4/OTP 27 compiles green under MIX_ENV=test (the toolchain lockstep decision record).
	Lockstep rule recorded in mix.exs: the declared Elixir range (~> 1.18, unchanged), the config
supported-OTP set, .tool-versions, and the CI compatibility lanes move together in one commit.
	.tool-versions now declares the test battery's Node dependency (nodejs 22.23.1, matching the
CI quality lane's Node 22): the independent Node verifier runner in mix test previously
depended on whatever node the host PATH provided — the dev shell's Homebrew node — and an
asdf-managed host had no nodejs pin at all (OBSERVED: asdf shim exit 126, "No version is set
for command node", 36 battery failures before the pin).
	The clone → deps.get → compile → test contract is now gated for macOS, Linux, and Windows:
.gitattributes forces LF checkout (Git-for-Windows' documented core.autocrlf=true default
would CRLF-convert every tracked text file on checkout and byte-mangle the digest-pinned
certified corpora — INFERRED from git's default, removed by policy) with the byte-exact
conformance trees -text; the test path lost its POSIX-only mechanisms (portable
mix/elixir/escript spawning via test_support/portable.ex, System.tmp_dir!() scratch
paths, guarded carve-outs for the chmod-based, symlink-based, and POSIX-shell tests); a
windows-2025 CI lane runs checkout, deps.get, compile --warnings-as-errors, and
mix test on every push (OBSERVED green: all 445 tests on the lane's first completed
run, 2026-09-17). The full mix quality battery
remains POSIX-only tooling (CI or WSL on Windows).
	Dependency currency is gated latest-first by scripts/check_deps_currency.exs (Elixir, not
shell, per the tri-platform bar) inside mix quality via mix deps.currency: resolvable drift
fails the gate naming the packages; resolver-rejected updates are reported with requirement
chains; no rendered table is an unverified state and fails. OBSERVED: green on the current lock;
a fabricated dialyxir revert in a scratch copy exits 1 naming dialyxir; the no-table path exits 1
(the dependency-currency decision record).
	Lock updated to the resolvable latest: dialyxir 1.4.8, ex_doc 0.40.4, ex_json_pointer 0.8.0.
jsonschex stays ~> 0.9.2 with an inline reason (0.10 is a major jump pending review against
the certified corpus schema gates).

Documentation — published-surface corrections
	v1 privacy considerations gain "Digests of guessable inputs": facts carry unkeyed digests, so
a request digest over a small argument space can be confirmed by hashing candidates, and
deployments sharing facts or evidence outside their trust boundary treat it as revealing the
request (informative; applies to v2 by incorporation).
	v1 residual risks now state that the evaluation time and the cast arguments are part of the
expected context, so taking either from the presenter reopens time and request substitution.
	v2 selector section gains informative issuer guidance: pair each range selector with an
equals selector on the unit member it depends on, and shape arguments so bounded values are
object members, because paths never index arrays.
	The range-selector decision record, the contract-major 2 activation decision record, and the roadmap now mark the budget-window decision record (ba+budget-window) as planned and not
yet written; the contract-major 2 activation decision record no longer calls the name reserved, because the registry does not list it.
	The contract-major 2 activation decision record gains a release note: 0.4.0 published contract-major 2 alongside v1 without
deprecating v1. The roadmap records the 0.4.0 v2 release and the npm TypeScript verifier.
	AGENTS.md lists the accepted decision records.
	Two typos in the v1 spec are fixed.

Changed — repository hygiene
	Correction: the September 14 rewrite removed the legacy local-harness tree from main
and release-tag histories, not from every public ref. OBSERVED September 15 UTC with a fresh
mirror fetched using +refs/*:refs/*: ten other branch histories retain the legacy tree,
and retained pull-request refs expose earlier confidential-content snapshots. Provider
removal remains open under the public-history boundary decision record. Historical commit SHAs cited in earlier entries
may describe pre-rewrite history.
	Remaining internal-tooling phrases in the verifier-SDK and SDK-graduation decision records are reworded, and the published
surface check now rejects those phrases. OBSERVED: the expanded check rejects the original
the verifier-SDK decision record content and passes the corrected surface. The already-published 0.4.0 artifact
retains its original documentation; this correction does not replace that release.
	The package hygiene check includes hidden files and asserts that its roots match the package
declaration. OBSERVED: the earlier implementation failed both the planted hidden-file check
and the root-equality check; the corrected focused run passed all 11 hygiene and structural
checks (mix test test/architecture/tracked_authoring_paths_test.exs test/architecture/published_surface_hygiene_test.exs). The structural check rejects tracked
local authoring-tool directories and their HEAD history, with one byte-pinned public manifest
exception. These controls do not establish confidential-term coverage or provider removal.

[0.4.0] — 2026-09-14
Changed — TypeScript SDK graduated (the SDK-graduation decision record executed)
	The TypeScript verifier SDK moved out of this monorepo on its first npm publication and now
lives at
baselabs/bounded_authority_protocol_typescript,
published as
@bounded-authority-protocol/verifier@0.2.0
(wire contract-majors 1 and 2, vendored certified corpora, self-contained CI, two-stage npm
publishing: the workflow stages with provenance and a human approves under 2FA). sdks/
now authors the Python, Rust, and Go SDKs; the sdk-publish-guard continues to reject
registry-publish infrastructure for them in this repository. A corpus rotation is now a
snapshot-bump commit in the graduated repository; the corpus-sync gate returns to the four
Rust/Go snapshots. The 0.1.0 seed under the retired @bounded-authority/verifier scope was
unpublished during the rename window.

Changed — published-surface hygiene
	The shipped package surface (changelog and four decision records) carried internal
authoring-tooling vocabulary from the hardening-arc records; identified references were
reworded to neutral engineering vocabulary. The unreleased correction above records two
phrases that remained in the 0.4.0 documentation.
A new red-capable published-surface hygiene gate scans the package-files boundary for the
vocabulary class (word-bounded; the deliberately unshipped ROADMAP excluded; legacy
local-tooling paths banned while ordinary cryptographic vocabulary stays legal).

Added — v2 contract-major: lte/gte range selector kinds activated (BAP-21, the contract-major 2 activation decision record)
	Add the successor contract-major 2 profile per the successor-major charter activation
checklist and the range-selector decision record: payload v: 2, the
BAP2-Ed25519-SHA256 suite under the major-bound naming scheme, BAP2-REQUEST\0 /
BAP2-CHAIN\0 / BAP2-ARCHIVE\0EXPORT\0 domain separators, and the two inclusive
one-sided selector kinds lte/gte (same-tag numeric operands, inclusive comparison on
the closed numeric domain, intervals as conjunctive composition, cross-tag and
non-numeric operands fail closed; strict kinds excluded permanently).
	Add the BoundedAuthorityProtocol.V2 Elixir namespace (explicit façade mirroring the v1
surface; version-neutral algebra single-sourced from the v1 modules) and the normative
spec spec/bap-v2.md (complete closed profile; v1 sections
incorporated by enumerated reference).
	Add the certified v2 conformance corpus (priv/conformance/v2/corpus, 268 cases across
the 28 surfaces and 16 classes, revision 1; certified index SHA-256
6de6289b7f47b0e0a78ea4610e7844a0f1d5247d8eace02ec9cf9841308f13d0). The verifier CLI
verifies both corpora with major-keyed certification; mix conformance.verify runs both.
Version-neutral primitive-surface cases are carried byte-for-byte from the certified v1
corpus; profile-bound surfaces carry v2-minted fixtures covering every v1-populated
applicability cell, the full range-selector class matrix, and cross-major rejection
vectors. Fixture keys were ephemeral and destroyed (provenance unchanged).
	Add v2 profiles to all four SDKs (TypeScript v2.ts, Python v2.py, Rust v2.rs,
Go v2.go) with their own certified-digest-asserting conformance runners (Rust/Go vendor
corpus-v2 snapshots; the sync gate covers all four snapshots) and red-capable
permissiveness entries for the range kinds and cross-major checks.
	Add the REQ2-* requirement range with its MUST-to-cell map
(requirement map § v2) and six executed red proofs in
the conformance mutation battery (v2-selector-lte-strict,
v2-selector-same-tag-removed, v2-selector-kinds-swapped,
v2-selector-non-numeric-bound-accepted, v2-cross-major-grant-v-accepted,
v2-request-digest-prefix-downgraded).
	Registries: lte/gte flip reserved → active (v2); the suite table gains
BAP2-Ed25519-SHA256; the anticipated ML-DSA family's index moves to the next successor
major. The contract-major 2 activation decision record records the activation,
the inherited-bounds review, and the named follow-ups.

Closed — 0.4.0 publication record
	Published 2026-09-14 (registry insert 2026-09-14T06:10:54Z, source commit 5390e97 = v0.4.0):
registry checksum e6b812fa96211614608a3a8e926381856f575b9656689265ae86a1a83105a60e equal to
the tagged-tree two-build candidate; hexdocs live; zero requirements on the registry; a fresh
external ~> 0.4.0 consumer resolves the release and the V2 namespace compiles from the
served package.

Compatibility
	The v1 wire profile, corpus (283 verdicts, certified pin unchanged), SDK v1 behavior, and
all v1 verdicts are byte-frozen: each major verifies under its own complete closed
profile, v1 rejects v2 bytes and v2 rejects v1 bytes, and there is no fallback or
downgrade in either direction. v1 is not deprecated by this activation.

Closed — BAP-19 publication (status-record reconciliation)
	Record the 2026-08-31 owner-authorized Hex publication and registry read-back that executed
without a tracked record: release 0.3.0 (registry insert 2026-08-31T06:08:42Z, source commit
c76b031 = peeled v0.3.0), registry checksum
029ee7d75641850e330d12ac41fcc24fe026f65694ad28f4ea120d871114ff89 equal to the tagged-tree
two-build candidate, the served tarball, and a fresh external ~> 0.3.0 consumer resolution;
served 187-file census byte-identical to the tagged tree; hexdocs live. BAP-19 closes; the
README, getting-started guide, and Livebook installation prose now state the package resolves
from the public registry. Zero code, wire, bound, or verdict change.

Changed — repository hygiene
	Retire the legacy local-harness artifact tree. The tracked critical-surface declaration
moves to the local-harness critical-surfaces path (the path the current local guards read;
the published-governance decision record's decision stands, only the manifest location changes), and the stale
.gitignore harness exception lines are removed. The four legacy project-memory
notes are ported verbatim to the local-harness memory directory; all other legacy
process artifacts were local-only superseded residue. No code, wire, bound, or
verdict change.
	Record the two dependency sweeps that landed without changelog entries: bedd1fb
(batched TS dev deps + actions/setup-python v7 + jsonschex 0.9.2, superseding
Dependabot PRs #18/#19/#22/#23/#24/#26/#29) and 9ff0c34 (typescript-eslint,
@types/node, eslint batch, superseding #31/#32/#33). Dev/tooling-only surfaces;
no runtime dependency, wire, bound, or verdict change.
	Amend the published-governance and verifier-SDK decision records with dated relocation notes for the critical-surface
manifest path (the legacy harness path → the local-harness path); decisions unchanged.

[0.3.0] — 2026-08-30
Added — byte-distinct local-loopback HTTP application proof
	Add normative profile bap-application-proof/local-loopback-http/1, protected
typ: "ba+loopback-proof", mandatory nonce, and exact 127.0.0.1/[::1] HTTP URI rules.
	Add separate five-surface Elixir, TypeScript, Python, Rust, and Go APIs. Standard dpop+jwt
functions reject the new bytes and the sibling profile rejects standard proof bytes.
	Add a secret-free certified language-neutral profile corpus plus real IPv4/IPv6 HTTP socket drill
using fresh in-memory keys. The certified index SHA-256 is
10fc4cf05affcddc9e6340ff392c247e25ab038cd938f2557829a7ce63b1a5e4 (revision 1, 36 URI cases,
8 proof cases, exact profile.json + proof-cases.json set).
	Update the README, security and usage policies, contributor guidance, installation/upgrading/
implementer guides, all SDK guides, ExDoc extras, and the runnable Livebook. The package now
ships the curated guides, Livebook, and ready-to-file IANA registration sources alongside the
normative profile and corpus.

Compatibility and distribution
	Standard v1's normative bytes and all 283 certified corpus verdicts remain unchanged. Profile
selection is explicit and fail-closed.
	Correct three pre-release SDK conformance defects without changing the normative standard
profile: TypeScript and Python now reject non-RFC-3986 path characters like the Elixir, Rust,
and Go verifiers; the Go proof producer scans the grant compact before hashing it; and the Go
standard assembler validates the complete proof payload rather than JSON shape alone.
	v0.3.0 identifies the exact source release. Hex archive publication and registry checksum
read-back are separate release actions; consumers must not adopt from the tag or a mutable
checkout as though either were an immutable package identity.

[0.2.0] — 2026-08-26
Changed — release 0.2.0
The spec-decoupling program's public surface, released: the specification
spec/bap-v1.md is the single normative authority (ships in the package);
docs/protocol-v1.md is its generated view; the spec-facts drift gates, the
corpus tooling (six-pin digest rotation, revision sidecar, re-derivability
generator, vendored-snapshot sync), the formal model (ProVerif, P1–P4 proven),
the IANA templates, the guides set, and the interoperability report land
together. Zero wire, bound, verdict, or SDK behavior change — every entry
below is the 0.2.0 content.
Fixed — program closeout cross-vendor review findings
The closeout review (two peer families over the full program range) returned two blocking and
several note findings, all in surfaces this program touched. All fixed:
	[blocking] .gitleaks.toml silently disabled ALL default detection rules — a config file
defining only an allowlist replaces gitleaks' rule set entirely. The config now
[extend] useDefault = true plus scoped, documented allowlists for the public-key-only
fixture surfaces (the generated spec documents, the corpus/vectors trees, the vendored SDK
snapshots, SDK test sources, and the frozen legacy-harness historical transcripts whose "PATs" are
canonical reverse-alphabet gate self-test fakes). Verified both directions: a fake PAT in a
scratch tree is DETECTED (3 findings) under the config, and the tracked tree scans clean
(the only residuals are untracked gitignored build artifacts).
	[blocking] supply-chain checksum step always failed — working-directory: artifacts
plus cd artifacts targeted a nonexistent artifacts/artifacts. The double-entry removed.
	[note] Python/TS runners now check the revision sidecar's index entry declares zero
cases (Rust already asserted it) — a nonzero declaration fails all five consumers now.
	[note] CI pin consistency — ocaml/setup-ocaml SHA-pinned like every other action;
the cddl gem checksum-pinned (scripts/cddl-gem.sha256) like kramdown-rfc per the A2
amendment.
	[note] comment anchors garbled by the spec-path rewrite ("spec/bap-v1.md,319") fixed to
section citations in the Python and TypeScript SDK sources.
	Residual, stated: a duplicate-member revision sidecar would pass the four SDK runners'
permissive host JSON parsers (only the Elixir bounded decoder and the independent Node
checker reject duplicates). The certified index SHA pin (any byte change fails all six
pins), the corpus sync gate, and the two duplicate-rejecting consumers bound this state to
"unreachable without simultaneously defeating the corpus identity architecture";
duplicate-rejecting JSON parsers in four host languages for that state is disproportionate,
recorded as accepted residual.

Added — the successor-major charter + governance single-home + ROADMAP backfill (design-only)
	docs/design/successor-major-charter.md: the consolidated successor-major scope — delegation
with attenuation (the delegation decision record), offline floor limits (the offline floor-limit decision record), suite succession and
cross-suite evidence (the suite-succession and post-quantum suite records), the revocation/freshness posture (what a successor
major MAY standardize at the interface — freshness-bearing claim shapes with stateless
window semantics — vs what stays runtime-private permanently: live revocation lookup,
replay reservation, trust selection, per-invocation accounting), and — per the owner's
2026-08-26 directive — the DECIDED selector-expressiveness posture: per-request range
selector kinds are successor-major scope (statelessly verifiable inequality kinds); a
naive cumulative budget selector is explicitly rejected as a silent false security
property, with budgets routed to issuer-attestation/runtime accounting. The parked fork in
the AP2 mandate-mapping document is replaced by a pointer here. The absolute constants
(stateless verifier, non-authorizing facts, closed rejection, named-suite succession) head
the charter; an activation checklist closes it. Activates nothing.
	Governance single-normative-home: docs/governance.md is the one home for policy
statements; the standards-track charter's duplicate-content claim is replaced by a
citation — the line-cite dual-source drift class is dead. No line-number citations between
the two remain.
	ROADMAP backfill (additive, the public-history boundary decision record — no rewrites): BAP-07's closeout evidence now
records the index-SHA-pin deferral's double closure (the 0.1.2 pin landing + the
spec-decoupling program's six-pin one-command rotation gate and the tamper-covered corpus
revision sidecar); BAP-18's records the authority swap's documentation catch-up (spec as
single authority, derived view, bounds gated at all poles).
	Vendor-neutrality sweep re-proven live: a planted topology canary in the new tracked
charter file reds the privacy gate ("found forbidden generic topology", exit 2) and the
clean file passes — rule 9's mechanism covers every program-touched tracked file.

Added — the post-quantum successor-suite statement (design-only, no wire change)
	The post-quantum suite decision record (accepted): the concrete successor statement — the BAP2-* candidate family
(ML-DSA-65 baseline, ML-DSA-87 higher tier; RFC 9964's JOSE mapping as the wire vehicle),
hybrid-composite posture room reserved (draft-ietf-jose-pq-composite-sigs, decided at
successor definition time), the quantum-readiness statement (NIST IR 8547 IPD 2030/2035
horizon; long-lived chain/archive evidence should plan re-anchoring under cross-suite
attestation), and the recorded bets with revisit triggers (pq-composite RFC; IR 8547
final). Activation stays successor-major only (the suite-succession decision record); every name here remains
reserved-and-rejected in v1 with the 283-green corpus proving it.
	Registries + standards-track reconciled: the anticipated-suite row now names the
BAP2-* family with the post-quantum suite decision record; the charter's succession paragraph cites it.

Added — the interoperability report (no wire change)
	docs/design/interoperability-report.md: the cross-validation evidence document for
the frozen v1 profile — the reference Elixir verifier, the four cross-language SDKs (each
authored from the spec + corpus alone per the verifier-SDK decision record's derivation-hygiene rule), and the
THREE independent Node second-implementation runners (corrected count:
corpus/chain-archive/grant-proof), each 283/283 agreed with the two-boundary key census
two-way equal (11 keys). Framed as TEST VECTORS + INDEPENDENT CROSS-VALIDATION (the IETF
evidence norm), explicitly NOT an implementer's list; methodology, per-implementation
corpus bindings (in-place vs vendored snapshot, both startup-digest-asserted), and the
reproduction path. Stated limitations: no registry publication yet (the SDK-graduation decision record), v1 only.
	No hand numbers: the report's certified digest (both encodings), the corpus revision
integer, the case/surface/key counts are pinned to the LIVE corpus identity by a new
docs-currency leg — a rotated corpus without a report update reds with the expected value
named.

Added — docs-currency gate + the upgrading contract (no wire change)
	test/docs_currency_test.exs: pins the public documentation surfaces to CURRENT facts —
the changelog/version cross-reference, the four-SDK listing (case-insensitive stale-count
check), the 283-case corpus counts, the supply-chain artifact-filename DERIVATION (no
hardcoded versioned filename may return), the derived view's spec-revision footer, and the
spec Doc-Revision pin shared by its formal companions. All three mutation legs executed
red and restored: a version/changelog drift, a stale SDK count (this leg immediately caught
a real defect — the ticket-18 README edit had landed "All four" without the Go bullet,
now fixed), and a returning hardcoded supply-chain filename.
	docs/guides/upgrading.md (replacing its placeholder): the published compatibility
contract — per-release-kind labels (patch/minor/major), what may never change inside v1,
what a minor may do (corpus growth with revision bump + the six-pin rotation), the
three-step unaffectedness check, and the deprecation pointer. The 0.1.0 RC contract remains
the historical record.
	/doc/ (generated ExDoc output) is confirmed gitignored — the doc/ vs docs/ hazard stays
dead.

Changed — housekeeping: SDK README, supply-chain derivation, dependabot, deployment guides
	sdks/README.md: the Go SDK entry and the four-SDK count (the stale "all three" is
gone); per-SDK deployment-guide links.
	supply-chain.yml: the artifact filename is DERIVED from mix.exs @version at run
time — the hardcoded 0.1.0 filename (a quiet-mislabel class the moment the version moves)
is gone from the workflow; actionlint clean.
	dependabot.yml: pip (sdks/python) and gomod (sdks/go) ecosystems join mix,
github-actions, npm, and cargo — all four SDKs now covered.
	Deployment guides: docs/deployment/{typescript,python,go}-sdk.md join the existing
Rust guide — runtime posture, deployment targets, supply-chain posture, and the
verification-is-not-authority boundary per SDK; the Rust guide's spec pointer repointed at
the normative authority.

Added — the Livebook walkthrough (no wire change)
	docs/livebooks/bap-walkthrough.livemd: the end-to-end produce → assemble → verify →
reject notebook. It mints its OWN ephemeral Ed25519 keys at runtime via :crypto (zero
tracked private material — critical rule 6; the package accepts public keys only and the
notebook does the signing), builds a grant and proof through the deterministic producers,
assembles both compacts, verifies the grant and the full envelope with caller-supplied
trusted context, and then fails three classic attacks closed (a tampered signature byte, a
selector-disallowed argument swap, a stale proof outside the max-age+skew window). The
notebook's cells were executed VERBATIM (extracted and run as a script): all three attacks
return exactly {:error, :invalid}. Two authoring bugs found and fixed by that verbatim
run: a mis-grouped expiry literal and a defp helper cell that cannot exist at Livebook
top level.
	test/bap_walkthrough_test.exs (the notebook's mirror): re-executes the walkthrough's
exact code shape against the real package — if the notebook's code stops running, the test
fails (a non-running livebook is worse than none) — and a shape-parity leg pins the
notebook's code markers to the test (mutation leg executed: breaking the notebook's code
shape reds with the marker named; restored green).

Added — corpus vendored-snapshot sync gate (no wire change)
	scripts/check_corpus_sync.exs + mix corpus.sync (quality leg): byte-compares the
certified corpus (priv/conformance/v1/corpus/) against BOTH vendored SDK snapshots
(Rust, Go) — every file, both directions, content equality. A snapshot drift is caught at
COMMIT time instead of as a red SDK suite or a confusing digest rotation. Within the corpus-distribution decision record
(an intra-repo drift check, not a distribution artifact). Mutation leg executed: a flipped
byte in a vendored revision.json reds with the file named; restored green.
	The CI quality job already runs mix quality, so the new leg is enforced there without a
new workflow.

Added — the implementer's guide (fifth-SDK recipe; no wire change)
	docs/guides/implementers-guide.md (replacing its placeholder): everything a fifth
implementer needs without reading a sibling runner's source — the conformance-runner
contract (startup corpus-identity assertion, full integrity verification, total verdict
comparison: crashes are failures, never skips); the 28-surface dispatch table with each
surface's role; the two-boundary key census (discovery == verify-import == index set,
and the two runner cheats it catches); the corpus formats including the revision sidecar;
the permissiveness-mutation expectation with the six language trap classes
(duplicate-member rejection, null-prototype equivalence, the raw-lexeme ceiling,
single-value/trailing, the integer/float tag distinction, decode-depth scalar asymmetry)
each required red-capable in the implementer's own language; and the facts-anchor contract
for embedding the spec.
	Acceptance leg: test/docs_guides_test.exs cross-checks the guide's dispatch table
against the LIVE corpus surface enumeration, both directions named on drift (a corpus
surface without a guide row, or a phantom guide row, reds).

Added — code of conduct, guides taxonomy, README restructure (no wire change)
	CODE_OF_CONDUCT.md (Contributor Covenant v2.1, canonical text) at the root, linked
from CONTRIBUTING.md.
	Guides taxonomy under docs/guides/: getting-started.md (zero to a verified envelope,
the three rules that surprise newcomers) and a curated-order README; wired as ExDoc extras
in reading order (implementers-guide and upgrading land with their own slices as wired
placeholders).
	README restructure: a Documentation section leading with the guides index; a "When NOT
to use this" section (authorization decisions, transport/confidentiality/storage,
permissive parsing, online revocation/replay — each pointing at what to use instead); and a
Named-misuses section (facts-as-authority, facts-as-runtime-input, kid-as-key-selector,
bound-loosening, client-derived request context) — the ash_onetime anti-pattern format,
product-neutral.

Added — ProVerif model + CI harness + findings ledger (no wire change)
	spec/formal/proverif/bap-core.pv: the stateless-core model under ProVerif 2.05 —
Dolev-Yao network attacker plus a malicious holder with a fully-controlled signing oracle;
the typed projection and compact framing as free constructors (the recorded symbolic
assumptions); every verifier step annotated with its REQ id. All four properties PROVEN
TRUE: P1 (a proof binds exactly the ath-named grant — the verifier event carries the
digest of the grant IT was presented), P2 (request-digest equality with the verifier-derived
pair), P3 (context-tuple equality), P4 (the server-derived cast arguments stay secret — the
facts output constructor takes only declared fields).
	Model non-vacuity proven by mutation: removing the ath check makes P1 unprovable; the
strengthened query and per-issuance grant freshness were themselves the ledger's first
(refuted) finding — the initial P1 was too weak to see cross-grant replay.
	scripts/run_formal.sh + mix formal (quality leg) + a CI job: pinned ProVerif
re-run with the RESULT-line diff against the frozen expected-summary.txt (a
verdict-changing model edit reds — leg executed), REQ-id coverage with a pinned step-
annotation set (dropping an annotation reds — leg executed), and the findings-ledger schema
check (an undispositioned entry reds — leg executed). An escalated disposition prints
loudly and blocks the program done-claim (the formal-analysis decision record).
	spec/formal/FINDINGS.md: the ledger, one terminal disposition per finding
(refuted/documented/escalated); first entry dispositioned refuted; none escalated.
	The model joins the rule-8 companion pin (spec Doc-Revision); spec/formal/ ships in the
package; census extended exactly.

Added — formal attacker model + formal-analysis decision record + gate rule 8 (no wire change)
	spec/formal/attacker-model.md: the formal attacker — Dolev-Yao network attacker plus a
malicious holder attempting cross-grant/cross-operation/cross-endpoint/cross-invocation
confusion — and the four modeled properties: P1 (a proof binds exactly the ath-named
grant), P2 (the request digest binds the verifier-derived operation + typed arguments
exactly; typed-projection injectivity is the load-bearing lemma), P3 (context-binding
completeness across method/URI/invocation/nonce, with time abstracted symbolically and the
assumption recorded), P4 (facts disclose nothing beyond declared fields). Scope and
symbolic assumptions stated; self-contained and vendor-neutral; pinned to the spec's
Doc-Revision.
	The formal-analysis decision record (accepted): the formal-analysis program — ProVerif chosen for automation fit on
the stateless core (decision recorded as decided-with-open-evidence: no published
machine-checked DPoP-family model exists; FAPI 2.0 CCS 2024 defers formal models), Tamarin
named follow-on with a recorded trigger (first chain/archive ordering or timepoint lemma
need), the standing CI posture, and the three-valued findings-ledger disposition contract —
escalated routes to the owner via SECURITY.md and blocks the program's done-claim until
the owner rules; the coupling is stated, not hidden.
	Spec-facts rule 8: every spec/formal companion names the revision it was written
against; a spec revision bump without the companion (or vice versa) reds with both values
named. Mutation leg executed: a lone spec rev bump reds, restored green. (The ProVerif model
joins the companion list at its own landing.)

Changed — docs/protocol-v1.md becomes a generated view; repoint census; spec-decoupling record
	spec/tools/render_derived.exs + mix spec.render (quality leg): the package-facing
docs/protocol-v1.md is no longer authored — it is generated from the normative
spec/bap-v1.md (front matter stripped, citations normalized, generation footer naming the
authority and revision). Hand edits are gate-red; the write is idempotent.
	Repoint census: the living normative citations now point at the spec — README, the
requirement map, registries, standards-track charter, conformance contract, and the four SDK
sources' docstrings (comment-only; zero behavioral SDK change; all four suites re-verified
283/283 + census). Historical records (decision records, roadmap rows, errata) keep their
closure-time citations as history.
	The chain-and-archive decision record gains the supersession note (the spec is the normative home of the byte
definitions; the record remains the decision record). The spec-decoupling record (accepted) records the
decoupling decision: the single-authority swap, the certification-not-trust posture, the
derived view, the durable-identity decision record same-major-document-relocation amendment, toolchain provenance
(kramdown-rfc 1.7.40 version+checksum-pinned, cddl 0.12.14, both executed locally), and the
I-D-shaped-readiness venue posture.
	Package census: spec/ ships in the package (the specification, its CDDL, its facts
baselines, and its three generator tools); check_package.exs @expected_files extended
exactly; the architecture-gate package boundary green.
	The one-time full comparative read of the new spec against the old authority was
performed with written dispositions (mechanical parity: 76/76 REQ ids, 37 bounds rows,
byte-identical constructions; one real gap found and fixed — the frozen façade listing now
restored verbatim into informative Appendix C). Disposition record: the swap's review
artifact; the empty-delta certification continues to run in mix quality.

Added — generated worked examples (spec Appendix A; no wire change)
	spec/tools/build_examples.exs + mix spec.examples (quality leg): Appendix A of the
specification is now GENERATED from the conformance corpus — thirteen representative cases by
id (a valid grant/proof/envelope/chain/anchored-export per surface family, plus rejected
exemplars across the invalid-class families), each embedding the exact compact bytes, the
public key material, and the single expected outcome (accepted-with-redacted-facts or the one
closed error), labeled with its corpus case id. Corpus PUBLIC keys only — no private material
can appear (the corpus is public-only by construction and the tool copies verbatim).
	The regeneration gate reds on a hand-edited example byte (mutation leg executed: flipped
compact byte caught, restored) and on a deleted/renamed cited case id (mutation leg executed:
the rebuild raises naming the missing id, restored) — the appendix cannot drift from the
corpus and cannot go vacuous.
	The write path is idempotent (byte-identical across consecutive regenerations); the
empty-delta certification is untouched (the appendix carries no facts anchors and no
capitalized keywords).

Added — Security and Privacy Considerations + spec-facts rule 11 (no wire change)
	Spec section 21 (Security considerations, RFC 3552 grade): assets and goals (integrity,
not confidentiality — every wire object is plaintext by design), adversaries and the exact
trust boundary (raw bytes in, redacted facts out), the per-control mapping to REQ ids
(parsing-before-crypto, exact-byte constructions, holder/grant/request bindings, temporal
and nonce semantics, authenticated transitions, complete-scan archive acceptance),
verification-is-not-authority stated as a security property, explicitly out-of-scope
operational controls, and residual risks (in-window replay, compromised issuer, correct-but-
wrong trusted keys, malicious archive controllers, implementation error). Self-contained;
the threat model, charter, and extension security sections remain as extended records.
	Spec section 22 (Privacy considerations, RFC 6973 shape): the correlation surfaces
(jti, ba_inv, aud, issuer identifiers), chains and archives as deliberately durable
longitudinal evidence with the retention-policy tension stated, nonce linkability and the
optionality-as-privacy-feature note, and redacted facts as the profile's loudest privacy
control. Deployment recommendations carry NO capitalized RFC-2119 keywords.
	Spec-facts rule 11 (keyword census): every capitalized MUST/MUST NOT/SHOULD/SHOULD
NOT/REQUIRED/SHALL/SHALL NOT in the spec is either a quoted mention, or shares its sentence
with a REQ1-* id, or sits under an explicit informative marker — a naked keyword in
unanchored prose reds with the sentence quoted. Mutation leg red-quoted (planted naked MUST
caught) and restored; every mapped id exists in the requirement map (rule 3).

Added — IANA registration templates + spec-facts rule 7 (no wire change)
	docs/design/iana/: the machine-readable registration sources and rendered ready-to-file
markdown for the profile's IANA entries. JSON Web Token Claims Registry (its published
four-field format, Specification Required): ba_inv, ba_op, ba_req ready to file;
ba_dlg, ba_offline, ba_sut reserved-marked and NOT filed. Media types (RFC 6838
section 5.6 field template, LIMITED USE): application/ba-cap+jwt,
application/ba-chain-anchor+jwt, application/ba-key-transition+jwt ready to file;
application/ba-cap-delegated+jwt, application/ba-suite-attestation+jwt reserved. The
drafted ba+* wire typ values are NOT registrable as-is (+cap is not a registered
structured suffix; +jwt is) — the wire typ values are unchanged; the media-type
namespace is distinct. Filing is externally gated (the BAP-08 official-submission
preconditions); the templates make in-repo readiness verifiable.
	Spec §IANA considerations (section 20): the registration requests, the reserved names,
and the namespace distinction, per RFC 8126 guidance (read first-hand).
	registries.md typ table gains the media-type column; purposes are now byte-exact shared
facts between the registries document and the IANA sources.
	Spec-facts rule 7: registries.md == IANA template sources, exact names/statuses/purposes
both directions, with two documented allowsets (ba_obo: reserved without a template by
design; dpop+jwt: registered by RFC 9449) — BAP-12's acceptance criterion mechanized.
Mutation leg proven red (flipped template status caught, named) and restored.

Added — the v1 specification spec/bap-v1.md; authority swap certified with an EMPTY delta
	spec/bap-v1.md (kramdown-rfc conventions, [@RFC2119]-style citations, no IETF
stream/IPR title-block fields — in-repo readiness, zero submission intent): the complete
normative v1 profile in one language-neutral document — conformance language and the
closed-rejection invariant, suite identity, normative references without repo paths, the
abstract tagged data model and typed projection, JSON decoding and JCS serialization,
base64url, wire objects (headers, claims, selectors, URI normalization), signing and digest
inputs with the BAP1-* domain separators, the consumption chain / boundary anchors /
authenticated key transitions / anchored export framing folded NORMATIVE from the chain-and-archive decision record, the
public verification contract as algorithm prose (the Elixir bindings and frozen façade moved
to informative Appendix C), hard maxima, the untrusted key locator, and the typ registry.
Informative appendices: B the CDDL summary, C the reference mappings and tagged-algebra
binding table, D the requirement-inventory pointer.
	The authority swap is certified: the spec-facts extractor now reads spec/bap-v1.md
(all ten anchors in the one normative document) and extract(new spec) == spec/facts/baseline-v1.json byte-for-byte — the frozen pre-swap extraction, EMPTY delta.
docs/protocol-v1.md keeps its anchors but is no longer read (the derived view lands with
its own landing); the chain-and-archive decision record and registries.md remain extended records.
	Framing oracle (new spec-facts rule): a corpus archive-bearing valid case's real bytes
are re-parsed against the EXTRACTED framing facts (archive prefix, UINT32_BE nonzero-length
frames, exact EOF) — a spec whose framing prose drifts from accepted bytes reds even when
the delta gate happens to pass. Proven red twice during construction (wrong prefix form,
wrong chunk decoding) and green on the shipped corpus.
	spec/cddl/bap-v1.cddl (informative): the closed wire objects in CDDL, honest about
CDDL-inexpressible invariants (duplicate names, canonical bytes, tagged integer/float,
binary framing). CI coherence job (scripts/check_cddl_coherence.rb, pinned cddl
validator 0.12.14, executed locally at authoring): every valid corpus case's CDDL-covered
artifact validates (grant/proof/anchor/transition payloads, consumption rows), and four
PINNED invalid exemplars (regexp/size/closed-set violations) reject — the pinned list cannot
go vacuous. A pinned-and-checksummed kramdown-rfc 1.7.40 render job renders the spec to
xml2rfc v3 (verified locally: renders clean).
	The spec-facts battery entries re-anchored at the spec (a digit drift or deleted anchor in
spec/bap-v1.md reds). mix spec.facts green against the NEW authority in ~0.1s.

Added — spec-facts mutation battery (no wire, bound, or verdict change)
	scripts/check_spec_facts_mutations.exs + mix spec_facts.mutations (wired into
mix quality): the spec-facts gate's own red-capability battery, mirroring the conformance
mutation-gate doctrine — scratch-copy isolation, one anchored source mutation per entry,
baseline-green non-vacuity (a deleted target can never score as "caught"), and one
inverted-assertion calibration self-proof executed at authoring (under a neutered rule-1
assertion the bounds mutation SURVIVES green — the exact condition the battery raises on).
Seven entries, each proven red in-landing: spec bounds digit, live Bounds digit, requirement
statement softening, cited-count drift, revision-citation drift, deleted anchor, and a
renamed optional-unobserved coverage mark (the marks file is load-bearing). The privacy-canary
mutation stays outside the battery by design — the canary sweep needs the real git worktree
and carries its own calibration tests.

Added — spec-facts drift gate against the current authority (no wire, bound, or verdict change)
	spec/tools/extract_facts.exs + spec/facts/baseline-v1.json: the normative facts of the
CURRENT authority (docs/protocol-v1.md + the chain-and-archive decision record byte definitions + the registries typ
table) are now machine-extracted from ten closed <!-- facts:key --> anchor regions (bounds,
header members, grant/proof claims, selector kinds, typ values, domain separators, digest
constructions, archive framing, error shape) and frozen as a byte-deterministic baseline. A
future editor who changes any normative fact — spec, bound, corpus, requirement map, or
registry — is stopped by mix spec.facts naming the divergent pole pair.
	scripts/check_spec_facts.exs + mix spec.facts (wired into mix quality): rule 1b
(extraction == frozen baseline), rule 2 (spec closed sets ⊇ the corpus's valid-case member
unions, direction-aware, with justified optional-unobserved marks in
spec/facts/coverage-v1.json), rule 3 (spec REQ-id set == requirement-map set, each defined
once), rule 4 (requirement-statement hashes == spec/facts/requirement-statements-v1.json —
silent softening reds), rule 5 (map-cited counts re-derived from the live corpus index),
rule 6 (map cites the corpus revision integer), rule 9 (every authority file git-tracked and
thus inside the public-surface privacy gate's full-tree canary sweep — the public-history boundary decision record topology;
no term list is tracked), rule 10 (anchor completeness: every normative table inside exactly
one anchored region, with the JSON-algebra binding table's coverage mechanically verified
against the typed-projection facts). Rule 1's bounds-dump equality lives as
test/spec_facts_test.exs (needs the compiled Bounds module).
	The gate ships GREEN against the old authority — the guards are proven against the world they
protect BEFORE the authority swap. Every rule proven red-capable at landing by a named
mutation (spec digit, Bounds digit, map statement softening, cited count, revision citation,
a planted privacy-canary term in an authority doc, a deleted anchor — each caught, each
restored). Gate runtime ~0.2s; rules 7 (IANA), 8 (formal companions), and 11 (keyword census)
arrive with their owning landings.

Added — corpus revision sidecar + re-derivability generator (no case byte or verdict change)
	priv/conformance/v1/corpus/revision.json: the corpus's monotone revision integer (1)
with a generated-from provenance note, hash-covered as an entry in index.json's per-file
SHA files set and enforced by exact file-set equality in every consumer — a tampered,
deleted, malformed, or wrongly-shaped sidecar fails every loader closed. index.json bytes
change once (the single files entry; 283 cases, verdicts, counts, and applicability are
byte-identical). The corpus-index schema's file-path pattern admits exactly the one reserved
root path. All six certified-index-SHA pins rotated in the same commit via the regeneration
script (the corpus-distribution decision record atomic-landing template), and both vendored SDK snapshots re-copied.
	conformance/generators/: the corpus re-derivability tooling (authoring tooling, not a
runner, not in the published package). build_corpus.mjs --verify proves the shipped corpus
equals a rebuild from its frozen case files plus the shipped curated inputs (n_a reasons +
the public-key fingerprint census), including re-derivation of every tamper case's verbatim
artifact; --rebuild-index/--bump-revision are the amendment path. The README records the
honest provenance: the signed fixtures were minted with ephemeral keys at authoring time and
cannot be re-minted; everything derived is machine-rebuilt and byte-verified.
	Every corpus consumer recognizes the sidecar fail-closed (Elixir loader + CLI, the
independent Node runner, and the TypeScript/Python/Rust/Go SDK runners — the two loaders that
previously skipped case-free files silently now enforce the sidecar's SHA and closed shape).
	docs/design/requirement-map.md cites the revision integer (the format-string citation
was constant across revisions and could detect nothing); the five consumer-doc digest
citations refreshed to the rotated values.

Added — corpus digest regeneration gate (no wire, bound, or verdict change)
	scripts/regen_corpus_digests.exs + mix corpus.digests: one command regenerates every
certified corpus index-SHA machine pin — the four SDK conformance runners in their native
encodings (base64url: TypeScript, Go; hex: Python, Rust) plus the two Elixir pins (the CLI's
fail-closed certified-corpus assertion and its test mirror) — and the check leg, wired into
mix quality, fails red the moment any pinned constant drifts from the live index.json
digest (corrupt-one-constant and scratch-index-byte mutation legs proven red at landing). The
Elixir-side pin itself landed in the 0.1.2 hardening; this closes the tooling gap the BAP-07
gate-integrity review recorded and makes every future corpus rotation a single-command,
same-commit affair (the corpus-distribution decision record atomic-landing template). No corpus byte changes in this landing:
all six constants keep their current values, and --write is byte-idempotent today.

Fixed — public-history privacy boundary
	Public documentation and reachable Git history no longer identify private product repositories
or their deployment topology. The public-history boundary decision record records the durable boundary and the all-ref rewrite.
	bounded_authority is explicitly a private commercial application: it must never be published
to public Hex, is not currently distributed through private Hex, and any future private-Hex
release requires both a paid subscription and fresh owner approval for that exact release.

Fixed — v1 selector contract reconciliation
	The protocol and both shipped selector schemas now describe the released all behavior: all
accepts any of the three recognized member sets and treats path/value(s) as inert. Go,
TypeScript, Python, and Rust now reject every other member combination, matching the Elixir
reference and independent runner. The all-selector erratum decision record records the zero-verdict-change erratum.

Added — Go verifier SDK (BAP-16; no Elixir package change)
	sdks/go/ — the typed Go verifier SDK for the frozen v1 profile, authored from the spec +
decision records + conformance corpus alone (the verifier-SDK decision record): the 17-function façade plus versioned primitives,
zero runtime dependencies (stdlib crypto/ed25519 + crypto/sha256 only), Go floor 1.25. Passes
all 283 conformance vectors from a vendored corpus snapshot with startup index SHA-256 assertion
and the two-boundary key census (agreed=283 disagreed=0 census=11). The per-language
permissiveness battery ships with per-clause red-capable legs for every closure and gate (no F1
debt: 14 mechanical mutation probes proven RED at authoring), including the inter-SDK contract decision record's five clauses
(closed Result panic guard, pre-digest hoist with a zero-hash work pin via the internal
archiveDigest seam, canonical byte-equality, signature width at decode, role-bounded frame
reads) and the SDK bounds contract decision record's bounds threading incl. assemble_compact caller limits and nested-pins
identity semantics. Purity vet + zero-dependency license gate (each red-capable) and a
go-conformance CI job. Not in the Hex files: list; no registry-publish infrastructure
(the SDK-graduation posture).
	Cross-vendor hardening (cross-vendor review, fix pass fbff228): proof-claim presence
tracking, export anchor-chain cross-binding, standalone genesis zero-hash, port-overflow
closure, embedded-IPv6 group counting with dotted-form preservation, post-decode host
classification with lowercased decoded bytes, tightened integer-magnitude enforcement,
UTF-8 object-version validation, chunk-vs-byte bound separation at encode, a digest-deriving
export producer, proof-producer nonce support, constant-time nonce comparison, and
runner/purity-gate hardening — each behavioral fix pinned by a red-capable
review-regression leg.

[0.1.2] — 2026-08-20
Changed — release/verification gate hardening (no wire, bound, or verdict change)
	mix conformance.verify pins the certified corpus index SHA-256 (the verifier-SDK decision record). The Elixir
verifier CLI now fails closed unless the loaded corpus is the exact certified snapshot — closing
the gap where a self-consistent but shrunken corpus (regenerated index) passed integrity and
agreement. Parity with the three SDK runners, which already pin the identical value.
	The architecture gate asserts every pinned beam is present (keys-⊆-present). A pinned public
surface deleted or renamed without updating the allowance now reds the gate instead of vanishing
silently.
	The SDK publish guard scans SDK scripts, Makefiles, justfiles, and composite actions, not
only workflows and top-level manifests — a registry-publish command can no longer hide in an SDK
release script or a composite action.

[0.1.1] — 2026-08-20
Added
	Ship priv/conformance/v1/vectors/ in the Hex package. The four named vectors
(grant-holder-proof, chain-semantic-edge, consumption-chain-archive, manifest)
are the acceptance oracle a holder-side consumer verifies its envelope production against
(the capability-authorization extension decision record's corpus-as-oracle posture). 0.1.0 shipped corpus + schemas but not
vectors, so a Hex consumer could not reach the oracle vector; 0.1.1 ships it. Public
test data, same class as the already-shipped corpus — no private material (verified: the
manifest carries only discovery roots and public-key fingerprints). The exact-file
package census is extended to match. Zero wire byte, bound, or verdict change.

[0.1.0] — 2026-08-20
Added
	First public release (BAP-07, executed 2026-08-20 by owner decision). The exact reviewed
candidate published to Hex as bounded_authority_protocol 0.1.0. Connected verification: the
private runtime's PostgreSQL 18 gate passed 996/996 against the pinned candidate, and the
consumer's gates passed 819 tests including the immutable authority-contract bundle's 15
consumer cases; the opt-in live-endpoint consumer gate was provisioned and run for this
closeout. Fresh correctness, security, and gate-integrity reviews closed with their findings
fixed in this landing; the cross-vendor peer returned no findings, and the third-family
lens was a named sensitivity-policy skip. The publication sweep in this landing: the
private-strategy links left the README, every unpublished/deferred claim in the shipped docs
became the published truth, the release-candidate decision record gained the 2026-08-20 amendment lifting the deferral, the
consumer-seams design note left the package and hexdocs, the mutation batteries gained
baseline-green runs (an entry now fails if its target test cannot run green unmutated), the
bounds-aware facade gained widening/malformed-bounds rejection legs, and .gitignore/dependabot
gained the public-repo hygiene the security review named. The v0.1.0 tag moved to the
published commit so hexdocs source_ref links resolve.

Fixed
	BAP-07 readiness reconciled across the repo docs. The ROADMAP row's acceptance still named
the retired private-runtime PG 16/17/18 matrix (a private-runtime decision made PostgreSQL 18
the sole supported major); the ROADMAP Next-action note, the release-candidate contract's Status,
the README Status, and SECURITY.md's supported-versions note each described BAP-07 as gated on the
private runtime's connected gates —
private BA-14 completed 2026-08-18, so BAP-07 is fully unblocked (the Hex-publication half stays
deferred by maintainer decision). Docs-only: zero code, wire, bound, or verdict change.
	Cross-vendor review round 18 (blocking + should-fix/notes across the vendor lenses, all
closed). Blocking findings: the TS shape gate's nested expected-export members were opaque "object"
specs, so a malformed nested struct (chain missing previousHash, empty anchor) passed the
gate and the clause-3 hoist then derefed the missing field — a TypeError escape past
trying(); the nested members are now fully specified (chain/anchor/transition field shapes,
archived.chunks as a bytes sequence), red-leg + mutation proven (opaque specs → RED).
Should-fix findings: the Python and Rust hoists walked expected.transitions per-element BEFORE the
key_transitions count ceiling, regressing the round-3 ceiling-first invariant the TS sibling
kept; the ceiling now runs at the top of the hoist in both (the dead later duplicate removed).
Notes, reconciled: the entry-position shape gate's sequence walks before count
ceilings are a documented accepted margin (typeof-only per element); Python's body-level
bytearray tolerance was dead under the exact-bytes gate and is reconciled to bytes-only.
The timed-out fable peer's transcript was mined: it was converging on the ordering finding
(fixed) and an API-shape note that is benign (the SDKs' optional bounds default to maximum —
behavior-identical to the reference's public façade).
	Round-12..14 per-clause pin debt paid on the touched surfaces (the inter-SDK contract decision record's Honest limit,
amended). The 2026-08-18 cluster's legs double as the owed per-clause pins: the pre-digest
export gates (version shape/equality, key-count, key-id charset, key magnitude) are now pinned as
WORK legs in the Python battery (reject with zero sha256 calls — all five mutation-proven
load-bearing) with TS/Rust verdict matrices. Root cause of the "unpayable" debt: each gate is
verdict-subsumed by a later gate, so verdict legs were structurally impossible; the work form is
the red-capable pin. Still owed and disclosed: the standalone anchor-path anchor_bytes gates
(round 12) and allocation bounds (round 15) on untouched surfaces.
	The SDK bounds contract decision record's named assemble_compact divergence closed: caller bounds threaded through
assembly in all three SDKs. The reference takes limits at assemble (runtime.ex:147-155 →
CompactJws.assemble — encoded-segment bounds, compact_bytes, and the kind re-parse against
Bounds.coerce(limits)); the SDKs hardcoded maximum. Each SDK now takes an optional bounds
parameter (Python bounds: Bounds | None = None, TypeScript bounds?: Bounds, Rust
bounds: Option<&Bounds> — an additive public-API change; absent bounds = maximum, backward
compatible) and threads it through the reference's gates. signature_bytes carries no
assemble-time gate — fixed-width at Bounds construction (the reference's check is subsumed).
Mutation-proven per SDK (reverting the threading reddens each battery's tightened-bounds legs).
	The inter-SDK contract decision record exception 2 closed: the expected-anchor identity ordering divergence (all three
SDKs). The reference validates the expected struct (chain + both anchors' identity/binding
well-formedness + transitions) BEFORE hashing the archive chunks (anchored_export_codec.ex:88-104);
the SDKs ran those gates only post-digest. Verdict-invariant by subsumption — the fix restores the
clause-3 work ordering: malformed caller metadata now rejects without hashing the archive. The
Python battery proves it behaviorally (sha256 call-count == 0 on malformed-expected rejections,
mutation-proven); TS and Rust pin the ordering structurally (hoist block before the digest site,
mutation-proven) plus verdict-matrix legs.
	The inter-SDK contract decision record exception 1 closed: the SDK closed-Result escape family (Python + TypeScript). A
mechanical family sweep (every façade × every parameter × wrong-typed values, then every struct
field the same way) proved the 2026-08-17 ledgered Python escapes were not two instances but a
total class: 31/34 Python parameter sites and every caller-supplied struct field raised
AttributeError/TypeError past the closed Result, and TypeScript — whose coercion the record
had classed as a "disclosed margin" — silently accepted requestDigest(123/true/null/{})
(digesting the coerced text) and threw TypeError past trying() on 109 parameter positions.
Both dynamic SDKs now gate every façade argument's shape before the body runs (Python:
annotation-driven _closed_shape over the declared dataclass shapes, bool ≠ int; TS:
closedShape with per-façade shape specs). Rust excludes the class by typing. The per-SDK
family-sweep batteries in tests/test_permissiveness.{py,ts} are the pre-fix red run and are
mutation-proven per façade. Exception 2 (expected-anchor identity post-digest) remains open.

Added
	Bounds-aware public compact assembly and current-major issuer posture. Add the public
BoundedAuthorityProtocol.V1.assemble_compact/3 facade over the existing bounded runtime
primitive; /2 remains exactly /3 with profile maxima. Native tests cover byte equality for
grant, proof, boundary-anchor, and key-transition compacts; tightened encoded-segment and final-
compact rejection; and continued rejection of ba_dlg / ba+cap-delegated in current v1.
The assembly-bounds decision record records that
a private authority may issue an independently valid, narrower current-v1 grant to a new holder,
while lineage remains runtime-only and portable holder-signed delegation remains successor-major.

	The SDK contract decision records (BAP-15 documentation slice). Three new accepted records capture contracts
that had shipped as code + ROADMAP evidence amendments only: the inter-SDK contract decision record
(the inter-SDK behavioral contract the 17-round cross-vendor hardening arc converged on — closed
Result surface, type strictness, pre-hash validation, canonical-form byte equality +
signature-width gates, role-bounded frame reads), the SDK bounds contract decision record
(the caller-tightenable bounds contract through the expected structs, including the
nested-pins identity semantics and the named assemble_compact maximum-bounds divergence), and
the corpus-distribution record (the SDK-graduation record's deferred
corpus-artifact question settled: per-SDK binding until the first SDK graduation, on the traced
two-SDK bump-amplitude evidence). Fact corrections in the same landing: the verifier-SDK decision record's Node floor
corrected to >= 22 (raised at d9df0bf on Node 20 EOL) and its @noble/curves "optional
browser-build path" claim withdrawn (never present in sdks/ history); the release-candidate decision record's BAP-07
"publishes the exact candidate" consequence annotated with the maintainer's Hex-publication
deferral (the v0.1.0 git tag at c65d3be is the internal pin). Zero wire-behavior change. The
inter-SDK contract authoring review (cross-vendor) surfaced two verified SDK contract exceptions, disclosed
as the inter-SDK contract decision record's named exceptions and routed as SDK-code fixes: a Python closed-Result escape
(non-string request_digest operation / ConsumptionEntry.chain_id raises AttributeError past
the façade), and all three SDKs validating the expected-anchor identity fields post-digest where
the reference validates them pre-digest.

	BAP-09 SDK conformance hardening (TypeScript + Python). The TS + Python verifier SDKs now
enforce two checks the Elixir reference has and the SDKs were missing: (1) a decoded
signature-width gate in parseCompact/parse_compact (len(signature) == signature_bytes,
mirroring runtime.ex:237/:259 — scanCompact/scan_compact intentionally stays shape-only,
mirroring CompactJws.scan); (2) canonical-form equality for boundary-anchor + key-transition
compacts — the protected header AND payload segments must equal the exact JCS re-encoding
(mirroring boundary_anchor_codec.ex:95-96,118-119 + key_transition_codec.ex:127-128,151-152),
so a non-canonical encoding (e.g. reordered members) is rejected. New red-capable tests cover the
anchor + transition canonical paths (header + payload) and the signature-width gate. Verified: TS
92 unit + conformance 283/283; Python 62 unit + conformance 283/283. (The Rust/Go SDKs — BAP-15/16
— may carry the same gaps; a separate check is owed.)

	All-SDK pre-hash validation hardening (BAP-15, cross-vendor rounds 11-15). The archive
verify paths across Rust/TS/Python now validate the full caller-context shape BEFORE the
digest: the object versions (string, non-empty, UTF-8 bytes <= 512, well-formed, equal),
the key chain (exact count, key-id ASCII-unreserved class + width), key windows
(integral + magnitude + ordering), and identifier well-formedness — malformed metadata
no longer forces maximum-sized hashing, ill-formed strings fail closed in every SDK
(Python's UnicodeEncodeError escape closed; TS's silent U+FFFD replacement closed), and
frame reads are role-bounded per chain_row_bytes/anchor_bytes.

	Result-contract fail-closure + ChainInput type strictness (BAP-15, cross-vendor rounds 16-17).
Every path where a caller-supplied Python value could raise out of the closed Result API
now fails closed instead (2026-08-17 delta: "every" was overclaimed — two further escape paths
were found by the inter-SDK contract review and routed; see the SDK contract records row below): ill-formed
or non-str identifier strings (_utf8_bytes gates
chain_ids, key_ids, versions, and every expected-side string the header construction
encodes), non-int chain integers (gated before the sequence arithmetic), non-bytes chunk
elements, and Boolean ChainInput integers (True == 1 no longer verifies — TS's strict
equality and Rust's typing already rejected them). The TS chunk-type sibling gate added
for family symmetry; the check_chain chain_id StringOrURI shape validation that only
Rust carried is now in all three SDKs.

	Rust SDK bounds parity (BAP-15; closes the LAST named delta). Caller-tightenable
bounds through the expected structs — the exact reference/sibling shape: five additive
Option<Bounds> fields (None = the profile maximum), the nested-bounds pins with identity
semantics (a present nested must coerce-equal the outer; an absent nested is valid only under
an effectively-untightened outer — identity overrides are NOT tightening), and the resolved
bounds threaded through every ceiling at encode AND verify + the standalone chain/anchor/
transition entries. 27 mutation-proven legs at closeout (permissiveness 39 → 67 — the original 12 plus
the five the four closeout lenses forced: the chain_rows count, the standalone
transition, the verify-pin family on a REAL corpus-signed archive, and the two
encode-pin isolations; the standalone anchor leg, the chunk-count MAGIC pin now reachable and landed, and a 7/7
Elixir oracle receipt (local re-runnable oracle artifact). assemble_compact stays at maximum
(the siblings too). (Scope driver: the 2026-08-14 maintainer direction — direction input,
not this entry's verdict.)

	TypeScript + Python encode-path validation parity (BAP-15). Both sibling SDKs gain the
same producer contract the Rust SDK just closed: a full checkChain re-check of the rows, and
gated parses + 7-field matches for the START anchor, the END anchor, and every transition
(their expected-side + key-path validations were already present — the deltas were the parses,
the matches, and the row re-check; the start anchor was framed raw too, plan-review F1).
15 legs per SDK at closeout (control + 8 tampers + the six pin/threading legs the
delta- and diff-reviews forced; the five pin legs each isolated under their named
mutation, the threading leg joint-by-construction per the settled diff-review record),
each proven red-capable; TS 107 unit + conformance 283/283; Python 77 + conformance 283/283.
mypy/ruff/purity/license clean. With this, all three shipped SDKs enforce the reference
producer's full contract; the Go SDK (BAP-16) picks it up at authoring.

	Rust SDK encode-path validation parity (BAP-15). encode_anchored_export now enforces the
Elixir reference producer's FULL validation contract (anchored_export_codec.ex encode):
expected-side consistency (chain_id binding of both anchors + all transitions; the
start/end sequence + hash bindings), a full check_chain re-check of the rows, gated parses
	7-field matches for BOTH anchors and every transition (the width/canonical gates now
reached at encode), and the key-path walk (running key, strictly-after transition times,
seen-list cycle guard, end anchor binding the final key with NON-STRICT >= chronology).
19 red-capable battery legs at closeout (permissiveness 19 → 38), each mutation-proven; every leg
verified against the Elixir reference oracle (20/20 fixtures — the 15 + control + the four
closeout-lens additions; the receipt is a local re-runnable oracle artifact). Honest
residuals, both NAMED: the TypeScript/Python SDKs carried the same producer permissiveness
(CLOSED by the sibling entries above); the Rust SDK is a documented maximum-bounds posture
at encode (the reference + siblings thread caller-tightened expected.bounds — carrying
that is a public-API change, its own slice; the sibling identity fix also WIDENS TS/Python
VERIFY-path acceptance for identity-override configurations, matching the reference; the
Rust chunk-count parity fix is a latent verdict-tightening flip unreachable at the frozen
maximum bounds — its pin is owed by the future caller-bounds slice).


	Rust SDK conformance hardening (BAP-15). The Rust verifier SDK now enforces the same two
checks the Elixir reference has (closing the "separate check owed" note above, mirroring
18c6467): (1) a decoded signature-width gate in all four decode_*_parts fns
(REQ1-BOUNDS-fixed-widths, mirroring runtime.ex:237/:259,
boundary_anchor_codec.ex:88, key_transition_codec.ex:120) — public verdict flips on
decode_grant/decode_proof (accepted a wrong-width signature at decode) and
encode_anchored_export (the start-anchor parse never width-checked its signature segment);
(2) canonical-form equality for boundary-anchor + key-transition compacts — the four
validators now assert jcs_encode(value) == segment_bytes for the protected header AND
payload (mirroring boundary_anchor_codec.ex:95-96,118-119 +
key_transition_codec.ex:127-128,151-152), so a non-canonical (member-reordered) segment is
rejected across assemble_compact, verify_historical_anchor, verify_key_transition,
encode_anchored_export, and verify_anchored_export. Nine red-capable battery legs
(4 canonical + 2 decode-width + 1 export-encode width + 2 canonical-exclusion pins + the
four closeout-lens legs), each mutation-proven. Verified: cargo 338 unit + conformance 283/283 + permissiveness 38;
clippy/fmt clean. Honest residuals, all
routed: the encode path validates less than the reference producer — it frames the END
anchor AND every TRANSITION raw without parsing them (the reference parses both anchors +
all transitions through the width/canonical-gating codecs,
anchored_export_codec.ex:40-52), binds the start anchor by sequence only (the reference
matches all signed fields via anchor_matches?/transition_matches?), and does not
re-check rows against the chain at encode (ConsumptionChain.check). A non-canonical or
wrong-width end anchor or transition is therefore still accepted at Rust encode (probe-
proven; caught downstream — verify_anchored_export gates all of them); closing these
flips further verdict classes and is its own reviewed change. The Go SDK (BAP-16) picks
both classes up at authoring.

	BAP-17 — offline-eligible grant claims (reserve + specify). Reserve the ba_offline
grant-payload claim name in the registries (issuer-set offline
floor limits: maximum value with explicit currency, maximum offline use count, offline-window
expiry — a closed nested object; absence means online-only, per
R-BAP-1). The offline floor-limit decision record
carries the activating-major mechanism to spec quality: the closed {cnt, cur, max, win} object,
the non-authorizing facts contract (an offline_eligible flag + win only — magnitudes are read
from the decoded grant, not redacted facts), malformed⇒:invalid (online-only is the absent
default), a wire-layer max × cnt ceiling (the cross-language SDKs compute exposure in fixed-width
integers), the ba_dlg attenuation composition, and the freshness scoping. Activation is a
successor contract-major — the closed v1 profile rejects ba_offline today (the v0.1.0-amend
alternative was considered and is the heavier path: the published governance change-class rule, the
three corpus-SHA-pinning SDKs, and intra-major fragmentation). This is a design-only slice: zero
lib//docs/protocol-v1.md/priv/conformance/ wire-behavior change (mirror BAP-11/BAP-14); an
R-BAP-2 legacy-rejection tripwire is added under test/. The offline runtime arc (private
bounded_authority BA-20..23) is successor-major-gated by this reservation.

	Close the BAP-15 Rust verifier SDK (Tasks 15–17 + closeout; the library Tasks 1–14 were already
landed and verified green). sdks/rust/tests/permissiveness.rs is the named per-language permissiveness
battery exercising all six verifier-SDK decision record closures through the public crate boundary (duplicate-reject,
source-order preservation, raw-lexeme ceiling, single-value, int/float tag distinction, base64url
pad-bits), each documented with its red-capable mutation. Closure #6 — the (d)-class per-node encode
bounds — is now enforced IN jcs_encode's recursion (depth + total_nodes + a per-node jcs_bytes
early bail), so a hand-built value passed directly to the public primitive cannot force unbounded
recursion, traversal, or intermediate allocation. This narrows jcs_encode's accept set
(verdict-preserving on every corpus case — all corpus inputs are decode-bounded within the same
ceilings; verified lib 331/331, conformance 283/283); the depth and total_nodes guards are proven
red-capable by live mutation. sdks/rust/tools/purity_check.sh + license_check.sh enforce the
lib-path purity invariant (no I/O/clock/RNG/network/env in src/; #![forbid(unsafe_code)] is the
compile-time unsafe half) and the runtime dependency-license allowlist (15 runtime deps, all
permissive; dev-deps excluded as non-consumer-facing) — both shellcheck-clean and red-capable. The
rust-conformance CI job (.github/workflows/sdks.yml) runs fmt + clippy + the full cargo test
(unit + permissiveness + 283-vector conformance + census) + purity + license on the MSRV 1.81
toolchain. The publish guard now scans sdks/*/Cargo.toml and blocks cargo publish /
cargo release publish / cargo-release publish / crate-ci/cargo-release (the SDK-graduation decision record). New docs:
sdks/rust/README.md and the deployment guide
(docs/deployment/rust-sdk.md) (AWS Lambda provided.al2023; PostgreSQL
plrust — ed25519-dalek-based verification is NOT plrust-trusted-mode-compatible as built). The three
signed anchored-export rows in docs/design/conformance-contract.md
are updated to their landed case ids. Zero wire byte, bound, or verdict change to the Elixir package.

	Close the BAP-15 prerequisite spec/corpus gaps (no-key half). docs/protocol-v1.md gains a
normative JCS string and number serialization subsection transcribing RFC 8785 §3.2.2.2–3
(control-range escapes, raw DEL U+007F, ECMAScript Number::toString float thresholds
e < -6 / e >= 21, -0→0, shortest-round-trip digits — both ECMA §7.1.12.1 and TC39
§6.1.6.1.20 cited). The conformance corpus grows 259 → 280 cases: 5 JCS float cases pinning
both threshold sides, a raw-DEL bare-string case, an astral-codepoint (U+10000) raw-emit case, a
float cast_arguments request-digest case, malformed-UTF-8-member-name and float-magnitude
json.decode rejects, three malformed-IPv6 uri.normalize rejects, a key-locator
protected-only (empty-segment) valid case, three check_chain rejects (canonical re-encode,
sequence-zero, genesis previous-hash forge), the byte-level cross-vendor findings for
encode_consumption_entry (seq-1 nonzero previous), boundary_anchor_signing_input (seq-0
nonzero chainhash), encode_anchored_export (start-anchor sequence binding — a signed start
anchor carries a bogus sequence, isolating start.sequence == first_sequence-1), and
verify_anchored_export (empty chunk). Every invalid case is a one-defect skip-would-accept
construction (a verifier that drops its target check would accept it) — proven by defect-injecting
each target check in the independent runner and confirming the case flips. The two
`encode/verify_anchored_export.maximum_plus_onen_areasons are corrected to name all three bounds (archive_bytes+archive_chunks+historical_key_transitions) and the loader representation constraint. The independent Node runner is strengthened to mirror the reference's IPv6-structure (node:netisIP, replacing a crude charset check), consumption-entry and boundary-anchor genesis bindings,check_chainpositive-first_sequenceand canonical-rehash (hashing the canonical re-encode, not raw row bytes, matchingConsumptionChain.parse_row/1), anchored-export start/end anchor bindings, and verify per-chunk emptiness — the invariants the new cases exposed; every new case is dual-verified (agreed=280 disagreed=0). SDKCERTIFIED_INDEX_SHAconstants (Python hex + TypeScript base64url) rebind to the newindex.json. The encode_anchored_export binding case's authoring key is seed-generated and never enters the import-boundary census (encode frames signatures, never verifies them), sopublic_key_fingerprints` stays 8 and the manifest three-partition is unchanged.

	Close the BAP-15 prerequisite corpus gap (signed half). The conformance corpus grows
280 → 283 cases with three signed verify_anchored_export cases exercising the chain-and-archive decision record's
authenticated key-transition path: #2 non-monotone chronology (two transitions with non-monotone
effective_at → invalid_time), #2 fingerprint cycle (B→C→B → invalid_key), and #3
one-key/zero-transition valid (the equal start/end-time same-key case). Three new seeded Ed25519
keys join public_key_fingerprints (8→11) since the export verifier imports them; their seeds
never enter the corpus. The independent Node runner is strengthened to mirror the reference's
cross-transition invariants (validate_expected_key_path): strictly-increasing transition times,
fingerprint no-cycle, and the end-anchor chronologically at-or-after the last transition — gates
the per-element compact checks cannot express. Every new invalid case is a one-defect
skip-would-accept construction (a monotone / no-cycle variant accepts); every new case is
dual-verified (agreed=283 disagreed=0). SDK CERTIFIED_INDEX_SHA constants (Python hex +
TypeScript base64url) rebind to the new index.json; the vector manifest's canonical fingerprint
set grows 19→22 and the corpus partition 8→11.

	Record the SDK graduation and publish-topology decision: cross-language verifier SDKs are
authored under sdks/ (per the verifier-SDK decision record) but each
graduates to its own per-SDK repository (bounded_authority_protocol_<lang>) on first
publication; the decision boundary is publication irreversibility, not SDK count
(the SDK-graduation decision record). Zero wire byte, bound, or
verdict change.

	Ship the SDK-graduation decision record enforcement layer: a tracked pre-commit hook
(scripts/hooks/pre-commit, single pattern source scripts/check_sdk_publish_infra.sh, installed
via scripts/install-hooks.sh) and the sdk-publish-guard CI job
(.github/workflows/sdk-publish-guard.yml) that together
reject SDK registry-publish infrastructure committed to the monorepo. Honesty limit: catches
committed publish infrastructure, not a literal ad-hoc publish run against a working tree; CI on
main is the non-bypassable backstop, the local hook is honor-system. Bypass:
git commit --no-verify.

	Add ROADMAP rows BAP-15 (Rust verifier SDK) and BAP-16 (Go verifier SDK) — typed reimplementations
of the frozen v1 profile from spec + corpus alone, authored under sdks/ and graduating per
the SDK-graduation decision record. Post-1.0 rows; no code shipped.

	Ship cross-language verifier SDKs (TypeScript @bounded-authority/verifier + Python
bounded-authority-verifier) under sdks/ — typed reimplementations of the frozen v1 profile from
the spec + corpus alone, with no code-level derivation from the Elixir reference
(the verifier-SDK decision record). Each passes all 283 conformance vectors
(recomputed from scratch), asserts the corpus index.json SHA at startup, and proves every
permissiveness closure red-capable via a per-language mutation-gate. They are verifiers, not
authority runtimes (no key selection, replay reservation, or execution grant). NOT in the Hex
package files: (they are not Elixir). The sdks-conformance CI job
(.github/workflows/sdks.yml) gates every sdks/** /
priv/conformance/** change. Zero wire byte, bound, or verdict change to the Elixir package.

	Draft the capability-authorization extension as a pre-submission package for the MCP
experimental-extension track (docs/extensions/ — a draft .mdx, a draft
Extensions-Track SEP, and an Agent Payments Protocol (AP2) mandate-mapping note;
the capability-authorization extension decision record), documenting the already-normative
v1 protocol. Identifier io.bounded-authority/capability-authorization. Partial conformance to the
MCP official-submission bar (SEP-2133); official submission is gated on external preconditions
(a reference implementation in an official MCP SDK, a working group + Extension Maintainers +
sponsor, SEP acceptance, and
IANA registration of the ba_*/ba+* names via BAP-12). The extension documents are repo-tracked,
excluded from the Hex package census (pre-submission drafts). Zero wire byte, bound, or verdict
change.

	Publish the governance policy (change classes, change-control triggers, errata no-verdict-flip
prohibition, deprecation windows, security-release handling) as a standalone normative project
document (docs/governance.md; the published-governance decision record)
— a companion republication of the charter § Governance, which remains the authoritative source.
SECURITY.md cross-references the verdict-change rule; the
errata registry header retargets to governance.md as the published policy home;
SECURITY.md, docs/governance.md, and docs/design/standards-track.md join
the local-harness critical-surfaces manifest (SECURITY.md a retroactive gap close since BAP-06). Zero wire byte,
bound, or verdict change.

	Resolve a contradiction in the deprecation/security policy: the twelve-month deprecation-window
minimum (REQ1-EVO-deprecation-window-minimum) is scoped to planned deprecations, and a security
contract-major (one remediating a verdict-changing vulnerability) is exempt — its accelerated
overlap window is published at announcement, proportional to severity, and a deployment-decided
sunset, never a silent change (the security-release decision record;
charter § The evolution contract + § Governance; governance.md re-synced).
Deployment-policy refinement only — zero wire byte, bound, or verdict change.


Changed
	Documentation corrections (2026-08-18 alignment-audit items 1, 4, 7). SECURITY.md's "most
recent package-bearing verified source" re-anchored from the BAP-06 head to the SDK
behavioral-closure cluster head c281938, with the superlative date-bounded ("as of
2026-08-18") so the claim expires visibly instead of silently: CI run 32118915019 and
supply-chain run 32118915034 passed at that exact revision, and the doc's own verification
recipe was re-run against the downloaded archive — checksum OK (ubuntu-built archive SHA-256
c9b5b0cf…), SLSA build-provenance attestation verified constrained to this repository, the
supply-chain workflow, refs/heads/main, that source digest, and GitHub-hosted runners; BAP-06
4c64be3 joins the earlier-heads list. The TypeScript conformance runner's startup comment
miscited the corpus binding as the verifier-SDK record's enforcement-posture decision — corrected to its corpus-binding decision, matching
the file's own correct citations. usage-rules rule 13's era-frozen "BAP-04 verification is
implemented" now states the v1 verification surface is implemented. Docs-only — no code, wire,
bound, or verdict change.
	Documentation reconciliation — status prose frozen at the BAP-10 era (alignment-audit items
1–9). AGENTS.md "Current state" rewritten from the tracker: names the closed set (BAP-00..06,
08..11, 13..15, 17), the three verifier SDKs under sdks/ (verifier-SDK and SDK-graduation topology,
none published), the decision records, and the 283-case corpus + verifier CLI. README's status section
corrected the same way; the BAP-07 framing in README, SECURITY.md, and the release-candidate
contract now records the maintainer decision (Hex publication deferred — internal consumption via
the v0.1.0 git tag at c65d3be, not a registry pin). SECURITY.md now cites the most recent
package-bearing verified head (BAP-06 4c64be3) with the BAP-05/BAP-04 history retained. The
TypeScript and Python SDK READMEs no longer point Install at registry URLs that do not resolve —
they carry the Rust README's reserved-identifier/not-yet-published framing, and "one of two" SDK
prose corrected to three; sdks/README.md floor corrected to Node >= 22 with the not-published
disclaimer. docs/design/offline-authorization-requirements.md status now points at the closed
BAP-17 row (the offline floor-limit decision record). ROADMAP repairs: BAP-17 added to the complete list, the Rust façade count
corrected 15 → 17 (the exported public contract), and amendment #2's garbled closure/residual
splice repaired so the assemble_compact maximum-bounds residual stands as its own sentence,
consistent with amendment #3's restatement. Docs-only — no code, wire, bound, or verdict change.

0.1.0 release-candidate record — 2026-08-17 (published above as [0.1.0])
Added
	Initialize the public Apache-2.0 repository and cold-start architecture authority.
	Define the deterministic verifier boundary, public/private dependency direction, protocol
charter, threat model, conformance contract, decision record, and implementation roadmap.
	Close BAP-00 after public-remote verification, cross-repository documentation reconciliation,
security-contract hardening, local-link/browser checks, independent reviews, and tamper-gate
verification.
	Add the unpublished :bounded_authority_protocol 0.1.0 Mix package with zero production
dependencies, no application callback, and no supervision tree.
	Enforce the pure-library boundary across source AST, compiled imports, application metadata,
dependency declarations, and the exact packed/unpacked Hex archive.
	Add full local quality, coverage, documentation, advisory, closed license, CycloneDX,
fresh-consumer, public CI, checksum, provenance-attestation, and SBOM-attestation gates.
	Freeze the normative v1 header, claim, selector, JSON, encoding, URI, domain-separator, bound,
and fixed-error tables with primary RFC and OTP provenance.
	Add bounded ordered JSON decoding with recursive duplicate rejection, strict canonical
base64url decoding, and a protected-header-only untrusted key locator.
	Add allow, deny, malformed, exact-boundary, deterministic malformed-input sweep, symmetric
numeric-magnitude, package-consumer, and purity-boundary proof.
	Enforce raw numeric-lexeme bytes and exact decimal magnitude before OTP conversion; validate the
companion Draft 2020-12 schemas with an independent validator and distinguish their structural
code-point limits from the normative UTF-8 byte contract.
	Align the tracked roadmap with its authored-row contract while preserving BAP-00 through
BAP-07 identities and exact dependency labels.
	Document the exact public BoundedAuthorityProtocol.V1.Json.decode/2 and
BoundedAuthorityProtocol.V1.Base64Url.decode/2 surfaces, tightening-only positive-integer
limits, structural-schema boundary, and fixed value-free errors.
	Extend the packed external consumer to exercise both decoder success and rejection paths, and
add mutation-red proof that escaped string content cannot hide a following over-limit number.
	Reconcile the BAP-02 final trusted-main receipts and degraded peer-review record.
	Add deterministic standard compact-JWS grant and RFC 9449 holder-proof producers, exact external
signature assembly, and bounded grant/proof decoders.
	Add RFC 8785 canonical JSON, RFC 7638 public Ed25519 JWK thumbprints, bounded HTTPS URI
normalization, type-preserving request digests, and conjunctive selector evaluation.
	Add standalone raw-grant verification and combined raw-envelope verification with exact
issuer/audience/time/holder/request/nonce/operation bindings and redacted, non-authorizing
verified facts.
	Add public-only grant/holder-proof vectors, independent Node verification, exact public-key
census, meaningful byte-tamper and duplicate-member cases, portable timing/allocation bounds,
architecture census updates, and unpacked external-consumer API proof.
	Close BAP-03 at package-bearing head f322e08bba665374599b9f53c362966b6b59710a
after the supported CI matrix, complete quality/package boundary, independent Node verification,
exact archive checksum, SLSA provenance, and CycloneDX SBOM attestation passed. The single final
review admitted five findings; all five were fixed in one pass without review recursion.
	Add closed canonical consumption rows with domain-separated hashes and mandatory-boundary raw
chain verification for genesis and continued ranges.
	Add deterministic standard-JWS boundary anchors and authenticated historical-key transitions,
including derived RFC 7638 fingerprints and lower-inclusive/upper-exclusive validity windows.
	Add deterministic binary anchored-export framing and atomic raw-chunk verification of complete
digest, exact out-of-band object version, exact EOF, ordered key rollover, both signed
boundaries, and every canonical row.
	Add closed fixed-redacted non-authorizing chain, anchor, transition, and anchored-export facts;
exact tightening-only archive bounds; constant-time fixed-width comparisons; and expanded
source/BEAM architecture accounting.
	Add five Draft 2020-12 structural schemas and public-only same-key, rollover, shortened,
relinked, same-ID/equal-time, signed cross-chain, signed reverse-time, and signed invalid-genesis
evidence. The project-independent Node verifiers prove an exact two-way eleven-key census split
into exact per-verifier sets observed at their public-key import boundaries,
49 named decoded-byte, structural, boundary, coverage, chronology, and limit cases, two direct
valid chain cases, and seven signed semantic-edge cases; the isolated mutation gate proves 47
source-level invariants go red. Published fixture verdicts and complete redacted
chain/anchor/transition/export facts are exact-checked rather than treated as commentary.
	Add the maximum-count, maximum-width worst-of-20 chain/archive resource gate, with every sample
isolated in a fresh monitored process, plus the chain-and-archive decision record, normative documentation, and packed
external-consumer coverage.
	Validate every nested expected field and historical-key shape before archive hashing or parsing;
reject duplicate outer conformance JSON members; and detect self-identifying Ed25519 PKCS#8 DER
regardless of its surrounding field name.
	Make Ed25519 public-key/signature and SHA-256 digest widths immutable bounds so tightening cannot
produce or admit a structurally nonconforming cryptographic value.
	Centralize strict StringOrURI validation across grant/proof and BAP-04 identifiers so malformed
percent escapes and non-URI bytes cannot enter any producer or verifier path.
	Preserve exact package-boundary accounting across supported Elixir compiler versions and pin
bitstring match sizes required by Elixir 1.20.
	Close BAP-04 at package-bearing head c4d7716de6499f29524e60638207b1c36e9484b3
after the supported CI matrix, complete quality/package boundary, independent Node verification,
47/47 mutation battery, maximum-shape resource gate, exact archive checksum, SLSA provenance,
and CycloneDX SBOM attestation passed.
	Author roadmap rows BAP-08 (capability-authorization extension proposal for the MCP
modelcontextprotocol/ext-auth extensions repository plus an AP2 mandate-mapping note;
depends on BAP-04 only) and BAP-09 (thin TypeScript and Python verifier SDKs consuming only
the published spec and vectors; depends on BAP-05). Each row's own decision record lands when its work
starts; neither changes any wire format, limit, or verification rule.
	Close the check_envelope selector-binding gap: add a non-trivial (equals) selector valid case
plus an invalid_selector case, teach the independent Node verifier to evaluate grant selectors,
and add a selector-reject mutation — so a verifier that ignores grant selectors now fails the
corpus. Uses two new deterministic conformance keypairs (census 6→8); a companion
proof_signing_input valid case carries the new holder key as a labeled field so the
cross-verifier census discovery scan finds it (corpus 212→215).
	Close the check_envelope authority-binding gap the same re-signing capability exposed: the
holder (cnf.jkt), grant (ath), request-argument (ba_req), and operation (ba_op) bindings
had no corpus case isolating them, so a verifier omitting any one of them still scored a perfect
corpus run — omitting the holder binding accepts any holder's proof against any grant. Add four
invalid_claim cases (each a one-defect variant of a shared valid base, with the named binding
as the sole rejecter) and four matching mutation-battery entries. The ba_op case needs a
hand-built proof payload: the request digest is computed over the server-derived operation, never
over the proof's own ba_op claim, so only a dishonest producer — which the façade cannot be —
emits a proof whose two operation fields disagree (corpus 215→219).
	Add an empty-path invalid_selector case so the independent runner's selector shape and width
validation is falsifiable: the official rejects an empty selector path at grant decode, and a
matcher treating [] as "the root" would accept what the official refuses (corpus 219→220).
	Close the independent runner's remaining permissiveness against the official decoder, so it can
no longer certify a grant the reference implementation refuses. Six divergences, each now carried
by a corpus case and a mutation entry: an extra member inside the closed cnf map; a
non-printable byte in an operation name (the official requires printable ASCII); a structurally
invalid selector on a NON-matching operation, and duplicate operation names (the official
validates every operation and enforces global name uniqueness, not just the requested one); a
lone surrogate in a selector path (the official requires valid UTF-8); and a __proto__ member
in a selector value, which the tagged projection silently dropped to the prototype setter so that
two structurally different values compared equal — a collapse that reached the request digest as
well as selector matching. Selector values are now also held to the protocol JSON bounds. The
same operation validation is applied on verify_grant, which reaches the same official decode
path (corpus 220→247; check_envelope/invalid_encoding 6, verify_grant/invalid_encoding 5).
	Add .gitleaks.toml: the jwt and generic-api-key rules are allowlisted for the conformance
corpus and vector paths only, where all 283 findings are JWT-shaped high-entropy public test
material (109 jwt, 174 generic-api-key, the latter entirely key fingerprints). Every other
default rule still applies in those trees — a ghp_… token committed there is still caught —
and every rule applies everywhere else. Stated residual: a credential matching ONLY those two
rules, under those two machine-generated fixture directories, is not flagged.
	Complete the payload-field decode mirror, closing the last of the runner's permissiveness
against the official decoder. The runner previously validated only the grant/proof fields the
expected-context comparison happened to touch; it now mirrors decode_grant_fields /
decode_proof_fields field for field — issuer/grant-id/audience StringOrURI validity and length,
audience count bound and uniqueness, coherent times (iat<exp, nbf<exp), method token charset,
invocation UUID shape, and htu normalization — wherever it reads a grant or proof payload
(check_envelope, verify_grant, decode_grant, decode_proof). Nine cases on the DECODE surfaces
(no expected context to mask the validator, so each is the sole reject reason) with six mutation
entries prove them; corpus 236→247. One bound stays out of scope by construction: the aggregate
total_nodes/depth budget the official applies across the whole payload cannot appear inline (such
an input exceeds string_bytes) and these surfaces take no .raw sidecar, so it is exercised at
the json.decode surface instead. Two further field checks the first mirror pass missed,
found by the closeout review: the StringOrURI structural gate (the official validates
iss/jti/aud through URI.new, so it rejects a non-numeric port, an unterminated IPv6
literal, or a double @; the byte-only mirror accepted them — now matched to URI.new
across a 56-input boundary set, using node:net for IPv6 literals so the mirror is neither
looser nor stricter), and the optional proof nonce (present must be a 1..nonce_bytes
well-formed string). Each with a decode case and mutation entry; corpus 236→247.
	Close three further runner/official divergences the final cross-vendor pass found in selector
value validation, each now carried by a corpus case and a mutation entry: the magnitude bound
(the official caps |value| at 9007199254740991 and rejects 2^53; the runner checked only
finiteness), and a one-byte floor on object member keys that the official does not impose — the
runner rejected {"":1}, which Json.decode and Jcs.encode both accept, making it STRICTER
than the reference. Corpus 233→236 (a valid empty-object-key case pins the strictness fix).
	Adopt the standards track charter (the standards-track decision record, docs/design/standards-track.md,
docs/design/registries.md, docs/errata.md): evolution above the permanently closed wire
format via parallel contract-majors with published deprecation windows; the current profile
named as cryptographic suite BAP1-Ed25519-SHA256 with an ML-DSA succession path and
cross-suite countersignature design for long-retention evidence; RFC 2119 requirement
identifiers with corpus traceability and IANA registration templates as release-gating roadmap
rows; delegation-with-attenuation decided (chained grants, ba_dlg/ba_obo/ba+cap-delegated
reserved, the conjunctive selector algebra as the attenuation language, no caveat DSL);
revocation and principal-binding deployment guidance homed; governance (change classes, errata
registry with the no-verdict-flip invariant, comment-window triggers) published. No wire byte,
bound, or verdict changes; new roadmap rows gate first publication on the unretrofittable items.
	Add the portable v1 conformance corpus (247 cases across 28 surfaces with a total
surface × class applicability matrix, .raw sidecars for oversize wire inputs) and the pure
Conformance.Corpus/Runner/Report core that loads, executes, and reports agreement.
	Harden the corpus against vacuous green: author the invalid vectors the crypto verifying
surfaces were missing — algorithm-confusion (alg:"none"), meaningful-byte signature/commitment/
anchor tampers (via a target-addressed tamper loader that binds a single-byte flip to the
compact / grant / proof / row / chunk bytes), and archive/chain/envelope binding failures — plus
exact-bound and maximum-plus-one pairs for every json.decode structural limit. Each new invalid
vector is a one-defect construction confirmed rejected by BOTH the official facade and the
independent Node runner; every remaining not-applicable applicability cell carries a falsifiable
inexpressibility reason. The independent Node runner gained the request-binding (method / URI /
invocation / operation / nonce) and object-name-byte checks the new vectors surfaced.
	Add the deterministic offline verifier CLI (escript bounded_authority_conformance,
--corpus DIR required, exits 0/1/2) with an exact-path purity carve-out (File/IO in cli.ex,
System.halt in cli/main.ex only) enforced by the architecture gate.
	Add the independent Node second-implementation runner
(conformance/corpus_independent.mjs, node:* only) that recomputes every corpus verdict from
scratch — making the corpus normative. Evolve the public-key census to three partitions
(bap03 + chain_archive + corpus = the canonical set); the corpus self-census is hard two-way.
	Add stream_data property gates (JCS determinism/idempotence, base64url round-trip/pad rejection,
URI normalization idempotence, facade closure totality) and a deterministic-PRNG fuzz gate.
	Add the source-isolated conformance mutation battery (proving the corpus integrity, CLI
carve-out, and runner-verdict gates actually catch their named failures); wire both mutation
batteries into mix quality. CI pins Node 20 for the quality job.
	Close BAP-05 with the corpus-format decision record (corpus formats, sidecar rule, published-artifacts definition,
applicability matrix + n_a criterion, census evolution, CLI contract, carve-out shape,
gate set). The corpus ships in the published package; the fresh-consumer check runs the packaged
escript against the packaged corpus, proving published-set sufficiency.
	Close the remaining independent-runner permissiveness residuals surfaced by a cross-vendor design
review (corpus grows 247 → 259 cases). The Node runner now mirrors the official on: the integer
magnitude bound for every integer claim (a proof iat of 2^53 is rejected); the full
request_digest gate on cast_arguments — operation validity, per-node bounds, total_nodes, and
jcs_bytes on the type-tagged projection, not an unbounded digest; and whole-payload container
depth on grant/proof payloads (a payload nested past depth 32 is rejected at parse). Fix the sibling
jsonDecode per-node-type depth error (it rejected a 32-deep scalar-inner nest the official
accepts — the too-strict direction that fails a conforming verifier). Twelve exact-bound /
maximum-plus-one cases and seven source mutations pin each, each verdict confirmed against the
official facade. The corpus-format decision record corrected: whole-payload depth and value-carried cast_arguments
node/byte bounds are inline-expressible and now tested; only compact-carried whole-payload
total_nodes and an inline 65-member object_members remain enforced-without-a-red-case.
	Close BAP-06: lock the 0.1.0 release-candidate public API surface (enumerated in the
release-candidate contract and enforced by the
@compiled_export_allowances architecture-gate pin;
the release-candidate decision record),
add the release.candidate reproducibility gate (two cache-isolated builds, byte-equal SHA-256,
wired into mix quality), and author the candidate-facing docs (release-candidate-contract.md,
SECURITY.md, CHANGELOG [0.1.0], README). Zero wire byte, bound, or verdict change. Published
2026-08-20 — BAP-07 published the exact candidate after the connected gates passed.



  

    Security policy

Supported versions
The 1.0.x source release line is supported. v1.0.0 is the current tagged source release and contains
contract-majors 1, 2, and 3, the local-loopback application profile, the role-attestation and
content-assertion sibling profiles, the strict Ed25519 verification soundness repair (erratum 2),
the producer-canonicality signature refusal (erratum 3), and the selector float-zero soundness
repair (erratum 6). Its public API follows the
1.x stability contract. Registry consumers use the published Hex
archive: registry release.
Releases 0.9.1 and earlier accept a float-tagged zero in an equals or one_of selector value
(erratum 6); they stay installable and are not supported. Releases 0.7.0 and earlier also
accept Ed25519 signatures that the strict rule rejects; releases 0.1.0 through 0.7.0 are
retired on Hex for security (see the security advisory
GHSA-jwvm-w9r9-qqf8).
Upgrade to 1.x with the upgrade guide.
The verifier returns redacted, non-authorizing facts: trust and authorization, where a result
carries them, are explicitly not evaluated. The package does not select trust, hold keys, reserve
replay, inspect live revocation, certify deletion or retention, remove archives, or authorize an
effect — those are the responsibility of a stateful authority runtime and the consuming host.
Reporting a vulnerability
Report privately through GitHub: open the repository's
Security tab and choose
Report a vulnerability (or go straight to the
private report form).
Private vulnerability reporting is enabled for this repository; only the maintainers see the
report. Do not open a public issue or pull request containing an exploit, credential, private
key, production data, or undisclosed vulnerability detail.
A report should identify the affected version or commit, the violated protocol property, a minimal
value-free reproduction, and the expected security outcome. We acknowledge, triage, fix, and
coordinate disclosure in the private advisory.
The same channel covers the verifier SDKs under sdks/. Report a vulnerability in the
TypeScript verifier through the Security tab of its own repository,
baselabs/bounded_authority_protocol_typescript.
For a vulnerability whose fix would change a verification verdict, see the
governance policy § Security policy for the verdict-change
handling rule: a soundness repair (an erratum, with an advisory when governance requires one,
shipped by every implementation in the same release) when every condition of
§ Soundness repairs holds, and otherwise an accelerated,
published, deployment-decided contract-major overlap. A verdict never changes silently.
Supply-chain verification
The supply-chain workflow runs on every push to main that changes mix.exs, mix.lock, or a
package manifest (a version bump always does), weekly, and on manual dispatch from main. Each run
produces the package archive, a SHA-256 checksum, release and tooling CycloneDX SBOM documents, and
separate build-provenance and SBOM attestations. A downloaded archive can be verified with:
sha256sum --check SHA256SUMS
gh attestation verify bounded_authority_protocol-<version>.tar \
  --repo baselabs/bounded_authority_protocol \
  --signer-workflow baselabs/bounded_authority_protocol/.github/workflows/supply-chain.yml \
  --source-ref refs/heads/main \
  --deny-self-hosted-runners



  

    Contributing

Contributions must preserve the pure deterministic verifier boundary, closed versioned formats,
fixed value-free errors, and independent conformance requirements in the
protocol charter and governance policy.
Report security vulnerabilities privately, never in an issue or pull request: see
SECURITY.md.
Before a pull request:
	open a design discussion before protocol, cryptography, canonicalization, or conformance changes;
	add allow, deny, malformed-input, and mutation-red tests;
	update normative vectors and obtain independent exact-byte verification when wire bytes change;
	run mix deps.get and mix quality;
	update the changelog and every affected contract document.

Application-profile changes also update their normative specification, certified corpus and digest,
every implementation (Elixir, the three SDKs here, and the TypeScript verifier in its own
repository), README/guides/Livebook, and the cross-profile rejection proofs. Run
mix local_loopback_http.verify to exercise real IPv4 and IPv6 listeners with ephemeral keys; a
self-round-trip or canned HTTP response is not interoperability or transport evidence.
The declared Elixir range is ~> 1.18 (1.18/1.19/1.20) and the supported Erlang/OTP majors are
27, 28, 29 — floor-limited by the stdlib :json module (OTP 27+) and enforced by
config/config.exs at config load, before anything compiles; the assert is not shipped in the Hex
package, so consumers enforce their own. The mix.exs range, the config set, .tool-versions, and
the CI lanes move together in one commit. The clone →
deps.get → compile → test contract must hold on macOS and Linux as a developer-setup
property, proven on a developer machine; CI runs on Linux only, one lane per supported
Erlang/OTP major plus the complete-quality lane. Windows developers use WSL2 (clone
inside the WSL filesystem, not under /mnt/c), which is the Linux path; no native-Windows developer
path is maintained. The full quality battery is
POSIX-only tooling. Focused boundary commands are
mix architecture, mix audit, mix package.check, and
mix sbom.generate. The architecture and archive allowlists must be expanded only with a reviewed
public protocol requirement and matching red-capable tests.
The local quality gate requires Gitleaks 8.30.1. gitleaks version must print 8.30.1 exactly.
On Linux x86_64, install the checksum-verified official binary with
scripts/install_gitleaks.sh "$HOME/.local/bin" and ensure that directory is on PATH. On other
platforms, install version 8.30.1 from the official Gitleaks release. Run mix secrets for the
merge-aware history, staged-index, and tracked-working-tree scans; mix quality runs the same gate.
SDK publish topology
Cross-language verifier SDKs under sdks/ are authored in this repository but do not publish
from it. Each SDK graduates to its own per-SDK repository (bounded_authority_protocol_<lang>)
on first publication, because a registry publication is irreversible and each SDK's release
cadence and credentials belong to its own repository. A
local pre-commit hook (sh scripts/install-hooks.sh) and a CI job on main reject SDK publish
infrastructure (registry-publish steps, prepublishOnly/prepack scripts, publishConfig)
committed to this repository. Contributor hook installation works without any local policy;
maintainer checks activate only where a maintainer has set one up. The deliberate-admin bypass is git commit --no-verify, documented
here as the sanctioned escape hatch. Neither layer catches a literal ad-hoc publish command run
against a working tree — that is a runtime act no commit gate sees; CI on main is the hard gate
for committed infrastructure.
Maintainer checks
Maintainers also run local confidential-term checks through the same hooks; contributors do not
need them, and the hooks print an inactive notice without the local policy. The repository's
maintainer notes
describe them.
Do not submit secrets, production credentials, private key fixtures, customer data, or proprietary
consumer code. Runtime code, public APIs, wire formats, and conformance artifacts must remain
provider-neutral; boundary documentation may name consumers only to state exclusions and
dependency direction.
By contributing, you agree that your contribution is licensed under Apache License 2.0. No
contributor license agreement or DCO sign-off is currently required.
Code of Conduct
By participating in this project you agree to uphold the Contributor Covenant Code of Conduct (v2.1).


  

    Contributor Covenant Code of Conduct

Our Pledge
We as members, contributors, and leaders pledge to make participation in our community a harassment-free experience for everyone, regardless of age, body size, visible or invisible disability, ethnicity, sex characteristics, gender identity and expression, level of experience, education, socio-economic status, nationality, personal appearance, race, caste, color, religion, or sexual identity and orientation.
We pledge to act and interact in ways that contribute to an open, welcoming, diverse, inclusive, and healthy community.
Our Standards
Examples of behavior that contributes to a positive environment for our community include:
	Demonstrating empathy and kindness toward other people
	Being respectful of differing opinions, viewpoints, and experiences
	Giving and gracefully accepting constructive feedback
	Accepting responsibility and apologizing to those affected by our mistakes, and learning from the experience
	Focusing on what is best not just for us as individuals, but for the overall community

Examples of unacceptable behavior include:
	The use of sexualized language or imagery, and sexual attention or advances of any kind
	Trolling, insulting or derogatory comments, and personal or political attacks
	Public or private harassment
	Publishing others' private information, such as a physical or email address, without their explicit permission
	Other conduct which could reasonably be considered inappropriate in a professional setting

Enforcement Responsibilities
Community leaders are responsible for clarifying and enforcing our standards of acceptable behavior and will take appropriate and fair corrective action in response to any behavior that they deem inappropriate, threatening, offensive, or harmful.
Community leaders have the right and responsibility to remove, edit, or reject comments, commits, code, wiki edits, issues, and other contributions that are not aligned to this Code of Conduct, and will communicate reasons for moderation decisions when appropriate.
Scope
This Code of Conduct applies within all community spaces, and also applies when an individual is officially representing the community in public spaces. Examples of representing our community include using an official e-mail address, posting via an official social media account, or acting as an appointed representative at an online or offline event.
Enforcement
Instances of abusive, harassing, or otherwise unacceptable behavior may be reported to the community leaders responsible for enforcement privately at palermo777@gmail.com. Conduct reports are kept confidential; do not open public issues for them. All complaints will be reviewed and investigated promptly and fairly.
All community leaders are obligated to respect the privacy and security of the reporter of any incident.
Enforcement Guidelines
Community leaders will follow these Community Impact Guidelines in determining the consequences for any action they deem in violation of this Code of Conduct:
1. Correction
Community Impact: Use of inappropriate language or other behavior deemed unprofessional or unwelcome in the community.
Consequence: A private, written warning from community leaders, providing clarity around the nature of the violation and an explanation of why the behavior was inappropriate. A public apology may be requested.
2. Warning
Community Impact: A violation through a single incident or series of actions.
Consequence: A warning with consequences for continued behavior. No interaction with the people involved, including unsolicited interaction with those enforcing the Code of Conduct, for a specified period of time. This includes avoiding interactions in community spaces as well as external channels like social media. Violating these terms may lead to a temporary or permanent ban.
3. Temporary Ban
Community Impact: A serious violation of community standards, including sustained inappropriate behavior.
Consequence: A temporary ban from any sort of interaction or public communication with the community for a specified period of time. No public or private interaction with the people involved, including unsolicited interaction with those enforcing the Code of Conduct, is allowed during this period. Violating these terms may lead to a permanent ban.
4. Permanent Ban
Community Impact: Demonstrating a pattern of violation of community standards, including sustained inappropriate behavior, harassment of an individual, or aggression toward or disparagement of classes of individuals.
Consequence: A permanent ban from any sort of public interaction within the community.
Attribution
This Code of Conduct is adapted from the Contributor Covenant, version 2.1, available at https://www.contributor-covenant.org/version/2/1/code_of_conduct.html.
Community Impact Guidelines were inspired by Mozilla's code of conduct enforcement ladder.
For answers to common questions about this code of conduct, see the FAQ at https://www.contributor-covenant.org/faq. Translations are available at https://www.contributor-covenant.org/translations.


  

    LICENSE


                                 Apache License
                           Version 2.0, January 2004
                        http://www.apache.org/licenses/

   TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION

   1. Definitions.

      "License" shall mean the terms and conditions for use, reproduction,
      and distribution as defined by Sections 1 through 9 of this document.

      "Licensor" shall mean the copyright owner or entity authorized by
      the copyright owner that is granting the License.

      "Legal Entity" shall mean the union of the acting entity and all
      other entities that control, are controlled by, or are under common
      control with that entity. For the purposes of this definition,
      "control" means (i) the power, direct or indirect, to cause the
      direction or management of such entity, whether by contract or
      otherwise, or (ii) ownership of fifty percent (50%) or more of the
      outstanding shares, or (iii) beneficial ownership of such entity.

      "You" (or "Your") shall mean an individual or Legal Entity
      exercising permissions granted by this License.

      "Source" form shall mean the preferred form for making modifications,
      including but not limited to software source code, documentation
      source, and configuration files.

      "Object" form shall mean any form resulting from mechanical
      transformation or translation of a Source form, including but
      not limited to compiled object code, generated documentation,
      and conversions to other media types.

      "Work" shall mean the work of authorship, whether in Source or
      Object form, made available under the License, as indicated by a
      copyright notice that is included in or attached to the work
      (an example is provided in the Appendix below).

      "Derivative Works" shall mean any work, whether in Source or Object
      form, that is based on (or derived from) the Work and for which the
      editorial revisions, annotations, elaborations, or other modifications
      represent, as a whole, an original work of authorship. For the purposes
      of this License, Derivative Works shall not include works that remain
      separable from, or merely link (or bind by name) to the interfaces of,
      the Work and Derivative Works thereof.

      "Contribution" shall mean any work of authorship, including
      the original version of the Work and any modifications or additions
      to that Work or Derivative Works thereof, that is intentionally
      submitted to Licensor for inclusion in the Work by the copyright owner
      or by an individual or Legal Entity authorized to submit on behalf of
      the copyright owner. For the purposes of this definition, "submitted"
      means any form of electronic, verbal, or written communication sent
      to the Licensor or its representatives, including but not limited to
      communication on electronic mailing lists, source code control systems,
      and issue tracking systems that are managed by, or on behalf of, the
      Licensor for the purpose of discussing and improving the Work, but
      excluding communication that is conspicuously marked or otherwise
      designated in writing by the copyright owner as "Not a Contribution."

      "Contributor" shall mean Licensor and any individual or Legal Entity
      on behalf of whom a Contribution has been received by Licensor and
      subsequently incorporated within the Work.

   2. Grant of Copyright License. Subject to the terms and conditions of
      this License, each Contributor hereby grants to You a perpetual,
      worldwide, non-exclusive, no-charge, royalty-free, irrevocable
      copyright license to reproduce, prepare Derivative Works of,
      publicly display, publicly perform, sublicense, and distribute the
      Work and such Derivative Works in Source or Object form.

   3. Grant of Patent License. Subject to the terms and conditions of
      this License, each Contributor hereby grants to You a perpetual,
      worldwide, non-exclusive, no-charge, royalty-free, irrevocable
      (except as stated in this section) patent license to make, have made,
      use, offer to sell, sell, import, and otherwise transfer the Work,
      where such license applies only to those patent claims licensable
      by such Contributor that are necessarily infringed by their
      Contribution(s) alone or by combination of their Contribution(s)
      with the Work to which such Contribution(s) was submitted. If You
      institute patent litigation against any entity (including a
      cross-claim or counterclaim in a lawsuit) alleging that the Work
      or a Contribution incorporated within the Work constitutes direct
      or contributory patent infringement, then any patent licenses
      granted to You under this License for that Work shall terminate
      as of the date such litigation is filed.

   4. Redistribution. You may reproduce and distribute copies of the
      Work or Derivative Works thereof in any medium, with or without
      modifications, and in Source or Object form, provided that You
      meet the following conditions:

      (a) You must give any other recipients of the Work or
          Derivative Works a copy of this License; and

      (b) You must cause any modified files to carry prominent notices
          stating that You changed the files; and

      (c) You must retain, in the Source form of any Derivative Works
          that You distribute, all copyright, patent, trademark, and
          attribution notices from the Source form of the Work,
          excluding those notices that do not pertain to any part of
          the Derivative Works; and

      (d) If the Work includes a "NOTICE" text file as part of its
          distribution, then any Derivative Works that You distribute must
          include a readable copy of the attribution notices contained
          within such NOTICE file, excluding those notices that do not
          pertain to any part of the Derivative Works, in at least one
          of the following places: within a NOTICE text file distributed
          as part of the Derivative Works; within the Source form or
          documentation, if provided along with the Derivative Works; or,
          within a display generated by the Derivative Works, if and
          wherever such third-party notices normally appear. The contents
          of the NOTICE file are for informational purposes only and
          do not modify the License. You may add Your own attribution
          notices within Derivative Works that You distribute, alongside
          or as an addendum to the NOTICE text from the Work, provided
          that such additional attribution notices cannot be construed
          as modifying the License.

      You may add Your own copyright statement to Your modifications and
      may provide additional or different license terms and conditions
      for use, reproduction, or distribution of Your modifications, or
      for any such Derivative Works as a whole, provided Your use,
      reproduction, and distribution of the Work otherwise complies with
      the conditions stated in this License.

   5. Submission of Contributions. Unless You explicitly state otherwise,
      any Contribution intentionally submitted for inclusion in the Work
      by You to the Licensor shall be under the terms and conditions of
      this License, without any additional terms or conditions.
      Notwithstanding the above, nothing herein shall supersede or modify
      the terms of any separate license agreement you may have executed
      with Licensor regarding such Contributions.

   6. Trademarks. This License does not grant permission to use the trade
      names, trademarks, service marks, or product names of the Licensor,
      except as required for reasonable and customary use in describing the
      origin of the Work and reproducing the content of the NOTICE file.

   7. Disclaimer of Warranty. Unless required by applicable law or
      agreed to in writing, Licensor provides the Work (and each
      Contributor provides its Contributions) on an "AS IS" BASIS,
      WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or
      implied, including, without limitation, any warranties or conditions
      of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or FITNESS FOR A
      PARTICULAR PURPOSE. You are solely responsible for determining the
      appropriateness of using or redistributing the Work and assume any
      risks associated with Your exercise of permissions under this License.

   8. Limitation of Liability. In no event and under no legal theory,
      whether in tort (including negligence), contract, or otherwise,
      unless required by applicable law (such as deliberate and grossly
      negligent acts) or agreed to in writing, shall any Contributor be
      liable to You for damages, including any direct, indirect, special,
      incidental, or consequential damages of any character arising as a
      result of this License or out of the use or inability to use the
      Work (including but not limited to damages for loss of goodwill,
      work stoppage, computer failure or malfunction, or any and all other
      commercial damages or losses), even if such Contributor has been
      advised of the possibility of such damages.

   9. Accepting Warranty or Additional Liability. While redistributing
      the Work or Derivative Works thereof, You may choose to offer,
      and charge a fee for, acceptance of support, warranty, indemnity,
      or other liability obligations and/or rights consistent with this
      License. However, in accepting such obligations, You may act only
      on Your own behalf and on Your sole responsibility, not on behalf
      of any other Contributor, and only if You agree to indemnify,
      defend, and hold each Contributor harmless for any liability
      incurred by, or claims asserted against, such Contributor by reason
      of your accepting any such warranty or additional liability.

   END OF TERMS AND CONDITIONS

   Copyright 2026 BaseLabs

   Licensed under the Apache License, Version 2.0 (the "License");
   you may not use this file except in compliance with the License.
   You may obtain a copy of the License at

       http://www.apache.org/licenses/LICENSE-2.0

   Unless required by applicable law or agreed to in writing, software
   distributed under the License is distributed on an "AS IS" BASIS,
   WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
   See the License for the specific language governing permissions and
   limitations under the License.



  

    NOTICE


bounded_authority_protocol
Copyright 2026 BaseLabs

This product includes software developed by BaseLabs.

---

Third-party test vectors

The strict-Ed25519 conformance corpus file
priv/conformance/strict-ed25519/cases/taming/speccheck.json contains 12 Ed25519
test vectors imported byte for byte from ed25519-speccheck
(https://github.com/novifinancial/ed25519-speccheck, commit
65519336fda78a3d016e947df6d82848aca0c9da, file cases.json, SHA-256
08e47a36d9aead288664930505584f353fff113ab854f2800db1e4f5b3540450), which
accompanies "Taming the many EdDSAs" (Chalkias, Garillot, Nikolaenko,
SSR 2020; IACR ePrint 2020/1244). Copyright (c) Facebook, Inc. and its
affiliates. Licensed under the Apache License, Version 2.0; the upstream
repository carries no NOTICE file at that commit. The vectors are reproduced
unmodified; this project adds the base64url input encoding, expected verdicts,
and provenance fields around them. The same vectors also appear in the Go and
Rust SDK conformance snapshots under sdks/go/conformance/corpus-strict/ and
sdks/rust/conformance/corpus-strict/.



  

    
BoundedAuthorityProtocol 
    



      
Deterministic protocol verification for cryptographically bounded
proof-of-possession authority.
This module holds no functions. Every protocol behavior lives in an explicitly named
namespace; there is no implicit latest profile and no unversioned façade:
	BoundedAuthorityProtocol.V1, BoundedAuthorityProtocol.V2, and
BoundedAuthorityProtocol.V3: contract-majors 1, 2, and 3 (grants, holder proofs,
consumption chains, boundary anchors, key transitions, and anchored exports), with
public submodules such as BoundedAuthorityProtocol.V1.Json and
BoundedAuthorityProtocol.V1.Base64Url.
	BoundedAuthorityProtocol.ApplicationProfile.LocalLoopbackHttp.V1: the byte-distinct
literal-loopback HTTP proof profile.
	BoundedAuthorityProtocol.RoleAttestation.V1 and
BoundedAuthorityProtocol.ContentAssertion.V1: the standalone sibling attestation
profiles.
	BoundedAuthorityProtocol.Ed25519 and BoundedAuthorityProtocol.Es256: the signature
rules each suite's verification and producer surfaces share.

Every verification function returns redacted facts or exactly {:error, :invalid}; a
result is never an authorization decision. Start with the getting-started guide.

      




  

    
BoundedAuthorityProtocol.V1.Base64Url 
    



      
Strict bounded canonical base64url decoding for v1.
decode/2 accepts only the unpadded A-Z, a-z, 0-9, -, and _ alphabet, projects the
decoded size before allocation, and requires byte-identical unpadded re-encoding. Caller limits
may only tighten the positive-integer hard maxima. Success returns {:ok, binary}; every
failure returns the fixed value-free {:error, :invalid}.

      


      
        Summary


  
    Functions
  


    
      
        decode(segment, limits \\ %{})

      


        Decodes a bounded canonical base64url segment.



    





      


      
        Functions


        


    

  
    
      
    
    
      decode(segment, limits \\ %{})



        
          
        

    

  


  

      

          @spec decode(binary(), BoundedAuthorityProtocol.V1.Bounds.t() | map()) ::
  {:ok, binary()} | {:error, :invalid}


      


Decodes a bounded canonical base64url segment.

  


        

      


  

    
BoundedAuthorityProtocol.V1.Bounds 
    



      
Resource ceilings for every contract-major and sibling profile.
Every public function that takes limits accepts either a %Bounds{} struct or a map of
tightening overrides such as %{depth: 8}. An empty map means the profile maxima. Callers
may tighten any ceiling to a smaller positive integer; nobody can widen one, and the three
cryptographic widths (public_key_bytes, signature_bytes, digest_bytes) are fixed.
Every field defaults to its profile maximum, so %Bounds{} equals maximum/0 and
%Bounds{depth: 8} tightens one ceiling. A struct built by hand is still validated:
coerce/1 (which every verifier calls) returns {:error, :invalid} for a widened, zero,
negative, non-integer or fixed-width-changing value. A later minor release may add a field;
it will default to its maximum, so existing %Bounds{...} literals keep compiling.
Fields
Units are bytes unless the field counts items or seconds.
	Field	Maximum	What it bounds
	compact_bytes	65,536	bytes in one compact JWS (grant, proof, attestation or assertion) before decoding
	content_bytes	65,536	bytes of content hashed by the content-assertion profile's content_digest/2
	encoded_segment_bytes	32,768	bytes of one base64url segment before decoding
	decoded_segment_bytes	24,576	bytes of one base64url segment after decoding
	json_bytes	65,536	raw JSON bytes handed to the decoder
	depth	32	JSON nesting depth (the root container is level 0)
	object_members	64	members in one JSON object
	array_items	256	items in one JSON array
	total_nodes	4,096	JSON value nodes in one document, containers and scalars alike
	string_bytes	8,192	UTF-8 bytes in one JSON string
	key_bytes	128	UTF-8 bytes in one JSON object member name
	number_lexeme_bytes	64	bytes of one JSON number as written
	integer_magnitude	9,007,199,254,740,991	absolute value of a JSON integer (2^53 - 1)
	float_magnitude	9,007,199,254,740,991	absolute value of a JSON float
	kid_bytes	128	bytes of a JWS kid header value
	jcs_bytes	65,536	bytes of one RFC 8785 (JCS) serialization the library produces
	uri_bytes	8,192	bytes of a normalized target URI
	identifier_bytes	512	bytes of an issuer, audience or token identifier
	nonce_bytes	512	bytes of a proof nonce
	method_bytes	32	bytes of an HTTP method
	operation_bytes	128	bytes of an operation name
	audiences	64	audiences in one grant
	operations	64	operations in one grant
	selectors	64	selectors in one operation
	path_segments	32	segments in one selector path
	one_of_values	256	values in one one_of selector
	public_key_bytes	32	Ed25519 public-key width; fixed
	signature_bytes	64	Ed25519 signature width; fixed
	digest_bytes	32	SHA-256 digest width; fixed
	clock_skew	60	seconds of clock skew a caller may allow
	proof_max_age	300	seconds a proof may age
	chain_row_bytes	4,096	bytes of one canonical consumption-chain row
	chain_rows	65,536	consumption-chain rows in one checked range
	anchor_bytes	8,192	bytes of one boundary-anchor or key-transition compact
	archive_header_bytes	8,192	bytes of an anchored-export header
	archive_chunks	65,796	chunks in one anchored export
	archive_bytes	270,820,384	bytes of one anchored export
	object_version_bytes	512	bytes of an object-store version identifier
	key_transitions	256	historical key transitions in one export


      


      
        Summary


  
    Types
  


    
      
        t()

      


        Validated resource ceilings. Every field is a positive integer no larger than its profile
maximum (see the table in the module documentation); the fixed widths equal their maxima.



    





  
    Functions
  


    
      
        coerce(bounds)

      


        Validates caller limits given either as a Bounds struct or as a map of tightening
overrides, returning the complete struct. Every key must name a known bound, every value must
be a positive integer no larger than its profile maximum, and the fixed widths cannot change;
anything else returns {:error, :invalid}.



    


    
      
        maximum()

      


        Returns the immutable v1 profile maxima.



    


    
      
        new(overrides \\ %{})

      


        Builds bounds from a map of caller-supplied tightening overrides.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %BoundedAuthorityProtocol.V1.Bounds{
  anchor_bytes: pos_integer(),
  archive_bytes: pos_integer(),
  archive_chunks: pos_integer(),
  archive_header_bytes: pos_integer(),
  array_items: pos_integer(),
  audiences: pos_integer(),
  chain_row_bytes: pos_integer(),
  chain_rows: pos_integer(),
  clock_skew: pos_integer(),
  compact_bytes: pos_integer(),
  content_bytes: pos_integer(),
  decoded_segment_bytes: pos_integer(),
  depth: pos_integer(),
  digest_bytes: pos_integer(),
  encoded_segment_bytes: pos_integer(),
  float_magnitude: pos_integer(),
  identifier_bytes: pos_integer(),
  integer_magnitude: pos_integer(),
  jcs_bytes: pos_integer(),
  json_bytes: pos_integer(),
  key_bytes: pos_integer(),
  key_transitions: pos_integer(),
  kid_bytes: pos_integer(),
  method_bytes: pos_integer(),
  nonce_bytes: pos_integer(),
  number_lexeme_bytes: pos_integer(),
  object_members: pos_integer(),
  object_version_bytes: pos_integer(),
  one_of_values: pos_integer(),
  operation_bytes: pos_integer(),
  operations: pos_integer(),
  path_segments: pos_integer(),
  proof_max_age: pos_integer(),
  public_key_bytes: pos_integer(),
  selectors: pos_integer(),
  signature_bytes: pos_integer(),
  string_bytes: pos_integer(),
  total_nodes: pos_integer(),
  uri_bytes: pos_integer()
}


      


Validated resource ceilings. Every field is a positive integer no larger than its profile
maximum (see the table in the module documentation); the fixed widths equal their maxima.

  


        

      

      
        Functions


        


  
    
      
    
    
      coerce(bounds)



        
          
        

    

  


  

      

          @spec coerce(t() | map()) :: {:ok, t()} | {:error, :invalid}


      


Validates caller limits given either as a Bounds struct or as a map of tightening
overrides, returning the complete struct. Every key must name a known bound, every value must
be a positive integer no larger than its profile maximum, and the fixed widths cannot change;
anything else returns {:error, :invalid}.

  



  
    
      
    
    
      maximum()



        
          
        

    

  


  

      

          @spec maximum() :: t()


      


Returns the immutable v1 profile maxima.

  



    

  
    
      
    
    
      new(overrides \\ %{})



        
          
        

    

  


  

      

          @spec new(map()) :: {:ok, t()} | {:error, :invalid}


      


Builds bounds from a map of caller-supplied tightening overrides.

  


        

      


  

    
BoundedAuthorityProtocol.V1.Jcs 
    



      
Bounded RFC 8785 serialization for the closed v1 tagged JSON algebra.

      


      
        Summary


  
    Functions
  


    
      
        encode(value, limits)

      


        Encodes one tagged JSON value as bounded RFC 8785 bytes.



    





      


      
        Functions


        


  
    
      
    
    
      encode(value, limits)



        
          
        

    

  


  

      

          @spec encode(
  BoundedAuthorityProtocol.V1.Json.value(),
  BoundedAuthorityProtocol.V1.Bounds.t() | map()
) ::
  {:ok, binary()} | {:error, :invalid}


      


Encodes one tagged JSON value as bounded RFC 8785 bytes.

  


        

      


  

    
BoundedAuthorityProtocol.V1.Json 
    



      
Bounded JSON decoder preserving object order and rejecting duplicate binary names.
decode/2 returns the tagged, closed v1 algebra documented by value/0; it never atomizes an
input name. Raw numeric lexemes are byte-bounded and exact-magnitude-checked before OTP
conversion. Caller limits may only tighten the positive-integer hard maxima. Every failure is
the fixed value-free {:error, :invalid}.
Draft 2020-12 schemas shipped with the package describe structural shape. They do not replace
this decoder's duplicate-name, raw-lexeme, UTF-8 byte, depth, node, or exact encoding checks.

      


      
        Summary


  
    Types
  


    
      
        value()

      


        Closed v1 JSON value algebra.



    





  
    Functions
  


    
      
        decode(bytes, limits \\ %{})

      


        Decodes one complete bounded JSON value.



    





      


      
        Types


        


  
    
      
    
    
      value()



        
          
        

    

  


  

      

          @type value() ::
  :null
  | {:boolean, boolean()}
  | {:integer, integer()}
  | {:float, float()}
  | {:string, binary()}
  | {:array, [value()]}
  | {:object, [{binary(), value()}]}


      


Closed v1 JSON value algebra.

  


        

      

      
        Functions


        


    

  
    
      
    
    
      decode(bytes, limits \\ %{})



        
          
        

    

  


  

      

          @spec decode(binary(), BoundedAuthorityProtocol.V1.Bounds.t() | map()) ::
  {:ok, value()} | {:error, :invalid}


      


Decodes one complete bounded JSON value.

  


        

      


  

    
BoundedAuthorityProtocol.V1.Jwk 
    



      
Exact public Ed25519 JWK encoding, decoding, and RFC 7638 thumbprints.
Every documented function here refuses a key that fails
BoundedAuthorityProtocol.Ed25519.acceptable_public_key?/1 (non-canonical, small-order or
off-curve) with the closed {:error, :invalid}, so no such key can enter a JWK, a holder
confirmation thumbprint, or a key fingerprint.

      


      
        Summary


  
    Functions
  


    
      
        decode_public(jwk, limits)

      


        Decodes an exact public Ed25519 OKP JWK carrying an acceptable key.



    


    
      
        encode_public(public_key, limits)

      


        Encodes one acceptable raw 32-byte Ed25519 public key as the canonical public OKP JWK.



    


    
      
        public_key_thumbprint_raw(public_key, limits)

      


        Returns the raw 32-byte SHA-256 RFC 7638 thumbprint of a raw 32-byte Ed25519 public key.



    


    
      
        thumbprint(jwk, limits)

      


        Returns the canonical base64url RFC 7638 thumbprint.



    


    
      
        thumbprint_preimage(jwk, limits)

      


        Returns the exact RFC 7638 public OKP thumbprint preimage.



    


    
      
        thumbprint_raw(jwk, limits)

      


        Returns the raw 32-byte SHA-256 RFC 7638 thumbprint of an exact public OKP JWK.



    





      


      
        Functions


        


  
    
      
    
    
      decode_public(jwk, limits)



        
          
        

    

  


  

      

          @spec decode_public(binary(), BoundedAuthorityProtocol.V1.Bounds.t() | map()) ::
  {:ok, binary()} | {:error, :invalid}


      


Decodes an exact public Ed25519 OKP JWK carrying an acceptable key.

  



  
    
      
    
    
      encode_public(public_key, limits)



        
          
        

    

  


  

      

          @spec encode_public(binary(), BoundedAuthorityProtocol.V1.Bounds.t() | map()) ::
  {:ok, binary()} | {:error, :invalid}


      


Encodes one acceptable raw 32-byte Ed25519 public key as the canonical public OKP JWK.

  



  
    
      
    
    
      public_key_thumbprint_raw(public_key, limits)



        
          
        

    

  


  

      

          @spec public_key_thumbprint_raw(
  binary(),
  BoundedAuthorityProtocol.V1.Bounds.t() | map()
) ::
  {:ok, binary()} | {:error, :invalid}


      


Returns the raw 32-byte SHA-256 RFC 7638 thumbprint of a raw 32-byte Ed25519 public key.
Equivalent to encode_public/2 followed by thumbprint_raw/2. Use it to compute the
holder confirmation a BoundedAuthorityProtocol.V1.Grant carries: pass the raw digest
as holder_thumbprint (the producer base64url-encodes it into the cnf.jkt claim). A key that fails
BoundedAuthorityProtocol.Ed25519.acceptable_public_key?/1 is {:error, :invalid}.
Example
iex> public_key =
...>   Base.decode16!("D75A980182B10AB7D54BFED3C964073A0EE172F3DAA62325AF021A68F707511A")
iex> {:ok, digest} = BoundedAuthorityProtocol.V1.Jwk.public_key_thumbprint_raw(public_key, %{})
iex> Base.url_encode64(digest, padding: false)
"kPrK_qmxVWaYVA9wwBF6Iuo3vVzz7TxHCTwXBygrS4k"

  



  
    
      
    
    
      thumbprint(jwk, limits)



        
          
        

    

  


  

      

          @spec thumbprint(binary(), BoundedAuthorityProtocol.V1.Bounds.t() | map()) ::
  {:ok, binary()} | {:error, :invalid}


      


Returns the canonical base64url RFC 7638 thumbprint.

  



  
    
      
    
    
      thumbprint_preimage(jwk, limits)



        
          
        

    

  


  

      

          @spec thumbprint_preimage(binary(), BoundedAuthorityProtocol.V1.Bounds.t() | map()) ::
  {:ok, binary()} | {:error, :invalid}


      


Returns the exact RFC 7638 public OKP thumbprint preimage.

  



  
    
      
    
    
      thumbprint_raw(jwk, limits)



        
          
        

    

  


  

      

          @spec thumbprint_raw(binary(), BoundedAuthorityProtocol.V1.Bounds.t() | map()) ::
  {:ok, binary()} | {:error, :invalid}


      


Returns the raw 32-byte SHA-256 RFC 7638 thumbprint of an exact public OKP JWK.
This is the digest thumbprint/2 base64url-encodes. The JWK must be the exact canonical
member set decode_public/2 accepts, carrying an acceptable key; anything else is
{:error, :invalid}.
Example
iex> jwk = ~s({"crv":"Ed25519","kty":"OKP","x":"11qYAYKxCrfVS_7TyWQHOg7hcvPapiMlrwIaaPcHURo"})
iex> {:ok, digest} = BoundedAuthorityProtocol.V1.Jwk.thumbprint_raw(jwk, %{})
iex> Base.url_encode64(digest, padding: false)
"kPrK_qmxVWaYVA9wwBF6Iuo3vVzz7TxHCTwXBygrS4k"

  


        

      


  

    
BoundedAuthorityProtocol.V1.Uri 
    



      
Pure bounded normalization for hierarchical HTTPS DPoP target URIs.

      


      
        Summary


  
    Functions
  


    
      
        normalize(uri, limits)

      


        Normalizes one bounded hierarchical HTTPS target URI.



    





      


      
        Functions


        


  
    
      
    
    
      normalize(uri, limits)



        
          
        

    

  


  

      

          @spec normalize(binary(), BoundedAuthorityProtocol.V1.Bounds.t() | map()) ::
  {:ok, binary()} | {:error, :invalid}


      


Normalizes one bounded hierarchical HTTPS target URI.

  


        

      


  

    
BoundedAuthorityProtocol.V1 
    



      
Explicit entry point for the immutable v1 wire profile (contract-major 1, suite
BAP1-Ed25519-SHA256, normative in spec/bap-v1.md).
The functions fall into three groups:
	Producers build the exact bytes a signer signs and assemble the compact form from a
signature the caller made elsewhere: grant_signing_input/2, proof_signing_input/2,
boundary_anchor_signing_input/2, key_transition_signing_input/2,
assemble_compact/2 and assemble_compact/3, encode_consumption_entry/2,
encode_anchored_export/2, and request_digest/3. None of them takes a private key.
	Decoders read a compact value without checking any signature, for diagnosis only:
decode_grant/2, decode_proof/2, and untrusted_key_locator/2.
	Verifiers check raw bytes against caller-supplied trusted public keys, expected
context, time, and limits: verify_grant/3, check_envelope/2, check_chain/2,
verify_historical_anchor/3, verify_key_transition/4, and verify_anchored_export/3.

Return values
Every function returns {:ok, value} or exactly {:error, :invalid}. The error carries no
reason, on purpose: a wrong key, a changed byte, an expired window, a mismatched expectation,
and an over-limit input all look the same. Functions never raise on bad input.
Verified results are facts structs (GrantFacts, EnvelopeFacts, ChainFacts,
AnchorFacts, KeyTransitionFacts, AnchoredExportFacts). They hold identifiers, digests,
and times, never raw signatures, keys, nonces, or arguments, and they render as
#Module<redacted>. GrantFacts, EnvelopeFacts, and AnchoredExportFacts carry
authorization: :not_evaluated; ChainFacts, AnchorFacts, KeyTransitionFacts, and
AnchoredExportFacts carry trust: :not_evaluated. A facts value is
never an authorization decision.
Limits
limits is a map of tightening overrides (or a BoundedAuthorityProtocol.V1.Bounds
struct); %{} means the profile maxima. See BoundedAuthorityProtocol.V1.Bounds.coerce/1.
Example
The getting-started guide and the README quickstart build a grant and a proof with these
producers and verify them with check_envelope/2; the repository's test suite runs both.

      


      
        Summary


  
    Producers
  


    
      
        assemble_compact(signing_input, signature)

      


        Assembles the compact JWS from a signing input and a raw 64-byte Ed25519 signature, at the
profile maxima. Same as assemble_compact/3 with %{} limits.



    


    
      
        assemble_compact(signing_input, signature, limits)

      


        Assembles the compact JWS from a BoundedAuthorityProtocol.V1.SigningInput and a raw
64-byte Ed25519 signature under caller limits.



    


    
      
        boundary_anchor_signing_input(anchor, limits)

      


        Builds the deterministic boundary-anchor signing input from a
BoundedAuthorityProtocol.V1.BoundaryAnchor.



    


    
      
        encode_anchored_export(input, expected)

      


        Frames an anchored export from a BoundedAuthorityProtocol.V1.AnchoredExportInput after
checking it against the caller's BoundedAuthorityProtocol.V1.ExpectedExport.



    


    
      
        encode_consumption_entry(entry, limits)

      


        Encodes one consumption-chain row from a BoundedAuthorityProtocol.V1.ConsumptionEntry.



    


    
      
        grant_signing_input(grant, limits)

      


        Builds the deterministic grant signing input from a BoundedAuthorityProtocol.V1.Grant.



    


    
      
        key_transition_signing_input(transition, limits)

      


        Builds the deterministic historical-key-transition signing input from a
BoundedAuthorityProtocol.V1.KeyTransition.



    


    
      
        proof_signing_input(proof, limits)

      


        Builds the deterministic holder-proof signing input from a BoundedAuthorityProtocol.V1.Proof.



    


    
      
        request_digest(operation, cast_arguments, limits)

      


        Returns {:ok, digest}, the base64url SHA-256 request digest over the operation and the
typed cast_arguments (BAP1-REQUEST domain), or {:error, :invalid}.



    





  
    Decoders
  


    
      
        decode_grant(compact, limits)

      


        Decodes a raw compact grant within limits without checking its signature.



    


    
      
        decode_proof(compact, limits)

      


        Decodes a raw compact holder proof within limits without checking its signature.



    


    
      
        untrusted_key_locator(compact, limits \\ %{})

      


        Parses only the protected grant header and returns its untrusted kid hint.



    





  
    Verifiers
  


    
      
        check_chain(input, expected)

      


        Checks a nonempty range of raw consumption-chain rows (BoundedAuthorityProtocol.V1.ChainInput)
against the caller's predecessor, head, and chain identity
(BoundedAuthorityProtocol.V1.ExpectedChain).



    


    
      
        check_envelope(credentials, expected_request)

      


        Verifies a raw grant and holder proof together.



    


    
      
        verify_anchored_export(archived, key_chain, expected)

      


        Verifies one anchored export as a whole: the BoundedAuthorityProtocol.V1.ArchivedObject
bytes and object version, its chunks to exact end of file, its digest, its boundary anchors,
and the complete ordered BoundedAuthorityProtocol.V1.HistoricalKeyChain, against the
caller's BoundedAuthorityProtocol.V1.ExpectedAnchoredExport.



    


    
      
        verify_grant(compact, trusted_issuer, expected_grant)

      


        Verifies one raw compact grant.



    


    
      
        verify_historical_anchor(compact, key, expected_anchor)

      


        Verifies one raw compact boundary anchor against one exact
BoundedAuthorityProtocol.V1.HistoricalPublicKey and the caller's
BoundedAuthorityProtocol.V1.ExpectedAnchor.



    


    
      
        verify_key_transition(compact, current_key, next_key, expected)

      


        Verifies one raw compact historical-key transition, signed by current_key, that
authenticates next_key (both BoundedAuthorityProtocol.V1.HistoricalPublicKey), against
the caller's BoundedAuthorityProtocol.V1.ExpectedKeyTransition.



    





      


      
        Producers


        


  
    
      
    
    
      assemble_compact(signing_input, signature)



        
          
        

    

  


  

      

          @spec assemble_compact(BoundedAuthorityProtocol.V1.SigningInput.t(), binary()) ::
  {:ok, binary()} | {:error, :invalid}


      


Assembles the compact JWS from a signing input and a raw 64-byte Ed25519 signature, at the
profile maxima. Same as assemble_compact/3 with %{} limits.

  



  
    
      
    
    
      assemble_compact(signing_input, signature, limits)



        
          
        

    

  


  

      

          @spec assemble_compact(
  BoundedAuthorityProtocol.V1.SigningInput.t(),
  binary(),
  BoundedAuthorityProtocol.V1.Bounds.t() | map()
) :: {:ok, binary()} | {:error, :invalid}


      


Assembles the compact JWS from a BoundedAuthorityProtocol.V1.SigningInput and a raw
64-byte Ed25519 signature under caller limits.
The assembled value is re-parsed as its kind (grant, proof, boundary anchor, or key
transition) before it is returned as {:ok, compact}. The signature is not verified here:
verification happens in verify_grant/3, check_envelope/2, and the evidence verifiers.
Returns {:error, :invalid} for a wrong signature width, a signing input that does not
re-parse, or an over-limit result.
Since 0.9.0, assembly also refuses, with {:error, :invalid}, a
signature that no conforming signer emits: an Ed25519 signature whose S is not below the group
order or whose R is non-canonical or of small order (erratum 3). It never rewrites the
signature bytes it accepts.

  



  
    
      
    
    
      boundary_anchor_signing_input(anchor, limits)



        
          
        

    

  


  

      

          @spec boundary_anchor_signing_input(
  BoundedAuthorityProtocol.V1.BoundaryAnchor.t(),
  BoundedAuthorityProtocol.V1.Bounds.t() | map()
) :: {:ok, BoundedAuthorityProtocol.V1.SigningInput.t()} | {:error, :invalid}


      


Builds the deterministic boundary-anchor signing input from a
BoundedAuthorityProtocol.V1.BoundaryAnchor.
Returns {:ok, %BoundedAuthorityProtocol.V1.SigningInput{}} or {:error, :invalid}.

  



  
    
      
    
    
      encode_anchored_export(input, expected)



        
          
        

    

  


  

      

          @spec encode_anchored_export(
  BoundedAuthorityProtocol.V1.AnchoredExportInput.t(),
  BoundedAuthorityProtocol.V1.ExpectedExport.t()
) ::
  {:ok, BoundedAuthorityProtocol.V1.EncodedAnchoredExport.t()}
  | {:error, :invalid}


      


Frames an anchored export from a BoundedAuthorityProtocol.V1.AnchoredExportInput after
checking it against the caller's BoundedAuthorityProtocol.V1.ExpectedExport.
Returns {:ok, %BoundedAuthorityProtocol.V1.EncodedAnchoredExport{chunks: chunks, digest: digest, byte_count: count}} or {:error, :invalid}.
Since 0.9.0, encoding also refuses, with {:error, :invalid}, a
signature that no conforming signer emits: an Ed25519 signature whose S is not below the group
order or whose R is non-canonical or of small order (erratum 3). It never rewrites the
signature bytes it accepts.

  



  
    
      
    
    
      encode_consumption_entry(entry, limits)



        
          
        

    

  


  

      

          @spec encode_consumption_entry(
  BoundedAuthorityProtocol.V1.ConsumptionEntry.t(),
  BoundedAuthorityProtocol.V1.Bounds.t() | map()
) ::
  {:ok, BoundedAuthorityProtocol.V1.EncodedConsumptionEntry.t()}
  | {:error, :invalid}


      


Encodes one consumption-chain row from a BoundedAuthorityProtocol.V1.ConsumptionEntry.
Returns {:ok, %BoundedAuthorityProtocol.V1.EncodedConsumptionEntry{bytes: row, hash: hash}}
with the exact canonical row bytes and their domain-separated hash, or {:error, :invalid}.

  



  
    
      
    
    
      grant_signing_input(grant, limits)



        
          
        

    

  


  

      

          @spec grant_signing_input(
  BoundedAuthorityProtocol.V1.Grant.t(),
  BoundedAuthorityProtocol.V1.Bounds.t() | map()
) :: {:ok, BoundedAuthorityProtocol.V1.SigningInput.t()} | {:error, :invalid}


      


Builds the deterministic grant signing input from a BoundedAuthorityProtocol.V1.Grant.
Returns {:ok, %BoundedAuthorityProtocol.V1.SigningInput{}}; sign its message with the
issuer key, then call assemble_compact/2. Returns {:error, :invalid} when a field is out
of profile (for example an empty audience list, an expiry not after the start, or a selector
outside the closed set) or over limits.

  



  
    
      
    
    
      key_transition_signing_input(transition, limits)



        
          
        

    

  


  

      

          @spec key_transition_signing_input(
  BoundedAuthorityProtocol.V1.KeyTransition.t(),
  BoundedAuthorityProtocol.V1.Bounds.t() | map()
) :: {:ok, BoundedAuthorityProtocol.V1.SigningInput.t()} | {:error, :invalid}


      


Builds the deterministic historical-key-transition signing input from a
BoundedAuthorityProtocol.V1.KeyTransition.
Returns {:ok, %BoundedAuthorityProtocol.V1.SigningInput{}} or {:error, :invalid}; both
keys must pass BoundedAuthorityProtocol.Ed25519.acceptable_public_key?/1.

  



  
    
      
    
    
      proof_signing_input(proof, limits)



        
          
        

    

  


  

      

          @spec proof_signing_input(
  BoundedAuthorityProtocol.V1.Proof.t(),
  BoundedAuthorityProtocol.V1.Bounds.t() | map()
) :: {:ok, BoundedAuthorityProtocol.V1.SigningInput.t()} | {:error, :invalid}


      


Builds the deterministic holder-proof signing input from a BoundedAuthorityProtocol.V1.Proof.
The input binds the grant (by the digest of its exact compact bytes), the method, the
normalized target URI, the invocation id, the operation, the request digest of the typed
cast_arguments, the issue time, and the optional nonce. Returns
{:ok, %BoundedAuthorityProtocol.V1.SigningInput{}} or {:error, :invalid}; the holder
public key must pass BoundedAuthorityProtocol.Ed25519.acceptable_public_key?/1.

  



  
    
      
    
    
      request_digest(operation, cast_arguments, limits)



        
          
        

    

  


  

      

          @spec request_digest(
  binary(),
  BoundedAuthorityProtocol.V1.Json.value(),
  BoundedAuthorityProtocol.V1.Bounds.t() | map()
) :: {:ok, binary()} | {:error, :invalid}


      


Returns {:ok, digest}, the base64url SHA-256 request digest over the operation and the
typed cast_arguments (BAP1-REQUEST domain), or {:error, :invalid}.
Integer and float arguments stay distinct: {:integer, 1} and {:float, 1.0} digest
differently.

  


        

      

      
        Decoders


        


  
    
      
    
    
      decode_grant(compact, limits)



        
          
        

    

  


  

      

          @spec decode_grant(binary(), BoundedAuthorityProtocol.V1.Bounds.t() | map()) ::
  {:ok, BoundedAuthorityProtocol.V1.DecodedGrant.t()} | {:error, :invalid}


      


Decodes a raw compact grant within limits without checking its signature.
Returns {:ok, %BoundedAuthorityProtocol.V1.DecodedGrant{verification: :not_evaluated}} or
{:error, :invalid}. Use it to diagnose a rejection, never to make a decision.

  



  
    
      
    
    
      decode_proof(compact, limits)



        
          
        

    

  


  

      

          @spec decode_proof(binary(), BoundedAuthorityProtocol.V1.Bounds.t() | map()) ::
  {:ok, BoundedAuthorityProtocol.V1.DecodedProof.t()} | {:error, :invalid}


      


Decodes a raw compact holder proof within limits without checking its signature.
Returns {:ok, %BoundedAuthorityProtocol.V1.DecodedProof{verification: :not_evaluated}} or
{:error, :invalid}. Use it to diagnose a rejection, never to make a decision.

  



    

  
    
      
    
    
      untrusted_key_locator(compact, limits \\ %{})



        
          
        

    

  


  

      

          @spec untrusted_key_locator(binary(), BoundedAuthorityProtocol.V1.Bounds.t() | map()) ::
  {:ok, BoundedAuthorityProtocol.V1.KeyLocator.t()} | {:error, :invalid}


      


Parses only the protected grant header and returns its untrusted kid hint.
The complete compact input is bounded. Payload and signature segments are not decoded,
interpreted, or independently size-checked.

  


        

      

      
        Verifiers


        


  
    
      
    
    
      check_chain(input, expected)



        
          
        

    

  


  

      

          @spec check_chain(
  BoundedAuthorityProtocol.V1.ChainInput.t(),
  BoundedAuthorityProtocol.V1.ExpectedChain.t()
) :: {:ok, BoundedAuthorityProtocol.V1.ChainFacts.t()} | {:error, :invalid}


      


Checks a nonempty range of raw consumption-chain rows (BoundedAuthorityProtocol.V1.ChainInput)
against the caller's predecessor, head, and chain identity
(BoundedAuthorityProtocol.V1.ExpectedChain).
Returns {:ok, %BoundedAuthorityProtocol.V1.ChainFacts{}} or {:error, :invalid}. A
consistent chain proves consistency only; it cannot show that a validly shortened history
omitted nothing (usage rule 11).

  



  
    
      
    
    
      check_envelope(credentials, expected_request)



        
          
        

    

  


  

      

          @spec check_envelope(
  BoundedAuthorityProtocol.V1.Credentials.t(),
  BoundedAuthorityProtocol.V1.ExpectedRequest.t()
) :: {:ok, BoundedAuthorityProtocol.V1.EnvelopeFacts.t()} | {:error, :invalid}


      


Verifies a raw grant and holder proof together.
credentials is a BoundedAuthorityProtocol.V1.Credentials with the exact grant and proof
compact values as received. expected_request is a BoundedAuthorityProtocol.V1.ExpectedRequest
with the trusted issuer, the expected issuer and audience, and the values your service
derived from the request: method, normalized target URI, invocation id, operation, typed
cast arguments, evaluation time, clock skew, proof maximum age (at most 300 seconds), and the
nonce mode (:not_required or {:required, nonce}).
The grant is re-verified, the proof signature is checked under the holder key the grant
names, every binding is compared, and the arguments must satisfy every selector of the
operation. Returns {:ok, %BoundedAuthorityProtocol.V1.EnvelopeFacts{authorization: :not_evaluated}}
or {:error, :invalid}. Replay reservation of the invocation id stays with the caller.

  



  
    
      
    
    
      verify_anchored_export(archived, key_chain, expected)



        
          
        

    

  


  

      

          @spec verify_anchored_export(
  BoundedAuthorityProtocol.V1.ArchivedObject.t(),
  BoundedAuthorityProtocol.V1.HistoricalKeyChain.t(),
  BoundedAuthorityProtocol.V1.ExpectedAnchoredExport.t()
) ::
  {:ok, BoundedAuthorityProtocol.V1.AnchoredExportFacts.t()}
  | {:error, :invalid}


      


Verifies one anchored export as a whole: the BoundedAuthorityProtocol.V1.ArchivedObject
bytes and object version, its chunks to exact end of file, its digest, its boundary anchors,
and the complete ordered BoundedAuthorityProtocol.V1.HistoricalKeyChain, against the
caller's BoundedAuthorityProtocol.V1.ExpectedAnchoredExport.
Returns {:ok, %BoundedAuthorityProtocol.V1.AnchoredExportFacts{authorization: :not_evaluated}}
or {:error, :invalid}. Supply the expectations from your own records, never from the
archive being verified (usage rule 10).

  



  
    
      
    
    
      verify_grant(compact, trusted_issuer, expected_grant)



        
          
        

    

  


  

      

          @spec verify_grant(
  binary(),
  BoundedAuthorityProtocol.V1.TrustedIssuer.t(),
  BoundedAuthorityProtocol.V1.ExpectedGrant.t()
) :: {:ok, BoundedAuthorityProtocol.V1.GrantFacts.t()} | {:error, :invalid}


      


Verifies one raw compact grant.
trusted_issuer is a BoundedAuthorityProtocol.V1.TrustedIssuer with the exact kid and
the raw 32-byte public key your service already trusts. expected_grant is a
BoundedAuthorityProtocol.V1.ExpectedGrant with the issuer, the audience, the evaluation
time, the clock skew (at most 60 seconds), and the limits.
Returns {:ok, %BoundedAuthorityProtocol.V1.GrantFacts{authorization: :not_evaluated}} or
{:error, :invalid}.

  



  
    
      
    
    
      verify_historical_anchor(compact, key, expected_anchor)



        
          
        

    

  


  

      

          @spec verify_historical_anchor(
  binary(),
  BoundedAuthorityProtocol.V1.HistoricalPublicKey.t(),
  BoundedAuthorityProtocol.V1.ExpectedAnchor.t()
) :: {:ok, BoundedAuthorityProtocol.V1.AnchorFacts.t()} | {:error, :invalid}


      


Verifies one raw compact boundary anchor against one exact
BoundedAuthorityProtocol.V1.HistoricalPublicKey and the caller's
BoundedAuthorityProtocol.V1.ExpectedAnchor.
Returns {:ok, %BoundedAuthorityProtocol.V1.AnchorFacts{trust: :not_evaluated}} or
{:error, :invalid}.

  



  
    
      
    
    
      verify_key_transition(compact, current_key, next_key, expected)



        
          
        

    

  


  

      

          @spec verify_key_transition(
  binary(),
  BoundedAuthorityProtocol.V1.HistoricalPublicKey.t(),
  BoundedAuthorityProtocol.V1.HistoricalPublicKey.t(),
  BoundedAuthorityProtocol.V1.ExpectedKeyTransition.t()
) ::
  {:ok, BoundedAuthorityProtocol.V1.KeyTransitionFacts.t()} | {:error, :invalid}


      


Verifies one raw compact historical-key transition, signed by current_key, that
authenticates next_key (both BoundedAuthorityProtocol.V1.HistoricalPublicKey), against
the caller's BoundedAuthorityProtocol.V1.ExpectedKeyTransition.
Returns {:ok, %BoundedAuthorityProtocol.V1.KeyTransitionFacts{trust: :not_evaluated}} or
{:error, :invalid}.

  


        

      


  

    
BoundedAuthorityProtocol.V1.AnchorFacts 
    



      
Closed redacted non-authorizing historical-anchor facts.
Fields
	version - the contract-major, always 1.
	anchor_id - the verified anchor identity.
	anchored_at - the verified anchor time, integer Unix time in seconds.
	chain_id - the verified chain identity.
	sequence - the anchored sequence number (0 anchors an empty chain).
	chain_hash - the raw 32-byte chain hash at sequence.
	key_fingerprint - the raw 32-byte RFC 7638 fingerprint of the signing key.
	verification - always :signature_and_window: the signature verified and anchored_at lies
inside the key's validity window.
	trust - always :not_evaluated.


      


      
        Summary


  
    Types
  


    
      
        t()

      


        Facts from a verified boundary anchor.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %BoundedAuthorityProtocol.V1.AnchorFacts{
  anchor_id: binary(),
  anchored_at: integer(),
  chain_hash: binary(),
  chain_id: binary(),
  key_fingerprint: binary(),
  sequence: non_neg_integer(),
  trust: :not_evaluated,
  verification: :signature_and_window,
  version: 1
}


      


Facts from a verified boundary anchor.

  


        

      


  

    
BoundedAuthorityProtocol.V1.AnchoredExportFacts 
    



      
Closed redacted non-authorizing atomic anchored-export facts.
Fields
	version - the contract-major, always 1.
	chain_id - the verified chain identity.
	first_sequence - the first exported sequence number.
	last_sequence - the last exported sequence number.
	row_count - the number of exported rows.
	previous_hash - the raw 32-byte hash that preceded the first row.
	last_hash - the raw 32-byte hash of the last row.
	digest - the raw 32-byte SHA-256 of the complete archive bytes.
	start_anchor_id - the start anchor's identity.
	start_anchored_at - the start anchor's time, integer Unix time in seconds.
	start_key_fingerprint - the raw 32-byte fingerprint of the key that signed the start anchor.
	end_anchor_id - the end anchor's identity.
	end_anchored_at - the end anchor's time, integer Unix time in seconds.
	end_key_fingerprint - the raw 32-byte fingerprint of the key that signed the end anchor.
	transition_count - the number of authenticated key transitions in the archive.
	verification - always :anchored_export.
	trust - always :not_evaluated.
	authorization - always :not_evaluated.


      


      
        Summary


  
    Types
  


    
      
        t()

      


        Facts from a verified anchored export.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %BoundedAuthorityProtocol.V1.AnchoredExportFacts{
  authorization: :not_evaluated,
  chain_id: binary(),
  digest: binary(),
  end_anchor_id: binary(),
  end_anchored_at: integer(),
  end_key_fingerprint: binary(),
  first_sequence: pos_integer(),
  last_hash: binary(),
  last_sequence: pos_integer(),
  previous_hash: binary(),
  row_count: pos_integer(),
  start_anchor_id: binary(),
  start_anchored_at: integer(),
  start_key_fingerprint: binary(),
  transition_count: non_neg_integer(),
  trust: :not_evaluated,
  verification: :anchored_export,
  version: 1
}


      


Facts from a verified anchored export.

  


        

      


  

    
BoundedAuthorityProtocol.V1.AnchoredExportInput 
    



      
Raw rows and compact JWS values presented for deterministic archive framing.
Fields
	rows - the raw canonical rows to export, in sequence order.
	start_anchor - the boundary-anchor compact at the start of the range, at most anchor_bytes
(8,192).
	transitions - the ordered key-transition compacts, at most key_transitions (256).
	end_anchor - the boundary-anchor compact at the end of the range.


      


      
        Summary


  
    Types
  


    
      
        t()

      


        Producer input for anchored-export framing.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %BoundedAuthorityProtocol.V1.AnchoredExportInput{
  end_anchor: binary(),
  rows: [binary()],
  start_anchor: binary(),
  transitions: [binary()]
}


      


Producer input for anchored-export framing.

  


        

      


  

    
BoundedAuthorityProtocol.V1.ArchivedObject 
    



      
Raw stored-object chunks and exact observed object-store version.
Fields
	chunks - the stored archive bytes as an ordered nonempty chunk list, exactly as read back, at
most archive_chunks (65,796) chunks and archive_bytes in total.
	version - the object-store version you observed when reading, at most object_version_bytes
(512) bytes; compared exactly with the expected version.


      


      
        Summary


  
    Types
  


    
      
        t()

      


        A stored archive as read back.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %BoundedAuthorityProtocol.V1.ArchivedObject{
  chunks: [binary()],
  version: binary()
}


      


A stored archive as read back.

  


        

      


  

    
BoundedAuthorityProtocol.V1.BoundaryAnchor 
    



      
Closed deterministic boundary-anchor signing input.
Fields
	anchor_id - the anchor identity: non-empty StringOrURI of at most identifier_bytes (512)
UTF-8 bytes.
	anchored_at - the anchor time, integer Unix time in seconds.
	chain_id - the chain identity: non-empty StringOrURI of at most identifier_bytes (512) UTF-8
bytes.
	sequence - the anchored sequence number; 0 anchors an empty chain and requires a
chain_hash of 32 zero bytes.
	chain_hash - the raw 32-byte chain hash at sequence.
	key_id - the signing key identifier, written to kid: 1 to kid_bytes (128) bytes of ASCII
letters, digits, -, ., _ or ~.
	public_key - the signer's raw public key in the suite's fixed width: 32-byte Ed25519 under
contract-majors 1 and 2, the 65-byte uncompressed SEC1 P-256 point 0x04 || x || y under
contract-major 3; the payload binds its RFC 7638 fingerprint.


      


      
        Summary


  
    Types
  


    
      
        t()

      


        Producer input for one boundary anchor.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %BoundedAuthorityProtocol.V1.BoundaryAnchor{
  anchor_id: binary(),
  anchored_at: integer(),
  chain_hash: binary(),
  chain_id: binary(),
  key_id: binary(),
  public_key: binary(),
  sequence: non_neg_integer()
}


      


Producer input for one boundary anchor.

  


        

      


  

    
BoundedAuthorityProtocol.V1.ChainFacts 
    



      
Closed redacted non-authorizing consumption-chain facts.
Fields
	version - the contract-major, always 1.
	chain_id - the verified chain identity.
	first_sequence - the sequence number of the first row checked.
	last_sequence - the sequence number of the last row checked.
	row_count - the number of rows checked.
	previous_hash - the raw 32-byte hash that preceded the first row.
	last_hash - the raw 32-byte hash of the last row (the head).
	verification - always :boundary_consistent: the rows are consistent with the caller's
boundaries.
	trust - always :not_evaluated.


      


      
        Summary


  
    Types
  


    
      
        t()

      


        Facts from a consistent consumption-chain range.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %BoundedAuthorityProtocol.V1.ChainFacts{
  chain_id: binary(),
  first_sequence: pos_integer(),
  last_hash: binary(),
  last_sequence: pos_integer(),
  previous_hash: binary(),
  row_count: pos_integer(),
  trust: :not_evaluated,
  verification: :boundary_consistent,
  version: 1
}


      


Facts from a consistent consumption-chain range.

  


        

      


  

    
BoundedAuthorityProtocol.V1.ChainInput 
    



      
Raw canonical consumption rows presented for chain verification.
Fields
	rows - a nonempty list of raw canonical row binaries in sequence order, at most chain_rows
(65,536) rows of at most chain_row_bytes (4,096) bytes each.


      


      
        Summary


  
    Types
  


    
      
        t()

      


        Raw rows for the façade's check_chain/2 (for example BoundedAuthorityProtocol.V1.check_chain/2).



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %BoundedAuthorityProtocol.V1.ChainInput{rows: [binary()]}


      


Raw rows for the façade's check_chain/2 (for example BoundedAuthorityProtocol.V1.check_chain/2).

  


        

      


  

    
BoundedAuthorityProtocol.V1.ConsumptionEntry 
    



      
Closed deterministic consumption-chain row producer input.
Fields
	chain_id - the chain identity: non-empty StringOrURI of at most identifier_bytes (512) UTF-8
bytes.
	sequence - the row's positive sequence number; 1 starts a chain.
	previous_hash - the raw 32-byte hash of the preceding row; 32 zero bytes when sequence is
1.
	commitment - a raw 32-byte opaque commitment to the consumption record; its preimage stays
private to the caller.


      


      
        Summary


  
    Types
  


    
      
        t()

      


        Producer input for one consumption-chain row.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %BoundedAuthorityProtocol.V1.ConsumptionEntry{
  chain_id: binary(),
  commitment: binary(),
  previous_hash: binary(),
  sequence: pos_integer()
}


      


Producer input for one consumption-chain row.

  


        

      


  

    
BoundedAuthorityProtocol.V1.Credentials 
    



      
Closed raw compact grant and proof credentials.
The raw grant and proof compacts exactly as received.
Fields
	grant - the exact grant compact bytes as received. Redacted by inspect/2.
	proof - the exact proof compact bytes as received. Redacted by inspect/2.


      


      
        Summary


  
    Types
  


    
      
        t()

      


        Raw credentials for the façade's check_envelope/2 (for example BoundedAuthorityProtocol.V1.check_envelope/2).



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %BoundedAuthorityProtocol.V1.Credentials{
  grant: binary(),
  proof: binary()
}


      


Raw credentials for the façade's check_envelope/2 (for example BoundedAuthorityProtocol.V1.check_envelope/2).

  


        

      


  

    
BoundedAuthorityProtocol.V1.DecodedGrant 
    



      
Closed bounded decoded grant with explicitly unevaluated verification.
Returned by BoundedAuthorityProtocol.V1.decode_grant/2 for diagnosis only; it is never a verified value.
Fields
	version - the contract-major, always 1.
	key_id - the issuer key identifier read from the protected kid header: 1 to kid_bytes
(128) bytes of ASCII letters, digits, -, ., _ or ~. An untrusted lookup hint, never a
trust selector.
	issuer - the iss claim: non-empty StringOrURI of at most identifier_bytes (512) UTF-8
bytes, compared byte-for-byte.
	grant_id - the jti claim: non-empty StringOrURI of at most identifier_bytes (512) UTF-8
bytes.
	audiences - the aud claim: a nonempty list of unique StringOrURI values, at most audiences
(64) entries of at most identifier_bytes bytes each.
	issued_at - the iat claim, integer Unix time in seconds.
	not_before - the nbf claim, integer Unix time in seconds.
	expires_at - the exp claim, integer Unix time in seconds; it must be after both issued_at
and not_before (issued_at <= not_before is not required).
	holder_thumbprint - the decoded cnf.jkt: the raw 32-byte RFC 7638 thumbprint of the holder's
public JWK.
	operations - the decoded operations as BoundedAuthorityProtocol.V1.Operation structs, in
grant order.
	verification - always :not_evaluated: no signature, key or expected context was checked.


      


      
        Summary


  
    Types
  


    
      
        t()

      


        An unverified decoded grant.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %BoundedAuthorityProtocol.V1.DecodedGrant{
  audiences: [binary()],
  expires_at: integer(),
  grant_id: binary(),
  holder_thumbprint: binary(),
  issued_at: integer(),
  issuer: binary(),
  key_id: binary(),
  not_before: integer(),
  operations: [BoundedAuthorityProtocol.V1.Operation.t()],
  verification: :not_evaluated,
  version: 1
}


      


An unverified decoded grant.

  


        

      


  

    
BoundedAuthorityProtocol.V1.DecodedProof 
    



      
Closed bounded decoded proof with explicitly unevaluated verification.
Returned by BoundedAuthorityProtocol.V1.decode_proof/2 for diagnosis only; it is never a verified value.
Fields
	version - the contract-major, always 1.
	proof_id - the jti claim: non-empty StringOrURI of at most identifier_bytes (512) UTF-8
bytes.
	method - the htm claim, byte-for-byte as signed.
	target_uri - the htu claim; decode refuses a value that is not already in normal form.
	issued_at - the iat claim, integer Unix time in seconds.
	nonce - the nonce claim, or nil when absent. Redacted by inspect/2.
	invocation_id - the ba_inv claim, a lowercase RFC 4122 UUID.
	operation - the ba_op claim, the operation name.
	grant_hash - the decoded ath claim: the raw 32-byte SHA-256 of the grant compact the proof
names.
	request_hash - the decoded ba_req claim: the raw 32-byte request digest.
	holder_public_key - the holder's raw 32-byte Ed25519 public key, decoded from the header JWK.
	holder_thumbprint - the raw 32-byte RFC 7638 thumbprint of the header JWK.
	verification - always :not_evaluated: no signature, key or expected context was checked.


      


      
        Summary


  
    Types
  


    
      
        t()

      


        An unverified decoded proof.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %BoundedAuthorityProtocol.V1.DecodedProof{
  grant_hash: binary(),
  holder_public_key: binary(),
  holder_thumbprint: binary(),
  invocation_id: binary(),
  issued_at: integer(),
  method: binary(),
  nonce: nil | binary(),
  operation: binary(),
  proof_id: binary(),
  request_hash: binary(),
  target_uri: binary(),
  verification: :not_evaluated,
  version: 1
}


      


An unverified decoded proof.

  


        

      


  

    
BoundedAuthorityProtocol.V1.EncodedAnchoredExport 
    



      
Exact archive chunks, complete digest, and byte count from deterministic framing.
Fields
	chunks - the archive bytes as an ordered nonempty chunk list; their concatenation is the
archive.
	digest - the raw 32-byte SHA-256 of the complete archive bytes; store it in your own records.
	byte_count - the total archive length in bytes, at most archive_bytes.


      


      
        Summary


  
    Types
  


    
      
        t()

      


        A framed anchored export.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %BoundedAuthorityProtocol.V1.EncodedAnchoredExport{
  byte_count: pos_integer(),
  chunks: [binary()],
  digest: binary()
}


      


A framed anchored export.

  


        

      


  

    
BoundedAuthorityProtocol.V1.EncodedConsumptionEntry 
    



      
Exact canonical consumption row bytes and domain-separated row hash.
Fields
	bytes - the exact canonical JCS row bytes, at most chain_row_bytes (4,096).
	hash - the raw 32-byte domain-separated hash of bytes under the contract-major that encoded
it; the next row's previous_hash.


      


      
        Summary


  
    Types
  


    
      
        t()

      


        One encoded consumption-chain row.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %BoundedAuthorityProtocol.V1.EncodedConsumptionEntry{
  bytes: binary(),
  hash: binary()
}


      


One encoded consumption-chain row.

  


        

      


  

    
BoundedAuthorityProtocol.V1.EnvelopeFacts 
    



      
Closed value-bearing, redacted, non-authorizing verified envelope facts.
Fields
	version - the contract-major, always 1.
	issuer - the verified iss claim.
	grant_id - the verified jti claim.
	issuer_key_fingerprint - the raw 32-byte RFC 7638 thumbprint of the trusted issuer public key
the caller supplied.
	holder_thumbprint - the raw 32-byte RFC 7638 thumbprint the grant confirms (cnf.jkt).
	matched_audience - the expected audience, which the grant's aud contains.
	issued_at - the grant iat, integer Unix time in seconds.
	not_before - the grant nbf, integer Unix time in seconds.
	expires_at - the grant exp, integer Unix time in seconds.
	authorization - always :not_evaluated: these facts are never an authorization decision.
	proof_id - the verified proof jti.
	invocation_id - the verified ba_inv; reserve it against replay yourself.
	operation - the verified operation name.
	target_uri - the verified normalized target URI.
	grant_hash - the raw 32-byte SHA-256 of the grant compact the proof is bound to.
	request_hash - the raw 32-byte request digest the proof is bound to.
	proof_issued_at - the proof iat, integer Unix time in seconds.


      


      
        Summary


  
    Types
  


    
      
        t()

      


        Facts from a verified grant and proof.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %BoundedAuthorityProtocol.V1.EnvelopeFacts{
  authorization: :not_evaluated,
  expires_at: integer(),
  grant_hash: binary(),
  grant_id: binary(),
  holder_thumbprint: binary(),
  invocation_id: binary(),
  issued_at: integer(),
  issuer: binary(),
  issuer_key_fingerprint: binary(),
  matched_audience: binary(),
  not_before: integer(),
  operation: binary(),
  proof_id: binary(),
  proof_issued_at: integer(),
  request_hash: binary(),
  target_uri: binary(),
  version: 1
}


      


Facts from a verified grant and proof.

  


        

      


  

    
BoundedAuthorityProtocol.V1.ExpectedAnchor 
    



      
Exact expected context for one historical boundary anchor.
Fields
	anchor_id - the expected anchor identity.
	anchored_at - the expected anchor time, integer Unix time in seconds.
	chain_id - the chain identity: non-empty StringOrURI of at most identifier_bytes (512) UTF-8
bytes.
	sequence - the expected anchored sequence number.
	chain_hash - the expected raw 32-byte chain hash at sequence.
	key_id - the expected signing key identifier.
	key_fingerprint - the expected raw 32-byte RFC 7638 fingerprint of the signing key.
	bounds - a BoundedAuthorityProtocol.V1.Bounds struct or a map of tightening overrides; %{}
means the profile maxima (see BoundedAuthorityProtocol.V1.Bounds.coerce/1).


      


      
        Summary


  
    Types
  


    
      
        t()

      


        Expected context for one boundary anchor.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %BoundedAuthorityProtocol.V1.ExpectedAnchor{
  anchor_id: binary(),
  anchored_at: integer(),
  bounds: BoundedAuthorityProtocol.V1.Bounds.t() | map(),
  chain_hash: binary(),
  chain_id: binary(),
  key_fingerprint: binary(),
  key_id: binary(),
  sequence: non_neg_integer()
}


      


Expected context for one boundary anchor.

  


        

      


  

    
BoundedAuthorityProtocol.V1.ExpectedAnchoredExport 
    



      
Mandatory caller context for atomic anchored-export verification.
Supply every value from your own records, never from the archive being verified.
Fields
	chain - the BoundedAuthorityProtocol.V1.ExpectedChain boundaries of the exported range.
	start_anchor - the BoundedAuthorityProtocol.V1.ExpectedAnchor for the start anchor.
	transitions - the ordered BoundedAuthorityProtocol.V1.ExpectedKeyTransition list.
	end_anchor - the BoundedAuthorityProtocol.V1.ExpectedAnchor for the end anchor.
	digest - the expected raw 32-byte SHA-256 of the complete archive.
	object_version - the expected object-store version string.
	bounds - a BoundedAuthorityProtocol.V1.Bounds struct or a map of tightening overrides; %{}
means the profile maxima (see BoundedAuthorityProtocol.V1.Bounds.coerce/1).


      


      
        Summary


  
    Types
  


    
      
        t()

      


        Expected context for the façade's verify_anchored_export/3 (for example BoundedAuthorityProtocol.V1.verify_anchored_export/3).



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %BoundedAuthorityProtocol.V1.ExpectedAnchoredExport{
  bounds: BoundedAuthorityProtocol.V1.Bounds.t() | map(),
  chain: BoundedAuthorityProtocol.V1.ExpectedChain.t(),
  digest: binary(),
  end_anchor: BoundedAuthorityProtocol.V1.ExpectedAnchor.t(),
  object_version: binary(),
  start_anchor: BoundedAuthorityProtocol.V1.ExpectedAnchor.t(),
  transitions: [BoundedAuthorityProtocol.V1.ExpectedKeyTransition.t()]
}


      


Expected context for the façade's verify_anchored_export/3 (for example BoundedAuthorityProtocol.V1.verify_anchored_export/3).

  


        

      


  

    
BoundedAuthorityProtocol.V1.ExpectedChain 
    



      
Mandatory caller-derived boundaries for one nonempty consumption-chain range.
Supply these from your own records, never from the rows being checked: a consistent chain cannot
by itself show that no row was removed.
Fields
	chain_id - the chain identity: non-empty StringOrURI of at most identifier_bytes (512) UTF-8
bytes.
	first_sequence - the expected sequence number of the first row.
	last_sequence - the expected sequence number of the last row.
	row_count - the expected number of rows.
	previous_hash - the raw 32-byte hash of the row before first_sequence (32 zero bytes when it
is 1).
	last_hash - the raw 32-byte hash of the row at last_sequence (the head).
	bounds - a BoundedAuthorityProtocol.V1.Bounds struct or a map of tightening overrides; %{}
means the profile maxima (see BoundedAuthorityProtocol.V1.Bounds.coerce/1).


      


      
        Summary


  
    Types
  


    
      
        t()

      


        Caller boundaries for the façade's check_chain/2 (for example BoundedAuthorityProtocol.V1.check_chain/2).



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %BoundedAuthorityProtocol.V1.ExpectedChain{
  bounds: BoundedAuthorityProtocol.V1.Bounds.t() | map(),
  chain_id: binary(),
  first_sequence: pos_integer(),
  last_hash: binary(),
  last_sequence: pos_integer(),
  previous_hash: binary(),
  row_count: pos_integer()
}


      


Caller boundaries for the façade's check_chain/2 (for example BoundedAuthorityProtocol.V1.check_chain/2).

  


        

      


  

    
BoundedAuthorityProtocol.V1.ExpectedExport 
    



      
Exact semantic context required before deterministic archive framing.
Fields
	chain - the BoundedAuthorityProtocol.V1.ExpectedChain the rows must satisfy.
	start_anchor - the BoundedAuthorityProtocol.V1.ExpectedAnchor for the start anchor.
	transitions - the ordered BoundedAuthorityProtocol.V1.ExpectedKeyTransition list.
	end_anchor - the BoundedAuthorityProtocol.V1.ExpectedAnchor for the end anchor.
	bounds - a BoundedAuthorityProtocol.V1.Bounds struct or a map of tightening overrides; %{}
means the profile maxima (see BoundedAuthorityProtocol.V1.Bounds.coerce/1).


      


      
        Summary


  
    Types
  


    
      
        t()

      


        Semantic context checked before archive framing.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %BoundedAuthorityProtocol.V1.ExpectedExport{
  bounds: BoundedAuthorityProtocol.V1.Bounds.t() | map(),
  chain: BoundedAuthorityProtocol.V1.ExpectedChain.t(),
  end_anchor: BoundedAuthorityProtocol.V1.ExpectedAnchor.t(),
  start_anchor: BoundedAuthorityProtocol.V1.ExpectedAnchor.t(),
  transitions: [BoundedAuthorityProtocol.V1.ExpectedKeyTransition.t()]
}


      


Semantic context checked before archive framing.

  


        

      


  

    
BoundedAuthorityProtocol.V1.ExpectedGrant 
    



      
Explicit expected context for standalone raw-grant verification.
Fields
	issuer - the expected iss, compared byte-for-byte.
	audience - one audience your service answers to; the grant's aud must contain it.
	evaluation_time - the caller's current time, integer Unix time in seconds; the library reads
no clock.
	clock_skew - the tolerated clock skew in seconds, 0 to clock_skew (60).
	bounds - a BoundedAuthorityProtocol.V1.Bounds struct or a map of tightening overrides; %{}
means the profile maxima (see BoundedAuthorityProtocol.V1.Bounds.coerce/1).


      


      
        Summary


  
    Types
  


    
      
        t()

      


        Expected context for the façade's verify_grant/3 (for example BoundedAuthorityProtocol.V1.verify_grant/3).



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %BoundedAuthorityProtocol.V1.ExpectedGrant{
  audience: binary(),
  bounds: BoundedAuthorityProtocol.V1.Bounds.t() | map(),
  clock_skew: non_neg_integer(),
  evaluation_time: integer(),
  issuer: binary()
}


      


Expected context for the façade's verify_grant/3 (for example BoundedAuthorityProtocol.V1.verify_grant/3).

  


        

      


  

    
BoundedAuthorityProtocol.V1.ExpectedKeyTransition 
    



      
Exact expected context for one authenticated historical-key transition.
Fields
	transition_id - the expected transition identity.
	chain_id - the chain identity: non-empty StringOrURI of at most identifier_bytes (512) UTF-8
bytes.
	effective_at - the expected effective time, integer Unix time in seconds.
	current_key_id - the expected signing key identifier.
	current_key_fingerprint - the expected raw 32-byte RFC 7638 fingerprint of the signing key.
	next_key_id - the expected next key identifier.
	next_key_fingerprint - the expected raw 32-byte RFC 7638 fingerprint of the next key.
	bounds - a BoundedAuthorityProtocol.V1.Bounds struct or a map of tightening overrides; %{}
means the profile maxima (see BoundedAuthorityProtocol.V1.Bounds.coerce/1).


      


      
        Summary


  
    Types
  


    
      
        t()

      


        Expected context for one key transition.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %BoundedAuthorityProtocol.V1.ExpectedKeyTransition{
  bounds: BoundedAuthorityProtocol.V1.Bounds.t() | map(),
  chain_id: binary(),
  current_key_fingerprint: binary(),
  current_key_id: binary(),
  effective_at: integer(),
  next_key_fingerprint: binary(),
  next_key_id: binary(),
  transition_id: binary()
}


      


Expected context for one key transition.

  


        

      


  

    
BoundedAuthorityProtocol.V1.ExpectedRequest 
    



      
Explicit expected context for combined raw-envelope verification.
Every value here comes from the caller's own request handling and records, never from the
credentials being checked. The same struct serves contract-majors 1, 2 and 3 and the
local-loopback HTTP profile (which requires a nonce).
Fields
	trusted_issuer - the BoundedAuthorityProtocol.V1.TrustedIssuer your service already trusts.
	issuer - the expected grant iss, compared byte-for-byte.
	audience - one audience your service answers to; the grant's aud must contain it.
	method - the request method as received, compared byte-for-byte (never case-normalized).
	target_uri - the request target as your server derives it, already in normal form
(BoundedAuthorityProtocol.V1.Uri.normalize/2).
	invocation_id - the lowercase RFC 4122 UUID your service assigned to this invocation.
	operation - the operation name the request performs.
	cast_arguments - the typed arguments your server derived from the request, as a tagged
BoundedAuthorityProtocol.V1.Json.value(); every selector of the operation must accept them.
Redacted by inspect/2.
	evaluation_time - the caller's current time, integer Unix time in seconds; the library reads
no clock.
	clock_skew - the tolerated clock skew in seconds, 0 to clock_skew (60).
	proof_max_age - the maximum proof age in seconds, 1 to proof_max_age (300).
	nonce - :not_required (the proof must carry no nonce) or {:required, nonce} (the proof
must carry exactly nonce). The nonce is redacted by inspect/2.
	bounds - a BoundedAuthorityProtocol.V1.Bounds struct or a map of tightening overrides; %{}
means the profile maxima (see BoundedAuthorityProtocol.V1.Bounds.coerce/1).


      


      
        Summary


  
    Types
  


    
      
        t()

      


        Expected context for the façade's check_envelope/2 (for example BoundedAuthorityProtocol.V1.check_envelope/2).



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %BoundedAuthorityProtocol.V1.ExpectedRequest{
  audience: binary(),
  bounds: BoundedAuthorityProtocol.V1.Bounds.t() | map(),
  cast_arguments: BoundedAuthorityProtocol.V1.Json.value(),
  clock_skew: non_neg_integer(),
  evaluation_time: integer(),
  invocation_id: binary(),
  issuer: binary(),
  method: binary(),
  nonce: :not_required | {:required, binary()},
  operation: binary(),
  proof_max_age: pos_integer(),
  target_uri: binary(),
  trusted_issuer: BoundedAuthorityProtocol.V1.TrustedIssuer.t()
}


      


Expected context for the façade's check_envelope/2 (for example BoundedAuthorityProtocol.V1.check_envelope/2).

  


        

      


  

    
BoundedAuthorityProtocol.V1.Grant 
    



      
Closed deterministic grant producer input.
Fields
	key_id - the issuer key identifier written to the protected kid header: 1 to kid_bytes
(128) bytes of ASCII letters, digits, -, ., _ or ~. An untrusted lookup hint, never a
trust selector.
	issuer - the iss claim: non-empty StringOrURI of at most identifier_bytes (512) UTF-8
bytes, compared byte-for-byte.
	grant_id - the jti claim: non-empty StringOrURI of at most identifier_bytes (512) UTF-8
bytes.
	audiences - the aud claim: a nonempty list of unique StringOrURI values, at most audiences
(64) entries of at most identifier_bytes bytes each.
	issued_at - the iat claim, integer Unix time in seconds.
	not_before - the nbf claim, integer Unix time in seconds.
	expires_at - the exp claim, integer Unix time in seconds; it must be after both issued_at
and not_before (issued_at <= not_before is not required).
	holder_thumbprint - the holder confirmation (cnf.jkt) as the raw 32-byte RFC 7638 SHA-256
thumbprint of the holder's public JWK, not base64url; compute it with
BoundedAuthorityProtocol.V1.Jwk.public_key_thumbprint_raw/2.
	operations - a nonempty list of at most operations (64)
BoundedAuthorityProtocol.V1.Operation structs with unique names.


      


      
        Summary


  
    Types
  


    
      
        t()

      


        Producer input for BoundedAuthorityProtocol.V1.grant_signing_input/2.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %BoundedAuthorityProtocol.V1.Grant{
  audiences: [binary()],
  expires_at: integer(),
  grant_id: binary(),
  holder_thumbprint: binary(),
  issued_at: integer(),
  issuer: binary(),
  key_id: binary(),
  not_before: integer(),
  operations: [BoundedAuthorityProtocol.V1.Operation.t()]
}


      


Producer input for BoundedAuthorityProtocol.V1.grant_signing_input/2.

  


        

      


  

    
BoundedAuthorityProtocol.V1.GrantFacts 
    



      
Closed value-bearing, redacted, non-authorizing verified grant facts.
Fields
	version - the contract-major, always 1.
	issuer - the verified iss claim.
	grant_id - the verified jti claim.
	issuer_key_fingerprint - the raw 32-byte RFC 7638 thumbprint of the trusted issuer public key
the caller supplied.
	holder_thumbprint - the raw 32-byte RFC 7638 thumbprint the grant confirms (cnf.jkt).
	matched_audience - the expected audience, which the grant's aud contains.
	issued_at - the grant iat, integer Unix time in seconds.
	not_before - the grant nbf, integer Unix time in seconds.
	expires_at - the grant exp, integer Unix time in seconds.
	authorization - always :not_evaluated: these facts are never an authorization decision.


      


      
        Summary


  
    Types
  


    
      
        t()

      


        Facts from a verified grant.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %BoundedAuthorityProtocol.V1.GrantFacts{
  authorization: :not_evaluated,
  expires_at: integer(),
  grant_id: binary(),
  holder_thumbprint: binary(),
  issued_at: integer(),
  issuer: binary(),
  issuer_key_fingerprint: binary(),
  matched_audience: binary(),
  not_before: integer(),
  version: 1
}


      


Facts from a verified grant.

  


        

      


  

    
BoundedAuthorityProtocol.V1.HistoricalKeyChain 
    



      
Ordered nonempty caller-supplied historical public-key chain.
Fields
	keys - a nonempty ordered list of BoundedAuthorityProtocol.V1.HistoricalPublicKey structs:
the start anchor's key first, then one key per transition, in order (at most key_transitions
(256) transitions).


      


      
        Summary


  
    Types
  


    
      
        t()

      


        The ordered key history for an anchored export.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %BoundedAuthorityProtocol.V1.HistoricalKeyChain{
  keys: [BoundedAuthorityProtocol.V1.HistoricalPublicKey.t()]
}


      


The ordered key history for an anchored export.

  


        

      


  

    
BoundedAuthorityProtocol.V1.HistoricalPublicKey 
    



      
One exact caller-supplied historical public key and validity window.
Fields
	key_id - the key identifier: 1 to kid_bytes (128) bytes of ASCII letters, digits, -, .,
_ or ~.
	public_key - the raw public key in the suite's fixed width: 32-byte Ed25519 under
contract-majors 1 and 2, the 65-byte uncompressed SEC1 P-256 point 0x04 || x || y under
contract-major 3.
	valid_from - the inclusive start of the window, integer Unix time in seconds.
	valid_before - the exclusive end of the window, integer Unix time in seconds, or :unbounded.


      


      
        Summary


  
    Types
  


    
      
        t()

      


        One historical public key and its validity window.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %BoundedAuthorityProtocol.V1.HistoricalPublicKey{
  key_id: binary(),
  public_key: binary(),
  valid_before: integer() | :unbounded,
  valid_from: integer()
}


      


One historical public key and its validity window.

  


        

      


  

    
BoundedAuthorityProtocol.V1.KeyLocator 
    



      
An untrusted key identifier hint.
This value carries no authorization or trust decision.
Fields
	kid - the grant header's kid: 1 to kid_bytes (128) bytes of ASCII letters, digits, -,
., _ or ~.
	trust - always :not_evaluated.


      


      
        Summary


  
    Types
  


    
      
        t()

      


        An untrusted kid hint.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %BoundedAuthorityProtocol.V1.KeyLocator{
  kid: binary(),
  trust: :not_evaluated
}


      


An untrusted kid hint.

  


        

      


  

    
BoundedAuthorityProtocol.V1.KeyTransition 
    



      
Closed deterministic historical-key transition signing input.
Fields
	transition_id - the transition identity: non-empty StringOrURI of at most identifier_bytes
(512) UTF-8 bytes.
	chain_id - the chain identity: non-empty StringOrURI of at most identifier_bytes (512) UTF-8
bytes.
	effective_at - when the next key takes over, integer Unix time in seconds; it must lie inside
both keys' validity windows.
	current_key_id - the identifier of the signing (current) key: 1 to kid_bytes (128) bytes of
ASCII letters, digits, -, ., _ or ~.
	current_public_key - the current key's raw public key in the suite's fixed width: 32-byte
Ed25519 under contract-majors 1 and 2, the 65-byte uncompressed SEC1 P-256 point 0x04 || x || y under contract-major 3; it signs the transition.
	next_key_id - the identifier of the next key: 1 to kid_bytes (128) bytes of ASCII letters,
digits, -, ., _ or ~; it may equal current_key_id.
	next_public_key - the next key, in the same width; it must differ from current_public_key.


      


      
        Summary


  
    Types
  


    
      
        t()

      


        Producer input for one historical-key transition.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %BoundedAuthorityProtocol.V1.KeyTransition{
  chain_id: binary(),
  current_key_id: binary(),
  current_public_key: binary(),
  effective_at: integer(),
  next_key_id: binary(),
  next_public_key: binary(),
  transition_id: binary()
}


      


Producer input for one historical-key transition.

  


        

      


  

    
BoundedAuthorityProtocol.V1.KeyTransitionFacts 
    



      
Closed redacted non-authorizing authenticated key-transition facts.
Fields
	version - the contract-major, always 1.
	transition_id - the verified transition identity.
	effective_at - the verified effective time, integer Unix time in seconds.
	chain_id - the verified chain identity.
	current_key_fingerprint - the raw 32-byte RFC 7638 fingerprint of the key that signed the
transition.
	next_key_fingerprint - the raw 32-byte RFC 7638 fingerprint of the key it authenticates.
	verification - always :authenticated_transition.
	trust - always :not_evaluated.


      


      
        Summary


  
    Types
  


    
      
        t()

      


        Facts from a verified key transition.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %BoundedAuthorityProtocol.V1.KeyTransitionFacts{
  chain_id: binary(),
  current_key_fingerprint: binary(),
  effective_at: integer(),
  next_key_fingerprint: binary(),
  transition_id: binary(),
  trust: :not_evaluated,
  verification: :authenticated_transition,
  version: 1
}


      


Facts from a verified key transition.

  


        

      


  

    
BoundedAuthorityProtocol.V1.Operation 
    



      
Closed producer input for one named operation and its ordered selectors.
Fields
	name - the operation name: 1 to operation_bytes (128) printable ASCII bytes, unique within
the grant.
	selectors - an ordered nonempty list of at most selectors (64)
BoundedAuthorityProtocol.V1.Selector terms (kinds :all, equals and one_of), applied
conjunctively to the request's typed arguments.


      


      
        Summary


  
    Types
  


    
      
        t()

      


        One named operation and its selectors.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %BoundedAuthorityProtocol.V1.Operation{
  name: binary(),
  selectors: [BoundedAuthorityProtocol.V1.Selector.t()]
}


      


One named operation and its selectors.

  


        

      


  

    
BoundedAuthorityProtocol.V1.Proof 
    



      
Closed deterministic holder-proof producer input.
Fields
	holder_public_key - the holder's raw 32-byte Ed25519 public key, embedded in the proof header
as a public JWK; it must pass BoundedAuthorityProtocol.Ed25519.acceptable_public_key?/1 and
match the grant's holder_thumbprint.
	proof_id - the jti claim: non-empty StringOrURI of at most identifier_bytes (512) UTF-8
bytes.
	method - the htm claim: a 1 to method_bytes (32) byte RFC 9110 method token, compared
byte-for-byte and never case-normalized ("POST" and "post" differ).
	target_uri - the htu claim: the HTTPS target URI already in normal form
(BoundedAuthorityProtocol.V1.Uri.normalize/2), at most uri_bytes (8,192) bytes; a value that
is not already normalized is refused.
	issued_at - the iat claim, integer Unix time in seconds.
	nonce - nil for no nonce, or a non-empty UTF-8 string of at most nonce_bytes (512) bytes.
Redacted by inspect/2.
	invocation_id - the ba_inv claim: a lowercase RFC 4122 UUID naming this one invocation;
reserving it against replay stays with the caller.
	operation - the ba_op claim: the operation name, 1 to operation_bytes (128) printable
ASCII bytes; it must name an operation of the grant.
	grant_compact - the exact grant compact the proof is bound to; the proof carries the SHA-256
of these bytes (ath). Redacted by inspect/2.
	cast_arguments - the typed request arguments as a tagged
BoundedAuthorityProtocol.V1.Json.value() (for example {:object, [{"amount", {:integer, 5}}]}); the proof binds their request digest (ba_req). Redacted by inspect/2.


      


      
        Summary


  
    Types
  


    
      
        t()

      


        Producer input for BoundedAuthorityProtocol.V1.proof_signing_input/2.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %BoundedAuthorityProtocol.V1.Proof{
  cast_arguments: BoundedAuthorityProtocol.V1.Json.value(),
  grant_compact: binary(),
  holder_public_key: binary(),
  invocation_id: binary(),
  issued_at: integer(),
  method: binary(),
  nonce: nil | binary(),
  operation: binary(),
  proof_id: binary(),
  target_uri: binary()
}


      


Producer input for BoundedAuthorityProtocol.V1.proof_signing_input/2.

  


        

      


  

    
BoundedAuthorityProtocol.V1.Selector 
    



      
Closed selector type used by BoundedAuthorityProtocol.V1.Operation.
Selector enforcement is performed through the verification façade.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() ::
  :all
  | {:equals, [binary()], BoundedAuthorityProtocol.V1.Json.value()}
  | {:one_of, [binary()], [BoundedAuthorityProtocol.V1.Json.value()]}


      



  


        

      


  

    
BoundedAuthorityProtocol.V1.SigningInput 
    



      
Closed deterministic standard-JWS signing input.
Sign message with the matching private key outside this library, then pass the signing input and
the raw signature to the major's assemble_compact/3 (for example BoundedAuthorityProtocol.V1.assemble_compact/3).
Fields
	kind - which compact this input builds (:grant, :proof, :local_loopback_http_proof,
:boundary_anchor, :key_transition, :role_attestation or :content_assertion).
	protected_segment - the base64url-encoded JCS protected header. Redacted by inspect/2.
	payload_segment - the base64url-encoded JCS payload. Redacted by inspect/2.
	message - the exact RFC 7515 signing input protected_segment <> "." <> payload_segment.
Redacted by inspect/2.


      


      
        Summary


  
    Types
  


    
      
        t()

      


        The exact bytes a signer signs.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %BoundedAuthorityProtocol.V1.SigningInput{
  kind:
    :grant
    | :proof
    | :local_loopback_http_proof
    | :boundary_anchor
    | :key_transition
    | :role_attestation
    | :content_assertion,
  message: binary(),
  payload_segment: binary(),
  protected_segment: binary()
}


      


The exact bytes a signer signs.

  


        

      


  

    
BoundedAuthorityProtocol.V1.TrustedIssuer 
    



      
Caller-supplied already-trusted issuer key context.
The library never discovers or selects keys: the caller supplies the one key it trusts.
Fields
	key_id - the exact kid the grant header must carry: 1 to kid_bytes (128) bytes of ASCII
letters, digits, -, ., _ or ~.
	public_key - the issuer's raw public key in the suite's fixed width: 32-byte Ed25519 under
contract-majors 1 and 2, the 65-byte uncompressed SEC1 P-256 point 0x04 || x || y under
contract-major 3.


      


      
        Summary


  
    Types
  


    
      
        t()

      


        An already-trusted issuer key.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %BoundedAuthorityProtocol.V1.TrustedIssuer{
  key_id: binary(),
  public_key: binary()
}


      


An already-trusted issuer key.

  


        

      


  

    
BoundedAuthorityProtocol.V2 
    



      
Explicit entry point for the v2 wire profile (contract-major 2, the
BAP2-Ed25519-SHA256 suite).
The v2 profile is byte-distinct from v1: grant and proof payloads carry v: 2,
domain separators are BAP2-*, and the selector algebra admits the two
inclusive range kinds lte/gte (spec/bap-v2.md § 4).
Each major verifies under its own complete closed profile; the v1 façade
rejects v2 bytes and this façade rejects v1 bytes.
Every function here has the contract documented on its BoundedAuthorityProtocol.V1
namespace counterpart (same arguments, same {:ok, value} or exactly {:error, :invalid}
results, same redacted facts), applied to this profile. The struct types are shared, except
Grant, Operation, Proof, Selector, DecodedGrant, DecodedProof, and the facts,
which have their own modules under this namespace.

      


      
        Summary


  
    Producers
  


    
      
        assemble_compact(signing_input, signature)

      


        Assembles a validated signing input and raw Ed25519 signature at profile maxima.



    


    
      
        assemble_compact(signing_input, signature, limits)

      


        Assembles a validated signing input and raw Ed25519 signature under caller bounds.



    


    
      
        boundary_anchor_signing_input(anchor, limits)

      


        Builds the deterministic standard-JWS boundary-anchor signing input.



    


    
      
        encode_anchored_export(input, expected)

      


        Frames an exact deterministic anchored export after semantic validation.



    


    
      
        encode_consumption_entry(entry, limits)

      


        Encodes one exact canonical consumption-chain row.



    


    
      
        grant_signing_input(grant, limits)

      


        Builds the deterministic standard-JWS grant signing input.



    


    
      
        key_transition_signing_input(transition, limits)

      


        Builds the deterministic standard-JWS historical-key-transition signing input.



    


    
      
        proof_signing_input(proof, limits)

      


        Builds the deterministic standard-JWS holder-proof signing input.



    


    
      
        request_digest(operation, cast_arguments, limits)

      


        Returns the canonical type-preserving request digest.



    





  
    Decoders
  


    
      
        decode_grant(compact, limits)

      


        Boundedly decodes a raw compact grant without evaluating trust.



    


    
      
        decode_proof(compact, limits)

      


        Boundedly decodes a raw compact proof without evaluating trust.



    


    
      
        untrusted_key_locator(compact, limits \\ %{})

      


        Parses only the protected grant header and returns its untrusted kid hint.



    





  
    Verifiers
  


    
      
        check_chain(input, expected)

      


        Checks a raw nonempty consumption-chain range against mandatory caller boundaries.



    


    
      
        check_envelope(credentials, expected_request)

      


        Verifies a raw grant-and-proof envelope against server-derived expected context.



    


    
      
        verify_anchored_export(archived, key_chain, expected)

      


        Atomically verifies one raw anchored export against caller boundaries and key history.



    


    
      
        verify_grant(compact, trusted_issuer, expected_grant)

      


        Verifies one raw compact grant against caller-supplied trust and expected context.



    


    
      
        verify_historical_anchor(compact, key, expected_anchor)

      


        Verifies one raw compact boundary anchor against one exact historical public key.



    


    
      
        verify_key_transition(compact, current_key, next_key, expected)

      


        Verifies one raw compact authenticated historical-key transition.



    





      


      
        Producers


        


  
    
      
    
    
      assemble_compact(signing_input, signature)



        
          
        

    

  


  

      

          @spec assemble_compact(BoundedAuthorityProtocol.V1.SigningInput.t(), binary()) ::
  {:ok, binary()} | {:error, :invalid}


      


Assembles a validated signing input and raw Ed25519 signature at profile maxima.

  



  
    
      
    
    
      assemble_compact(signing_input, signature, limits)



        
          
        

    

  


  

      

          @spec assemble_compact(
  BoundedAuthorityProtocol.V1.SigningInput.t(),
  binary(),
  BoundedAuthorityProtocol.V1.Bounds.t() | map()
) :: {:ok, binary()} | {:error, :invalid}


      


Assembles a validated signing input and raw Ed25519 signature under caller bounds.
Since 0.9.0, assembly also refuses, with {:error, :invalid}, a
signature that no conforming signer emits: an Ed25519 signature whose S is not below the group
order or whose R is non-canonical or of small order (erratum 3). It never rewrites the
signature bytes it accepts.

  



  
    
      
    
    
      boundary_anchor_signing_input(anchor, limits)



        
          
        

    

  


  

      

          @spec boundary_anchor_signing_input(
  BoundedAuthorityProtocol.V1.BoundaryAnchor.t(),
  BoundedAuthorityProtocol.V1.Bounds.t() | map()
) :: {:ok, BoundedAuthorityProtocol.V1.SigningInput.t()} | {:error, :invalid}


      


Builds the deterministic standard-JWS boundary-anchor signing input.

  



  
    
      
    
    
      encode_anchored_export(input, expected)



        
          
        

    

  


  

      

          @spec encode_anchored_export(
  BoundedAuthorityProtocol.V1.AnchoredExportInput.t(),
  BoundedAuthorityProtocol.V1.ExpectedExport.t()
) ::
  {:ok, BoundedAuthorityProtocol.V1.EncodedAnchoredExport.t()}
  | {:error, :invalid}


      


Frames an exact deterministic anchored export after semantic validation.
Since 0.9.0, encoding also refuses, with {:error, :invalid}, a
signature that no conforming signer emits: an Ed25519 signature whose S is not below the group
order or whose R is non-canonical or of small order (erratum 3). It never rewrites the
signature bytes it accepts.

  



  
    
      
    
    
      encode_consumption_entry(entry, limits)



        
          
        

    

  


  

      

          @spec encode_consumption_entry(
  BoundedAuthorityProtocol.V1.ConsumptionEntry.t(),
  BoundedAuthorityProtocol.V1.Bounds.t() | map()
) ::
  {:ok, BoundedAuthorityProtocol.V1.EncodedConsumptionEntry.t()}
  | {:error, :invalid}


      


Encodes one exact canonical consumption-chain row.

  



  
    
      
    
    
      grant_signing_input(grant, limits)



        
          
        

    

  


  

      

          @spec grant_signing_input(
  BoundedAuthorityProtocol.V2.Grant.t(),
  BoundedAuthorityProtocol.V1.Bounds.t() | map()
) :: {:ok, BoundedAuthorityProtocol.V1.SigningInput.t()} | {:error, :invalid}


      


Builds the deterministic standard-JWS grant signing input.

  



  
    
      
    
    
      key_transition_signing_input(transition, limits)



        
          
        

    

  


  

      

          @spec key_transition_signing_input(
  BoundedAuthorityProtocol.V1.KeyTransition.t(),
  BoundedAuthorityProtocol.V1.Bounds.t() | map()
) :: {:ok, BoundedAuthorityProtocol.V1.SigningInput.t()} | {:error, :invalid}


      


Builds the deterministic standard-JWS historical-key-transition signing input.

  



  
    
      
    
    
      proof_signing_input(proof, limits)



        
          
        

    

  


  

      

          @spec proof_signing_input(
  BoundedAuthorityProtocol.V2.Proof.t(),
  BoundedAuthorityProtocol.V1.Bounds.t() | map()
) :: {:ok, BoundedAuthorityProtocol.V1.SigningInput.t()} | {:error, :invalid}


      


Builds the deterministic standard-JWS holder-proof signing input.

  



  
    
      
    
    
      request_digest(operation, cast_arguments, limits)



        
          
        

    

  


  

      

          @spec request_digest(
  binary(),
  BoundedAuthorityProtocol.V1.Json.value(),
  BoundedAuthorityProtocol.V1.Bounds.t() | map()
) :: {:ok, binary()} | {:error, :invalid}


      


Returns the canonical type-preserving request digest.

  


        

      

      
        Decoders


        


  
    
      
    
    
      decode_grant(compact, limits)



        
          
        

    

  


  

      

          @spec decode_grant(binary(), BoundedAuthorityProtocol.V1.Bounds.t() | map()) ::
  {:ok, BoundedAuthorityProtocol.V2.DecodedGrant.t()} | {:error, :invalid}


      


Boundedly decodes a raw compact grant without evaluating trust.

  



  
    
      
    
    
      decode_proof(compact, limits)



        
          
        

    

  


  

      

          @spec decode_proof(binary(), BoundedAuthorityProtocol.V1.Bounds.t() | map()) ::
  {:ok, BoundedAuthorityProtocol.V2.DecodedProof.t()} | {:error, :invalid}


      


Boundedly decodes a raw compact proof without evaluating trust.

  



    

  
    
      
    
    
      untrusted_key_locator(compact, limits \\ %{})



        
          
        

    

  


  

      

          @spec untrusted_key_locator(binary(), BoundedAuthorityProtocol.V1.Bounds.t() | map()) ::
  {:ok, BoundedAuthorityProtocol.V1.KeyLocator.t()} | {:error, :invalid}


      


Parses only the protected grant header and returns its untrusted kid hint.
The complete compact input is bounded. Payload and signature segments are not decoded,
interpreted, or independently size-checked. The header walk is major-neutral (it inspects
alg/typ/kid only), so it delegates to the shared v1 implementation.

  


        

      

      
        Verifiers


        


  
    
      
    
    
      check_chain(input, expected)



        
          
        

    

  


  

      

          @spec check_chain(
  BoundedAuthorityProtocol.V1.ChainInput.t(),
  BoundedAuthorityProtocol.V1.ExpectedChain.t()
) :: {:ok, BoundedAuthorityProtocol.V2.ChainFacts.t()} | {:error, :invalid}


      


Checks a raw nonempty consumption-chain range against mandatory caller boundaries.

  



  
    
      
    
    
      check_envelope(credentials, expected_request)



        
          
        

    

  


  

      

          @spec check_envelope(
  BoundedAuthorityProtocol.V1.Credentials.t(),
  BoundedAuthorityProtocol.V1.ExpectedRequest.t()
) :: {:ok, BoundedAuthorityProtocol.V2.EnvelopeFacts.t()} | {:error, :invalid}


      


Verifies a raw grant-and-proof envelope against server-derived expected context.

  



  
    
      
    
    
      verify_anchored_export(archived, key_chain, expected)



        
          
        

    

  


  

      

          @spec verify_anchored_export(
  BoundedAuthorityProtocol.V1.ArchivedObject.t(),
  BoundedAuthorityProtocol.V1.HistoricalKeyChain.t(),
  BoundedAuthorityProtocol.V1.ExpectedAnchoredExport.t()
) ::
  {:ok, BoundedAuthorityProtocol.V2.AnchoredExportFacts.t()}
  | {:error, :invalid}


      


Atomically verifies one raw anchored export against caller boundaries and key history.

  



  
    
      
    
    
      verify_grant(compact, trusted_issuer, expected_grant)



        
          
        

    

  


  

      

          @spec verify_grant(
  binary(),
  BoundedAuthorityProtocol.V1.TrustedIssuer.t(),
  BoundedAuthorityProtocol.V1.ExpectedGrant.t()
) :: {:ok, BoundedAuthorityProtocol.V2.GrantFacts.t()} | {:error, :invalid}


      


Verifies one raw compact grant against caller-supplied trust and expected context.

  



  
    
      
    
    
      verify_historical_anchor(compact, key, expected_anchor)



        
          
        

    

  


  

      

          @spec verify_historical_anchor(
  binary(),
  BoundedAuthorityProtocol.V1.HistoricalPublicKey.t(),
  BoundedAuthorityProtocol.V1.ExpectedAnchor.t()
) :: {:ok, BoundedAuthorityProtocol.V2.AnchorFacts.t()} | {:error, :invalid}


      


Verifies one raw compact boundary anchor against one exact historical public key.

  



  
    
      
    
    
      verify_key_transition(compact, current_key, next_key, expected)



        
          
        

    

  


  

      

          @spec verify_key_transition(
  binary(),
  BoundedAuthorityProtocol.V1.HistoricalPublicKey.t(),
  BoundedAuthorityProtocol.V1.HistoricalPublicKey.t(),
  BoundedAuthorityProtocol.V1.ExpectedKeyTransition.t()
) ::
  {:ok, BoundedAuthorityProtocol.V2.KeyTransitionFacts.t()} | {:error, :invalid}


      


Verifies one raw compact authenticated historical-key transition.

  


        

      


  

    
BoundedAuthorityProtocol.V2.AnchorFacts 
    



      
Closed redacted non-authorizing historical-anchor facts.
Fields
	version - the contract-major, always 2.
	anchor_id - the verified anchor identity.
	anchored_at - the verified anchor time, integer Unix time in seconds.
	chain_id - the verified chain identity.
	sequence - the anchored sequence number (0 anchors an empty chain).
	chain_hash - the raw 32-byte chain hash at sequence.
	key_fingerprint - the raw 32-byte RFC 7638 fingerprint of the signing key.
	verification - always :signature_and_window: the signature verified and anchored_at lies
inside the key's validity window.
	trust - always :not_evaluated.


      


      
        Summary


  
    Types
  


    
      
        t()

      


        Facts from a verified boundary anchor.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %BoundedAuthorityProtocol.V2.AnchorFacts{
  anchor_id: binary(),
  anchored_at: integer(),
  chain_hash: binary(),
  chain_id: binary(),
  key_fingerprint: binary(),
  sequence: non_neg_integer(),
  trust: :not_evaluated,
  verification: :signature_and_window,
  version: 2
}


      


Facts from a verified boundary anchor.

  


        

      


  

    
BoundedAuthorityProtocol.V2.AnchoredExportFacts 
    



      
Closed redacted non-authorizing atomic anchored-export facts.
Fields
	version - the contract-major, always 2.
	chain_id - the verified chain identity.
	first_sequence - the first exported sequence number.
	last_sequence - the last exported sequence number.
	row_count - the number of exported rows.
	previous_hash - the raw 32-byte hash that preceded the first row.
	last_hash - the raw 32-byte hash of the last row.
	digest - the raw 32-byte SHA-256 of the complete archive bytes.
	start_anchor_id - the start anchor's identity.
	start_anchored_at - the start anchor's time, integer Unix time in seconds.
	start_key_fingerprint - the raw 32-byte fingerprint of the key that signed the start anchor.
	end_anchor_id - the end anchor's identity.
	end_anchored_at - the end anchor's time, integer Unix time in seconds.
	end_key_fingerprint - the raw 32-byte fingerprint of the key that signed the end anchor.
	transition_count - the number of authenticated key transitions in the archive.
	verification - always :anchored_export.
	trust - always :not_evaluated.
	authorization - always :not_evaluated.


      


      
        Summary


  
    Types
  


    
      
        t()

      


        Facts from a verified anchored export.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %BoundedAuthorityProtocol.V2.AnchoredExportFacts{
  authorization: :not_evaluated,
  chain_id: binary(),
  digest: binary(),
  end_anchor_id: binary(),
  end_anchored_at: integer(),
  end_key_fingerprint: binary(),
  first_sequence: pos_integer(),
  last_hash: binary(),
  last_sequence: pos_integer(),
  previous_hash: binary(),
  row_count: pos_integer(),
  start_anchor_id: binary(),
  start_anchored_at: integer(),
  start_key_fingerprint: binary(),
  transition_count: non_neg_integer(),
  trust: :not_evaluated,
  verification: :anchored_export,
  version: 2
}


      


Facts from a verified anchored export.

  


        

      


  

    
BoundedAuthorityProtocol.V2.ChainFacts 
    



      
Closed redacted non-authorizing consumption-chain facts.
Fields
	version - the contract-major, always 2.
	chain_id - the verified chain identity.
	first_sequence - the sequence number of the first row checked.
	last_sequence - the sequence number of the last row checked.
	row_count - the number of rows checked.
	previous_hash - the raw 32-byte hash that preceded the first row.
	last_hash - the raw 32-byte hash of the last row (the head).
	verification - always :boundary_consistent: the rows are consistent with the caller's
boundaries.
	trust - always :not_evaluated.


      


      
        Summary


  
    Types
  


    
      
        t()

      


        Facts from a consistent consumption-chain range.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %BoundedAuthorityProtocol.V2.ChainFacts{
  chain_id: binary(),
  first_sequence: pos_integer(),
  last_hash: binary(),
  last_sequence: pos_integer(),
  previous_hash: binary(),
  row_count: pos_integer(),
  trust: :not_evaluated,
  verification: :boundary_consistent,
  version: 2
}


      


Facts from a consistent consumption-chain range.

  


        

      


  

    
BoundedAuthorityProtocol.V2.DecodedGrant 
    



      
Closed bounded decoded grant with explicitly unevaluated verification.
Returned by BoundedAuthorityProtocol.V2.decode_grant/2 for diagnosis only; it is never a verified value.
Fields
	version - the contract-major, always 2.
	key_id - the issuer key identifier read from the protected kid header: 1 to kid_bytes
(128) bytes of ASCII letters, digits, -, ., _ or ~. An untrusted lookup hint, never a
trust selector.
	issuer - the iss claim: non-empty StringOrURI of at most identifier_bytes (512) UTF-8
bytes, compared byte-for-byte.
	grant_id - the jti claim: non-empty StringOrURI of at most identifier_bytes (512) UTF-8
bytes.
	audiences - the aud claim: a nonempty list of unique StringOrURI values, at most audiences
(64) entries of at most identifier_bytes bytes each.
	issued_at - the iat claim, integer Unix time in seconds.
	not_before - the nbf claim, integer Unix time in seconds.
	expires_at - the exp claim, integer Unix time in seconds; it must be after both issued_at
and not_before (issued_at <= not_before is not required).
	holder_thumbprint - the decoded cnf.jkt: the raw 32-byte RFC 7638 thumbprint of the holder's
public JWK.
	operations - the decoded operations as BoundedAuthorityProtocol.V2.Operation structs, in
grant order.
	verification - always :not_evaluated: no signature, key or expected context was checked.


      


      
        Summary


  
    Types
  


    
      
        t()

      


        An unverified decoded grant.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %BoundedAuthorityProtocol.V2.DecodedGrant{
  audiences: [binary()],
  expires_at: integer(),
  grant_id: binary(),
  holder_thumbprint: binary(),
  issued_at: integer(),
  issuer: binary(),
  key_id: binary(),
  not_before: integer(),
  operations: [BoundedAuthorityProtocol.V2.Operation.t()],
  verification: :not_evaluated,
  version: 2
}


      


An unverified decoded grant.

  


        

      


  

    
BoundedAuthorityProtocol.V2.DecodedProof 
    



      
Closed bounded decoded proof with explicitly unevaluated verification.
Returned by BoundedAuthorityProtocol.V2.decode_proof/2 for diagnosis only; it is never a verified value.
Fields
	version - the contract-major, always 2.
	proof_id - the jti claim: non-empty StringOrURI of at most identifier_bytes (512) UTF-8
bytes.
	method - the htm claim, byte-for-byte as signed.
	target_uri - the htu claim; decode refuses a value that is not already in normal form.
	issued_at - the iat claim, integer Unix time in seconds.
	nonce - the nonce claim, or nil when absent. Redacted by inspect/2.
	invocation_id - the ba_inv claim, a lowercase RFC 4122 UUID.
	operation - the ba_op claim, the operation name.
	grant_hash - the decoded ath claim: the raw 32-byte SHA-256 of the grant compact the proof
names.
	request_hash - the decoded ba_req claim: the raw 32-byte request digest.
	holder_public_key - the holder's raw 32-byte Ed25519 public key, decoded from the header JWK.
	holder_thumbprint - the raw 32-byte RFC 7638 thumbprint of the header JWK.
	verification - always :not_evaluated: no signature, key or expected context was checked.


      


      
        Summary


  
    Types
  


    
      
        t()

      


        An unverified decoded proof.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %BoundedAuthorityProtocol.V2.DecodedProof{
  grant_hash: binary(),
  holder_public_key: binary(),
  holder_thumbprint: binary(),
  invocation_id: binary(),
  issued_at: integer(),
  method: binary(),
  nonce: nil | binary(),
  operation: binary(),
  proof_id: binary(),
  request_hash: binary(),
  target_uri: binary(),
  verification: :not_evaluated,
  version: 2
}


      


An unverified decoded proof.

  


        

      


  

    
BoundedAuthorityProtocol.V2.EnvelopeFacts 
    



      
Closed value-bearing, redacted, non-authorizing verified envelope facts.
Fields
	version - the contract-major, always 2.
	issuer - the verified iss claim.
	grant_id - the verified jti claim.
	issuer_key_fingerprint - the raw 32-byte RFC 7638 thumbprint of the trusted issuer public key
the caller supplied.
	holder_thumbprint - the raw 32-byte RFC 7638 thumbprint the grant confirms (cnf.jkt).
	matched_audience - the expected audience, which the grant's aud contains.
	issued_at - the grant iat, integer Unix time in seconds.
	not_before - the grant nbf, integer Unix time in seconds.
	expires_at - the grant exp, integer Unix time in seconds.
	authorization - always :not_evaluated: these facts are never an authorization decision.
	proof_id - the verified proof jti.
	invocation_id - the verified ba_inv; reserve it against replay yourself.
	operation - the verified operation name.
	target_uri - the verified normalized target URI.
	grant_hash - the raw 32-byte SHA-256 of the grant compact the proof is bound to.
	request_hash - the raw 32-byte request digest the proof is bound to.
	proof_issued_at - the proof iat, integer Unix time in seconds.


      


      
        Summary


  
    Types
  


    
      
        t()

      


        Facts from a verified grant and proof.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %BoundedAuthorityProtocol.V2.EnvelopeFacts{
  authorization: :not_evaluated,
  expires_at: integer(),
  grant_hash: binary(),
  grant_id: binary(),
  holder_thumbprint: binary(),
  invocation_id: binary(),
  issued_at: integer(),
  issuer: binary(),
  issuer_key_fingerprint: binary(),
  matched_audience: binary(),
  not_before: integer(),
  operation: binary(),
  proof_id: binary(),
  proof_issued_at: integer(),
  request_hash: binary(),
  target_uri: binary(),
  version: 2
}


      


Facts from a verified grant and proof.

  


        

      


  

    
BoundedAuthorityProtocol.V2.Grant 
    



      
Closed deterministic grant producer input.
Fields
	key_id - the issuer key identifier written to the protected kid header: 1 to kid_bytes
(128) bytes of ASCII letters, digits, -, ., _ or ~. An untrusted lookup hint, never a
trust selector.
	issuer - the iss claim: non-empty StringOrURI of at most identifier_bytes (512) UTF-8
bytes, compared byte-for-byte.
	grant_id - the jti claim: non-empty StringOrURI of at most identifier_bytes (512) UTF-8
bytes.
	audiences - the aud claim: a nonempty list of unique StringOrURI values, at most audiences
(64) entries of at most identifier_bytes bytes each.
	issued_at - the iat claim, integer Unix time in seconds.
	not_before - the nbf claim, integer Unix time in seconds.
	expires_at - the exp claim, integer Unix time in seconds; it must be after both issued_at
and not_before (issued_at <= not_before is not required).
	holder_thumbprint - the holder confirmation (cnf.jkt) as the raw 32-byte RFC 7638 SHA-256
thumbprint of the holder's public JWK, not base64url; compute it with
BoundedAuthorityProtocol.V1.Jwk.public_key_thumbprint_raw/2.
	operations - a nonempty list of at most operations (64)
BoundedAuthorityProtocol.V2.Operation structs with unique names.


      


      
        Summary


  
    Types
  


    
      
        t()

      


        Producer input for BoundedAuthorityProtocol.V2.grant_signing_input/2.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %BoundedAuthorityProtocol.V2.Grant{
  audiences: [binary()],
  expires_at: integer(),
  grant_id: binary(),
  holder_thumbprint: binary(),
  issued_at: integer(),
  issuer: binary(),
  key_id: binary(),
  not_before: integer(),
  operations: [BoundedAuthorityProtocol.V2.Operation.t()]
}


      


Producer input for BoundedAuthorityProtocol.V2.grant_signing_input/2.

  


        

      


  

    
BoundedAuthorityProtocol.V2.GrantFacts 
    



      
Closed value-bearing, redacted, non-authorizing verified grant facts.
Fields
	version - the contract-major, always 2.
	issuer - the verified iss claim.
	grant_id - the verified jti claim.
	issuer_key_fingerprint - the raw 32-byte RFC 7638 thumbprint of the trusted issuer public key
the caller supplied.
	holder_thumbprint - the raw 32-byte RFC 7638 thumbprint the grant confirms (cnf.jkt).
	matched_audience - the expected audience, which the grant's aud contains.
	issued_at - the grant iat, integer Unix time in seconds.
	not_before - the grant nbf, integer Unix time in seconds.
	expires_at - the grant exp, integer Unix time in seconds.
	authorization - always :not_evaluated: these facts are never an authorization decision.


      


      
        Summary


  
    Types
  


    
      
        t()

      


        Facts from a verified grant.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %BoundedAuthorityProtocol.V2.GrantFacts{
  authorization: :not_evaluated,
  expires_at: integer(),
  grant_id: binary(),
  holder_thumbprint: binary(),
  issued_at: integer(),
  issuer: binary(),
  issuer_key_fingerprint: binary(),
  matched_audience: binary(),
  not_before: integer(),
  version: 2
}


      


Facts from a verified grant.

  


        

      


  

    
BoundedAuthorityProtocol.V2.KeyTransitionFacts 
    



      
Closed redacted non-authorizing authenticated key-transition facts.
Fields
	version - the contract-major, always 2.
	transition_id - the verified transition identity.
	effective_at - the verified effective time, integer Unix time in seconds.
	chain_id - the verified chain identity.
	current_key_fingerprint - the raw 32-byte RFC 7638 fingerprint of the key that signed the
transition.
	next_key_fingerprint - the raw 32-byte RFC 7638 fingerprint of the key it authenticates.
	verification - always :authenticated_transition.
	trust - always :not_evaluated.


      


      
        Summary


  
    Types
  


    
      
        t()

      


        Facts from a verified key transition.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %BoundedAuthorityProtocol.V2.KeyTransitionFacts{
  chain_id: binary(),
  current_key_fingerprint: binary(),
  effective_at: integer(),
  next_key_fingerprint: binary(),
  transition_id: binary(),
  trust: :not_evaluated,
  verification: :authenticated_transition,
  version: 2
}


      


Facts from a verified key transition.

  


        

      


  

    
BoundedAuthorityProtocol.V2.Operation 
    



      
Closed producer input for one named operation and its ordered selectors.
Fields
	name - the operation name: 1 to operation_bytes (128) printable ASCII bytes, unique within
the grant.
	selectors - an ordered nonempty list of at most selectors (64)
BoundedAuthorityProtocol.V2.Selector terms (kinds :all, equals, one_of and the inclusive
ranges lte and gte), applied conjunctively to the request's typed arguments.


      


      
        Summary


  
    Types
  


    
      
        t()

      


        One named operation and its selectors.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %BoundedAuthorityProtocol.V2.Operation{
  name: binary(),
  selectors: [BoundedAuthorityProtocol.V2.Selector.t()]
}


      


One named operation and its selectors.

  


        

      


  

    
BoundedAuthorityProtocol.V2.Proof 
    



      
Closed deterministic holder-proof producer input.
Fields
	holder_public_key - the holder's raw 32-byte Ed25519 public key, embedded in the proof header
as a public JWK; it must pass BoundedAuthorityProtocol.Ed25519.acceptable_public_key?/1 and
match the grant's holder_thumbprint.
	proof_id - the jti claim: non-empty StringOrURI of at most identifier_bytes (512) UTF-8
bytes.
	method - the htm claim: a 1 to method_bytes (32) byte RFC 9110 method token, compared
byte-for-byte and never case-normalized ("POST" and "post" differ).
	target_uri - the htu claim: the HTTPS target URI already in normal form
(BoundedAuthorityProtocol.V1.Uri.normalize/2), at most uri_bytes (8,192) bytes; a value that
is not already normalized is refused.
	issued_at - the iat claim, integer Unix time in seconds.
	nonce - nil for no nonce, or a non-empty UTF-8 string of at most nonce_bytes (512) bytes.
Redacted by inspect/2.
	invocation_id - the ba_inv claim: a lowercase RFC 4122 UUID naming this one invocation;
reserving it against replay stays with the caller.
	operation - the ba_op claim: the operation name, 1 to operation_bytes (128) printable
ASCII bytes; it must name an operation of the grant.
	grant_compact - the exact grant compact the proof is bound to; the proof carries the SHA-256
of these bytes (ath). Redacted by inspect/2.
	cast_arguments - the typed request arguments as a tagged
BoundedAuthorityProtocol.V1.Json.value() (for example {:object, [{"amount", {:integer, 5}}]}); the proof binds their request digest (ba_req). Redacted by inspect/2.


      


      
        Summary


  
    Types
  


    
      
        t()

      


        Producer input for BoundedAuthorityProtocol.V2.proof_signing_input/2.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %BoundedAuthorityProtocol.V2.Proof{
  cast_arguments: BoundedAuthorityProtocol.V1.Json.value(),
  grant_compact: binary(),
  holder_public_key: binary(),
  invocation_id: binary(),
  issued_at: integer(),
  method: binary(),
  nonce: nil | binary(),
  operation: binary(),
  proof_id: binary(),
  target_uri: binary()
}


      


Producer input for BoundedAuthorityProtocol.V2.proof_signing_input/2.

  


        

      


  

    
BoundedAuthorityProtocol.V2.Selector 
    



      
Closed selector type used by BoundedAuthorityProtocol.V2.Operation.
The v2 profile admits the two inclusive range kinds lte and gte
(spec/bap-v2.md § 4) alongside the v1
kinds. Both operands of a range comparison must carry the same numeric tag;
comparison is by numeric value on the decoder-bounded finite binary64 domain.
Selector enforcement is performed through the verification façade.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() ::
  :all
  | {:equals, [binary()], BoundedAuthorityProtocol.V1.Json.value()}
  | {:one_of, [binary()], [BoundedAuthorityProtocol.V1.Json.value()]}
  | {:lte, [binary()], BoundedAuthorityProtocol.V1.Json.value()}
  | {:gte, [binary()], BoundedAuthorityProtocol.V1.Json.value()}


      



  


        

      


  

    
BoundedAuthorityProtocol.V3 
    



      
Explicit entry point for the v3 wire profile (contract-major 3, the
BAP3-ES256-SHA256 suite).
The v3 profile is byte-distinct from v1 and v2: grant and proof payloads carry
v: 3, protected headers carry alg: "ES256", the proof key is the EC P-256
JWK, domain separators are BAP3-*, and signatures are the RFC 7518 §3.4 raw
r || s form with the low-S canonicality rule
(spec/bap-v3.md § 3.2). Each major
verifies under its own complete closed profile; the v1 and v2 façades reject
v3 bytes and this façade rejects v1 and v2 bytes.
Every function here has the contract documented on its BoundedAuthorityProtocol.V1
namespace counterpart (same arguments, same {:ok, value} or exactly {:error, :invalid}
results, same redacted facts), applied to this profile, with 65-byte uncompressed SEC1 public
keys and 64-byte raw signatures. BoundedAuthorityProtocol.V3.EcJwk handles the EC JWK, and
BoundedAuthorityProtocol.Es256 owns the signature and key rules. The struct types are
shared, except Grant, Operation, Proof, Selector, DecodedGrant, DecodedProof, and
the facts, which have their own modules under this namespace.

      


      
        Summary


  
    Producers
  


    
      
        assemble_compact(signing_input, signature)

      


        Assembles a validated signing input and raw ES256 signature at profile maxima.



    


    
      
        assemble_compact(signing_input, signature, limits)

      


        Assembles a validated signing input and raw ES256 signature under caller bounds.



    


    
      
        boundary_anchor_signing_input(anchor, limits)

      


        Builds the deterministic standard-JWS boundary-anchor signing input.



    


    
      
        encode_anchored_export(input, expected)

      


        Frames an exact deterministic anchored export after semantic validation.



    


    
      
        encode_consumption_entry(entry, limits)

      


        Encodes one exact canonical consumption-chain row.



    


    
      
        grant_signing_input(grant, limits)

      


        Builds the deterministic standard-JWS grant signing input.



    


    
      
        key_transition_signing_input(transition, limits)

      


        Builds the deterministic standard-JWS historical-key-transition signing input.



    


    
      
        proof_signing_input(proof, limits)

      


        Builds the deterministic standard-JWS holder-proof signing input.



    


    
      
        request_digest(operation, cast_arguments, limits)

      


        Returns the canonical type-preserving request digest.



    





  
    Decoders
  


    
      
        decode_grant(compact, limits)

      


        Boundedly decodes a raw compact grant without evaluating trust.



    


    
      
        decode_proof(compact, limits)

      


        Boundedly decodes a raw compact proof without evaluating trust.



    


    
      
        untrusted_key_locator(compact, limits \\ %{})

      


        Parses only the protected grant header and returns its untrusted kid hint.



    





  
    Verifiers
  


    
      
        check_chain(input, expected)

      


        Checks a raw nonempty consumption-chain range against mandatory caller boundaries.



    


    
      
        check_envelope(credentials, expected_request)

      


        Verifies a raw grant-and-proof envelope against server-derived expected context.



    


    
      
        verify_anchored_export(archived, key_chain, expected)

      


        Atomically verifies one raw anchored export against caller boundaries and key history.



    


    
      
        verify_grant(compact, trusted_issuer, expected_grant)

      


        Verifies one raw compact grant against caller-supplied trust and expected context.



    


    
      
        verify_historical_anchor(compact, key, expected_anchor)

      


        Verifies one raw compact boundary anchor against one exact historical public key.



    


    
      
        verify_key_transition(compact, current_key, next_key, expected)

      


        Verifies one raw compact authenticated historical-key transition.



    





      


      
        Producers


        


  
    
      
    
    
      assemble_compact(signing_input, signature)



        
          
        

    

  


  

      

          @spec assemble_compact(BoundedAuthorityProtocol.V1.SigningInput.t(), binary()) ::
  {:ok, binary()} | {:error, :invalid}


      


Assembles a validated signing input and raw ES256 signature at profile maxima.

  



  
    
      
    
    
      assemble_compact(signing_input, signature, limits)



        
          
        

    

  


  

      

          @spec assemble_compact(
  BoundedAuthorityProtocol.V1.SigningInput.t(),
  binary(),
  BoundedAuthorityProtocol.V1.Bounds.t() | map()
) :: {:ok, binary()} | {:error, :invalid}


      


Assembles a validated signing input and raw ES256 signature under caller bounds.
Since 0.9.0, assembly also refuses, with {:error, :invalid}, a
signature that no conforming signer emits: an ES256 signature with r or s outside
0 < r < n, 0 < s <= floor(n / 2) (high-S included); convert a DER signature with
BoundedAuthorityProtocol.Es256.der_to_raw/1 and normalize it with
BoundedAuthorityProtocol.Es256.normalize_low_s/1 before assembly (erratum 3). It never
rewrites the signature bytes it accepts.

  



  
    
      
    
    
      boundary_anchor_signing_input(anchor, limits)



        
          
        

    

  


  

      

          @spec boundary_anchor_signing_input(
  BoundedAuthorityProtocol.V1.BoundaryAnchor.t(),
  BoundedAuthorityProtocol.V1.Bounds.t() | map()
) :: {:ok, BoundedAuthorityProtocol.V1.SigningInput.t()} | {:error, :invalid}


      


Builds the deterministic standard-JWS boundary-anchor signing input.

  



  
    
      
    
    
      encode_anchored_export(input, expected)



        
          
        

    

  


  

      

          @spec encode_anchored_export(
  BoundedAuthorityProtocol.V1.AnchoredExportInput.t(),
  BoundedAuthorityProtocol.V1.ExpectedExport.t()
) ::
  {:ok, BoundedAuthorityProtocol.V1.EncodedAnchoredExport.t()}
  | {:error, :invalid}


      


Frames an exact deterministic anchored export after semantic validation.
Since 0.9.0, encoding also refuses, with {:error, :invalid}, a
signature that no conforming signer emits: an ES256 signature with r or s outside
0 < r < n, 0 < s <= floor(n / 2) (high-S included); convert a DER signature with
BoundedAuthorityProtocol.Es256.der_to_raw/1 and normalize it with
BoundedAuthorityProtocol.Es256.normalize_low_s/1 before assembly (erratum 3). It never
rewrites the signature bytes it accepts.

  



  
    
      
    
    
      encode_consumption_entry(entry, limits)



        
          
        

    

  


  

      

          @spec encode_consumption_entry(
  BoundedAuthorityProtocol.V1.ConsumptionEntry.t(),
  BoundedAuthorityProtocol.V1.Bounds.t() | map()
) ::
  {:ok, BoundedAuthorityProtocol.V1.EncodedConsumptionEntry.t()}
  | {:error, :invalid}


      


Encodes one exact canonical consumption-chain row.

  



  
    
      
    
    
      grant_signing_input(grant, limits)



        
          
        

    

  


  

      

          @spec grant_signing_input(
  BoundedAuthorityProtocol.V3.Grant.t(),
  BoundedAuthorityProtocol.V1.Bounds.t() | map()
) :: {:ok, BoundedAuthorityProtocol.V1.SigningInput.t()} | {:error, :invalid}


      


Builds the deterministic standard-JWS grant signing input.

  



  
    
      
    
    
      key_transition_signing_input(transition, limits)



        
          
        

    

  


  

      

          @spec key_transition_signing_input(
  BoundedAuthorityProtocol.V1.KeyTransition.t(),
  BoundedAuthorityProtocol.V1.Bounds.t() | map()
) :: {:ok, BoundedAuthorityProtocol.V1.SigningInput.t()} | {:error, :invalid}


      


Builds the deterministic standard-JWS historical-key-transition signing input.

  



  
    
      
    
    
      proof_signing_input(proof, limits)



        
          
        

    

  


  

      

          @spec proof_signing_input(
  BoundedAuthorityProtocol.V3.Proof.t(),
  BoundedAuthorityProtocol.V1.Bounds.t() | map()
) :: {:ok, BoundedAuthorityProtocol.V1.SigningInput.t()} | {:error, :invalid}


      


Builds the deterministic standard-JWS holder-proof signing input.

  



  
    
      
    
    
      request_digest(operation, cast_arguments, limits)



        
          
        

    

  


  

      

          @spec request_digest(
  binary(),
  BoundedAuthorityProtocol.V1.Json.value(),
  BoundedAuthorityProtocol.V1.Bounds.t() | map()
) :: {:ok, binary()} | {:error, :invalid}


      


Returns the canonical type-preserving request digest.

  


        

      

      
        Decoders


        


  
    
      
    
    
      decode_grant(compact, limits)



        
          
        

    

  


  

      

          @spec decode_grant(binary(), BoundedAuthorityProtocol.V1.Bounds.t() | map()) ::
  {:ok, BoundedAuthorityProtocol.V3.DecodedGrant.t()} | {:error, :invalid}


      


Boundedly decodes a raw compact grant without evaluating trust.

  



  
    
      
    
    
      decode_proof(compact, limits)



        
          
        

    

  


  

      

          @spec decode_proof(binary(), BoundedAuthorityProtocol.V1.Bounds.t() | map()) ::
  {:ok, BoundedAuthorityProtocol.V3.DecodedProof.t()} | {:error, :invalid}


      


Boundedly decodes a raw compact proof without evaluating trust.

  



    

  
    
      
    
    
      untrusted_key_locator(compact, limits \\ %{})



        
          
        

    

  


  

      

          @spec untrusted_key_locator(binary(), BoundedAuthorityProtocol.V1.Bounds.t() | map()) ::
  {:ok, BoundedAuthorityProtocol.V1.KeyLocator.t()} | {:error, :invalid}


      


Parses only the protected grant header and returns its untrusted kid hint.
The complete compact input is bounded. Payload and signature segments are not decoded,
interpreted, or independently size-checked. The header walk pins this suite's alg.

  


        

      

      
        Verifiers


        


  
    
      
    
    
      check_chain(input, expected)



        
          
        

    

  


  

      

          @spec check_chain(
  BoundedAuthorityProtocol.V1.ChainInput.t(),
  BoundedAuthorityProtocol.V1.ExpectedChain.t()
) :: {:ok, BoundedAuthorityProtocol.V3.ChainFacts.t()} | {:error, :invalid}


      


Checks a raw nonempty consumption-chain range against mandatory caller boundaries.

  



  
    
      
    
    
      check_envelope(credentials, expected_request)



        
          
        

    

  


  

      

          @spec check_envelope(
  BoundedAuthorityProtocol.V1.Credentials.t(),
  BoundedAuthorityProtocol.V1.ExpectedRequest.t()
) :: {:ok, BoundedAuthorityProtocol.V3.EnvelopeFacts.t()} | {:error, :invalid}


      


Verifies a raw grant-and-proof envelope against server-derived expected context.

  



  
    
      
    
    
      verify_anchored_export(archived, key_chain, expected)



        
          
        

    

  


  

      

          @spec verify_anchored_export(
  BoundedAuthorityProtocol.V1.ArchivedObject.t(),
  BoundedAuthorityProtocol.V1.HistoricalKeyChain.t(),
  BoundedAuthorityProtocol.V1.ExpectedAnchoredExport.t()
) ::
  {:ok, BoundedAuthorityProtocol.V3.AnchoredExportFacts.t()}
  | {:error, :invalid}


      


Atomically verifies one raw anchored export against caller boundaries and key history.

  



  
    
      
    
    
      verify_grant(compact, trusted_issuer, expected_grant)



        
          
        

    

  


  

      

          @spec verify_grant(
  binary(),
  BoundedAuthorityProtocol.V1.TrustedIssuer.t(),
  BoundedAuthorityProtocol.V1.ExpectedGrant.t()
) :: {:ok, BoundedAuthorityProtocol.V3.GrantFacts.t()} | {:error, :invalid}


      


Verifies one raw compact grant against caller-supplied trust and expected context.

  



  
    
      
    
    
      verify_historical_anchor(compact, key, expected_anchor)



        
          
        

    

  


  

      

          @spec verify_historical_anchor(
  binary(),
  BoundedAuthorityProtocol.V1.HistoricalPublicKey.t(),
  BoundedAuthorityProtocol.V1.ExpectedAnchor.t()
) :: {:ok, BoundedAuthorityProtocol.V3.AnchorFacts.t()} | {:error, :invalid}


      


Verifies one raw compact boundary anchor against one exact historical public key.

  



  
    
      
    
    
      verify_key_transition(compact, current_key, next_key, expected)



        
          
        

    

  


  

      

          @spec verify_key_transition(
  binary(),
  BoundedAuthorityProtocol.V1.HistoricalPublicKey.t(),
  BoundedAuthorityProtocol.V1.HistoricalPublicKey.t(),
  BoundedAuthorityProtocol.V1.ExpectedKeyTransition.t()
) ::
  {:ok, BoundedAuthorityProtocol.V3.KeyTransitionFacts.t()} | {:error, :invalid}


      


Verifies one raw compact authenticated historical-key transition.

  


        

      


  

    
BoundedAuthorityProtocol.V3.AnchorFacts 
    



      
Closed redacted non-authorizing historical-anchor facts.
Fields
	version - the contract-major, always 3.
	anchor_id - the verified anchor identity.
	anchored_at - the verified anchor time, integer Unix time in seconds.
	chain_id - the verified chain identity.
	sequence - the anchored sequence number (0 anchors an empty chain).
	chain_hash - the raw 32-byte chain hash at sequence.
	key_fingerprint - the raw 32-byte RFC 7638 fingerprint of the signing key.
	verification - always :signature_and_window: the signature verified and anchored_at lies
inside the key's validity window.
	trust - always :not_evaluated.


      


      
        Summary


  
    Types
  


    
      
        t()

      


        Facts from a verified boundary anchor.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %BoundedAuthorityProtocol.V3.AnchorFacts{
  anchor_id: binary(),
  anchored_at: integer(),
  chain_hash: binary(),
  chain_id: binary(),
  key_fingerprint: binary(),
  sequence: non_neg_integer(),
  trust: :not_evaluated,
  verification: :signature_and_window,
  version: 3
}


      


Facts from a verified boundary anchor.

  


        

      


  

    
BoundedAuthorityProtocol.V3.AnchoredExportFacts 
    



      
Closed redacted non-authorizing atomic anchored-export facts.
Fields
	version - the contract-major, always 3.
	chain_id - the verified chain identity.
	first_sequence - the first exported sequence number.
	last_sequence - the last exported sequence number.
	row_count - the number of exported rows.
	previous_hash - the raw 32-byte hash that preceded the first row.
	last_hash - the raw 32-byte hash of the last row.
	digest - the raw 32-byte SHA-256 of the complete archive bytes.
	start_anchor_id - the start anchor's identity.
	start_anchored_at - the start anchor's time, integer Unix time in seconds.
	start_key_fingerprint - the raw 32-byte fingerprint of the key that signed the start anchor.
	end_anchor_id - the end anchor's identity.
	end_anchored_at - the end anchor's time, integer Unix time in seconds.
	end_key_fingerprint - the raw 32-byte fingerprint of the key that signed the end anchor.
	transition_count - the number of authenticated key transitions in the archive.
	verification - always :anchored_export.
	trust - always :not_evaluated.
	authorization - always :not_evaluated.


      


      
        Summary


  
    Types
  


    
      
        t()

      


        Facts from a verified anchored export.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %BoundedAuthorityProtocol.V3.AnchoredExportFacts{
  authorization: :not_evaluated,
  chain_id: binary(),
  digest: binary(),
  end_anchor_id: binary(),
  end_anchored_at: integer(),
  end_key_fingerprint: binary(),
  first_sequence: pos_integer(),
  last_hash: binary(),
  last_sequence: pos_integer(),
  previous_hash: binary(),
  row_count: pos_integer(),
  start_anchor_id: binary(),
  start_anchored_at: integer(),
  start_key_fingerprint: binary(),
  transition_count: non_neg_integer(),
  trust: :not_evaluated,
  verification: :anchored_export,
  version: 3
}


      


Facts from a verified anchored export.

  


        

      


  

    
BoundedAuthorityProtocol.V3.ChainFacts 
    



      
Closed redacted non-authorizing consumption-chain facts.
Fields
	version - the contract-major, always 3.
	chain_id - the verified chain identity.
	first_sequence - the sequence number of the first row checked.
	last_sequence - the sequence number of the last row checked.
	row_count - the number of rows checked.
	previous_hash - the raw 32-byte hash that preceded the first row.
	last_hash - the raw 32-byte hash of the last row (the head).
	verification - always :boundary_consistent: the rows are consistent with the caller's
boundaries.
	trust - always :not_evaluated.


      


      
        Summary


  
    Types
  


    
      
        t()

      


        Facts from a consistent consumption-chain range.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %BoundedAuthorityProtocol.V3.ChainFacts{
  chain_id: binary(),
  first_sequence: pos_integer(),
  last_hash: binary(),
  last_sequence: pos_integer(),
  previous_hash: binary(),
  row_count: pos_integer(),
  trust: :not_evaluated,
  verification: :boundary_consistent,
  version: 3
}


      


Facts from a consistent consumption-chain range.

  


        

      


  

    
BoundedAuthorityProtocol.V3.DecodedGrant 
    



      
Closed bounded decoded grant with explicitly unevaluated verification.
Returned by BoundedAuthorityProtocol.V3.decode_grant/2 for diagnosis only; it is never a verified value.
Fields
	version - the contract-major, always 3.
	key_id - the issuer key identifier read from the protected kid header: 1 to kid_bytes
(128) bytes of ASCII letters, digits, -, ., _ or ~. An untrusted lookup hint, never a
trust selector.
	issuer - the iss claim: non-empty StringOrURI of at most identifier_bytes (512) UTF-8
bytes, compared byte-for-byte.
	grant_id - the jti claim: non-empty StringOrURI of at most identifier_bytes (512) UTF-8
bytes.
	audiences - the aud claim: a nonempty list of unique StringOrURI values, at most audiences
(64) entries of at most identifier_bytes bytes each.
	issued_at - the iat claim, integer Unix time in seconds.
	not_before - the nbf claim, integer Unix time in seconds.
	expires_at - the exp claim, integer Unix time in seconds; it must be after both issued_at
and not_before (issued_at <= not_before is not required).
	holder_thumbprint - the decoded cnf.jkt: the raw 32-byte RFC 7638 thumbprint of the holder's
public JWK.
	operations - the decoded operations as BoundedAuthorityProtocol.V3.Operation structs, in
grant order.
	verification - always :not_evaluated: no signature, key or expected context was checked.


      


      
        Summary


  
    Types
  


    
      
        t()

      


        An unverified decoded grant.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %BoundedAuthorityProtocol.V3.DecodedGrant{
  audiences: [binary()],
  expires_at: integer(),
  grant_id: binary(),
  holder_thumbprint: binary(),
  issued_at: integer(),
  issuer: binary(),
  key_id: binary(),
  not_before: integer(),
  operations: [BoundedAuthorityProtocol.V3.Operation.t()],
  verification: :not_evaluated,
  version: 3
}


      


An unverified decoded grant.

  


        

      


  

    
BoundedAuthorityProtocol.V3.DecodedProof 
    



      
Closed bounded decoded proof with explicitly unevaluated verification.
Returned by BoundedAuthorityProtocol.V3.decode_proof/2 for diagnosis only; it is never a verified value.
Fields
	version - the contract-major, always 3.
	proof_id - the jti claim: non-empty StringOrURI of at most identifier_bytes (512) UTF-8
bytes.
	method - the htm claim, byte-for-byte as signed.
	target_uri - the htu claim; decode refuses a value that is not already in normal form.
	issued_at - the iat claim, integer Unix time in seconds.
	nonce - the nonce claim, or nil when absent. Redacted by inspect/2.
	invocation_id - the ba_inv claim, a lowercase RFC 4122 UUID.
	operation - the ba_op claim, the operation name.
	grant_hash - the decoded ath claim: the raw 32-byte SHA-256 of the grant compact the proof
names.
	request_hash - the decoded ba_req claim: the raw 32-byte request digest.
	holder_public_key - the holder's raw 65-byte uncompressed SEC1 P-256 point 0x04 || x || y,
decoded from the header JWK.
	holder_thumbprint - the raw 32-byte RFC 7638 thumbprint of the header JWK.
	verification - always :not_evaluated: no signature, key or expected context was checked.


      


      
        Summary


  
    Types
  


    
      
        t()

      


        An unverified decoded proof.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %BoundedAuthorityProtocol.V3.DecodedProof{
  grant_hash: binary(),
  holder_public_key: binary(),
  holder_thumbprint: binary(),
  invocation_id: binary(),
  issued_at: integer(),
  method: binary(),
  nonce: nil | binary(),
  operation: binary(),
  proof_id: binary(),
  request_hash: binary(),
  target_uri: binary(),
  verification: :not_evaluated,
  version: 3
}


      


An unverified decoded proof.

  


        

      


  

    
BoundedAuthorityProtocol.V3.EcJwk 
    



      
Exact public P-256 EC JWK encoding, decoding, and RFC 7638 thumbprints for
the BAP3-ES256-SHA256 suite.
The raw public key is the 65-byte uncompressed SEC1 point 0x04 || x || y;
the wire JWK is exactly {"crv":"P-256","kty":"EC","x":…,"y":…}. The decoded
point is validated on-curve by pure arithmetic before any crypto backend
call, so the closed rejection is deterministic across backends.

      


      
        Summary


  
    Functions
  


    
      
        decode_public(jwk, limits)

      


        Decodes an exact public EC JWK to the raw 65-byte uncompressed SEC1 point.



    


    
      
        encode_public(public_key, limits)

      


        Encodes one raw 65-byte uncompressed SEC1 public key as the canonical public EC JWK.



    


    
      
        public_key_thumbprint_raw(public_key, limits)

      


        Returns the raw 32-byte SHA-256 RFC 7638 thumbprint of a raw 65-byte uncompressed SEC1
P-256 public key (0x04 || x || y).



    


    
      
        thumbprint(jwk, limits)

      


        Returns the canonical base64url RFC 7638 thumbprint.



    


    
      
        thumbprint_preimage(jwk, limits)

      


        Returns the exact RFC 7638 public EC thumbprint preimage.



    


    
      
        thumbprint_raw(jwk, limits)

      


        Returns the raw 32-byte SHA-256 RFC 7638 thumbprint of an exact public EC JWK.



    





      


      
        Functions


        


  
    
      
    
    
      decode_public(jwk, limits)



        
          
        

    

  


  

      

          @spec decode_public(binary(), BoundedAuthorityProtocol.V1.Bounds.t() | map()) ::
  {:ok, binary()} | {:error, :invalid}


      


Decodes an exact public EC JWK to the raw 65-byte uncompressed SEC1 point.

  



  
    
      
    
    
      encode_public(public_key, limits)



        
          
        

    

  


  

      

          @spec encode_public(binary(), BoundedAuthorityProtocol.V1.Bounds.t() | map()) ::
  {:ok, binary()} | {:error, :invalid}


      


Encodes one raw 65-byte uncompressed SEC1 public key as the canonical public EC JWK.

  



  
    
      
    
    
      public_key_thumbprint_raw(public_key, limits)



        
          
        

    

  


  

      

          @spec public_key_thumbprint_raw(
  binary(),
  BoundedAuthorityProtocol.V1.Bounds.t() | map()
) ::
  {:ok, binary()} | {:error, :invalid}


      


Returns the raw 32-byte SHA-256 RFC 7638 thumbprint of a raw 65-byte uncompressed SEC1
P-256 public key (0x04 || x || y).
Equivalent to encode_public/2 followed by thumbprint_raw/2. Use it to compute the
holder confirmation a BoundedAuthorityProtocol.V3.Grant carries: pass the raw digest
as holder_thumbprint (the producer base64url-encodes it into the cnf.jkt claim). A point that fails
BoundedAuthorityProtocol.Es256.acceptable_public_key?/1 is {:error, :invalid}.
Example
iex> public_key =
...>   Base.decode16!(
...>     "046B17D1F2E12C4247F8BCE6E563A440F277037D812DEB33A0F4A13945D898C296" <>
...>       "4FE342E2FE1A7F9B8EE7EB4A7C0F9E162BCE33576B315ECECBB6406837BF51F5"
...>   )
iex> {:ok, digest} = BoundedAuthorityProtocol.V3.EcJwk.public_key_thumbprint_raw(public_key, %{})
iex> Base.url_encode64(digest, padding: false)
"xx0BcA-wMohw8atYDJOe6peGModklG2wRHBlXHMvl0M"

  



  
    
      
    
    
      thumbprint(jwk, limits)



        
          
        

    

  


  

      

          @spec thumbprint(binary(), BoundedAuthorityProtocol.V1.Bounds.t() | map()) ::
  {:ok, binary()} | {:error, :invalid}


      


Returns the canonical base64url RFC 7638 thumbprint.

  



  
    
      
    
    
      thumbprint_preimage(jwk, limits)



        
          
        

    

  


  

      

          @spec thumbprint_preimage(binary(), BoundedAuthorityProtocol.V1.Bounds.t() | map()) ::
  {:ok, binary()} | {:error, :invalid}


      


Returns the exact RFC 7638 public EC thumbprint preimage.

  



  
    
      
    
    
      thumbprint_raw(jwk, limits)



        
          
        

    

  


  

      

          @spec thumbprint_raw(binary(), BoundedAuthorityProtocol.V1.Bounds.t() | map()) ::
  {:ok, binary()} | {:error, :invalid}


      


Returns the raw 32-byte SHA-256 RFC 7638 thumbprint of an exact public EC JWK.
This is the digest thumbprint/2 base64url-encodes. The JWK must be the exact canonical
member set decode_public/2 accepts, carrying an on-curve P-256 point; anything else is
{:error, :invalid}.
Example
iex> jwk =
...>   ~s({"crv":"P-256","kty":"EC","x":"axfR8uEsQkf4vOblY6RA8ncDfYEt6zOg9KE5RdiYwpY","y":"T-NC4v4af5uO5-tKfA-eFivOM1drMV7Oy7ZAaDe_UfU"})
iex> {:ok, digest} = BoundedAuthorityProtocol.V3.EcJwk.thumbprint_raw(jwk, %{})
iex> Base.url_encode64(digest, padding: false)
"xx0BcA-wMohw8atYDJOe6peGModklG2wRHBlXHMvl0M"

  


        

      


  

    
BoundedAuthorityProtocol.V3.EnvelopeFacts 
    



      
Closed value-bearing, redacted, non-authorizing verified envelope facts.
Fields
	version - the contract-major, always 3.
	issuer - the verified iss claim.
	grant_id - the verified jti claim.
	issuer_key_fingerprint - the raw 32-byte RFC 7638 thumbprint of the trusted issuer public key
the caller supplied.
	holder_thumbprint - the raw 32-byte RFC 7638 thumbprint the grant confirms (cnf.jkt).
	matched_audience - the expected audience, which the grant's aud contains.
	issued_at - the grant iat, integer Unix time in seconds.
	not_before - the grant nbf, integer Unix time in seconds.
	expires_at - the grant exp, integer Unix time in seconds.
	authorization - always :not_evaluated: these facts are never an authorization decision.
	proof_id - the verified proof jti.
	invocation_id - the verified ba_inv; reserve it against replay yourself.
	operation - the verified operation name.
	target_uri - the verified normalized target URI.
	grant_hash - the raw 32-byte SHA-256 of the grant compact the proof is bound to.
	request_hash - the raw 32-byte request digest the proof is bound to.
	proof_issued_at - the proof iat, integer Unix time in seconds.


      


      
        Summary


  
    Types
  


    
      
        t()

      


        Facts from a verified grant and proof.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %BoundedAuthorityProtocol.V3.EnvelopeFacts{
  authorization: :not_evaluated,
  expires_at: integer(),
  grant_hash: binary(),
  grant_id: binary(),
  holder_thumbprint: binary(),
  invocation_id: binary(),
  issued_at: integer(),
  issuer: binary(),
  issuer_key_fingerprint: binary(),
  matched_audience: binary(),
  not_before: integer(),
  operation: binary(),
  proof_id: binary(),
  proof_issued_at: integer(),
  request_hash: binary(),
  target_uri: binary(),
  version: 3
}


      


Facts from a verified grant and proof.

  


        

      


  

    
BoundedAuthorityProtocol.V3.Grant 
    



      
Closed deterministic grant producer input.
Fields
	key_id - the issuer key identifier written to the protected kid header: 1 to kid_bytes
(128) bytes of ASCII letters, digits, -, ., _ or ~. An untrusted lookup hint, never a
trust selector.
	issuer - the iss claim: non-empty StringOrURI of at most identifier_bytes (512) UTF-8
bytes, compared byte-for-byte.
	grant_id - the jti claim: non-empty StringOrURI of at most identifier_bytes (512) UTF-8
bytes.
	audiences - the aud claim: a nonempty list of unique StringOrURI values, at most audiences
(64) entries of at most identifier_bytes bytes each.
	issued_at - the iat claim, integer Unix time in seconds.
	not_before - the nbf claim, integer Unix time in seconds.
	expires_at - the exp claim, integer Unix time in seconds; it must be after both issued_at
and not_before (issued_at <= not_before is not required).
	holder_thumbprint - the holder confirmation (cnf.jkt) as the raw 32-byte RFC 7638 SHA-256
thumbprint of the holder's public JWK, not base64url; compute it with
BoundedAuthorityProtocol.V3.EcJwk.public_key_thumbprint_raw/2.
	operations - a nonempty list of at most operations (64)
BoundedAuthorityProtocol.V3.Operation structs with unique names.


      


      
        Summary


  
    Types
  


    
      
        t()

      


        Producer input for BoundedAuthorityProtocol.V3.grant_signing_input/2.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %BoundedAuthorityProtocol.V3.Grant{
  audiences: [binary()],
  expires_at: integer(),
  grant_id: binary(),
  holder_thumbprint: binary(),
  issued_at: integer(),
  issuer: binary(),
  key_id: binary(),
  not_before: integer(),
  operations: [BoundedAuthorityProtocol.V3.Operation.t()]
}


      


Producer input for BoundedAuthorityProtocol.V3.grant_signing_input/2.

  


        

      


  

    
BoundedAuthorityProtocol.V3.GrantFacts 
    



      
Closed value-bearing, redacted, non-authorizing verified grant facts.
Fields
	version - the contract-major, always 3.
	issuer - the verified iss claim.
	grant_id - the verified jti claim.
	issuer_key_fingerprint - the raw 32-byte RFC 7638 thumbprint of the trusted issuer public key
the caller supplied.
	holder_thumbprint - the raw 32-byte RFC 7638 thumbprint the grant confirms (cnf.jkt).
	matched_audience - the expected audience, which the grant's aud contains.
	issued_at - the grant iat, integer Unix time in seconds.
	not_before - the grant nbf, integer Unix time in seconds.
	expires_at - the grant exp, integer Unix time in seconds.
	authorization - always :not_evaluated: these facts are never an authorization decision.


      


      
        Summary


  
    Types
  


    
      
        t()

      


        Facts from a verified grant.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %BoundedAuthorityProtocol.V3.GrantFacts{
  authorization: :not_evaluated,
  expires_at: integer(),
  grant_id: binary(),
  holder_thumbprint: binary(),
  issued_at: integer(),
  issuer: binary(),
  issuer_key_fingerprint: binary(),
  matched_audience: binary(),
  not_before: integer(),
  version: 3
}


      


Facts from a verified grant.

  


        

      


  

    
BoundedAuthorityProtocol.V3.KeyTransitionFacts 
    



      
Closed redacted non-authorizing authenticated key-transition facts.
Fields
	version - the contract-major, always 3.
	transition_id - the verified transition identity.
	effective_at - the verified effective time, integer Unix time in seconds.
	chain_id - the verified chain identity.
	current_key_fingerprint - the raw 32-byte RFC 7638 fingerprint of the key that signed the
transition.
	next_key_fingerprint - the raw 32-byte RFC 7638 fingerprint of the key it authenticates.
	verification - always :authenticated_transition.
	trust - always :not_evaluated.


      


      
        Summary


  
    Types
  


    
      
        t()

      


        Facts from a verified key transition.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %BoundedAuthorityProtocol.V3.KeyTransitionFacts{
  chain_id: binary(),
  current_key_fingerprint: binary(),
  effective_at: integer(),
  next_key_fingerprint: binary(),
  transition_id: binary(),
  trust: :not_evaluated,
  verification: :authenticated_transition,
  version: 3
}


      


Facts from a verified key transition.

  


        

      


  

    
BoundedAuthorityProtocol.V3.Operation 
    



      
Closed producer input for one named operation and its ordered selectors.
Fields
	name - the operation name: 1 to operation_bytes (128) printable ASCII bytes, unique within
the grant.
	selectors - an ordered nonempty list of at most selectors (64)
BoundedAuthorityProtocol.V3.Selector terms (kinds :all, equals, one_of and the inclusive
ranges lte and gte), applied conjunctively to the request's typed arguments.


      


      
        Summary


  
    Types
  


    
      
        t()

      


        One named operation and its selectors.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %BoundedAuthorityProtocol.V3.Operation{
  name: binary(),
  selectors: [BoundedAuthorityProtocol.V3.Selector.t()]
}


      


One named operation and its selectors.

  


        

      


  

    
BoundedAuthorityProtocol.V3.Proof 
    



      
Closed deterministic holder-proof producer input.
Fields
	holder_public_key - the holder's raw 65-byte uncompressed SEC1 P-256 point 0x04 || x || y,
embedded in the proof header as a public JWK; it must pass
BoundedAuthorityProtocol.Es256.acceptable_public_key?/1 and match the grant's
holder_thumbprint.
	proof_id - the jti claim: non-empty StringOrURI of at most identifier_bytes (512) UTF-8
bytes.
	method - the htm claim: a 1 to method_bytes (32) byte RFC 9110 method token, compared
byte-for-byte and never case-normalized ("POST" and "post" differ).
	target_uri - the htu claim: the HTTPS target URI already in normal form
(BoundedAuthorityProtocol.V1.Uri.normalize/2), at most uri_bytes (8,192) bytes; a value that
is not already normalized is refused.
	issued_at - the iat claim, integer Unix time in seconds.
	nonce - nil for no nonce, or a non-empty UTF-8 string of at most nonce_bytes (512) bytes.
Redacted by inspect/2.
	invocation_id - the ba_inv claim: a lowercase RFC 4122 UUID naming this one invocation;
reserving it against replay stays with the caller.
	operation - the ba_op claim: the operation name, 1 to operation_bytes (128) printable
ASCII bytes; it must name an operation of the grant.
	grant_compact - the exact grant compact the proof is bound to; the proof carries the SHA-256
of these bytes (ath). Redacted by inspect/2.
	cast_arguments - the typed request arguments as a tagged
BoundedAuthorityProtocol.V1.Json.value() (for example {:object, [{"amount", {:integer, 5}}]}); the proof binds their request digest (ba_req). Redacted by inspect/2.


      


      
        Summary


  
    Types
  


    
      
        t()

      


        Producer input for BoundedAuthorityProtocol.V3.proof_signing_input/2.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %BoundedAuthorityProtocol.V3.Proof{
  cast_arguments: BoundedAuthorityProtocol.V1.Json.value(),
  grant_compact: binary(),
  holder_public_key: binary(),
  invocation_id: binary(),
  issued_at: integer(),
  method: binary(),
  nonce: nil | binary(),
  operation: binary(),
  proof_id: binary(),
  target_uri: binary()
}


      


Producer input for BoundedAuthorityProtocol.V3.proof_signing_input/2.

  


        

      


  

    
BoundedAuthorityProtocol.V3.Selector 
    



      
Closed selector type used by BoundedAuthorityProtocol.V3.Operation.
The v2 profile admits the two inclusive range kinds lte and gte
(spec/bap-v2.md § 4) alongside the v1
kinds. Both operands of a range comparison must carry the same numeric tag;
comparison is by numeric value on the decoder-bounded finite binary64 domain.
Selector enforcement is performed through the verification façade.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() ::
  :all
  | {:equals, [binary()], BoundedAuthorityProtocol.V1.Json.value()}
  | {:one_of, [binary()], [BoundedAuthorityProtocol.V1.Json.value()]}
  | {:lte, [binary()], BoundedAuthorityProtocol.V1.Json.value()}
  | {:gte, [binary()], BoundedAuthorityProtocol.V1.Json.value()}


      



  


        

      


  

    
BoundedAuthorityProtocol.Ed25519 
    



      
Strict Ed25519 verification and public-key acceptance (rule S1).
This module is the single owner of the Ed25519 point and scalar rules for every Ed25519
surface of the protocol. It is pure: no clock, randomness, process state, or I/O.
Rule S1
verify_strict/3 accepts a signature R || S over a message under a public key A only if
all of the following hold, checked in this order before any backend call:
	the key is exactly 32 bytes and the signature exactly 64 bytes;
	A and R are canonical encodings: the encoded y is below p = 2^255 - 19, and the
sign bit is clear whenever x = 0 (RFC 8032 §5.1.3);
	neither A nor R is one of the eight small-order encodings (one shared table serves
both);
	S < L, the prime order of the base point (RFC 8032 §5.1.7);
	the cofactorless equation encode([S]B - [k]A) == R holds byte for byte, computed by the
:crypto backend.

Curve membership of A is left to the backend at verification; it rejects off-curve keys.
There is no subgroup check at verification: a key with a small torsion component passes
S1 if its signature satisfies the cofactorless equation. Hosts close that gap once per key
with torsion_free?/1.
Key acceptance
acceptable_public_key?/1 is the check for a key entering any verification input: canonical,
not small-order, and on the curve (the RFC 8032 §5.1.3 decoding succeeds).
torsion_free?/1 additionally requires [L]A = O. It costs a full scalar multiplication
(about 0.45 ms) and is meant for hosts at key enrollment, trust install, and before any
deny-list or revocation comparison; it never runs on the verification path. A canonical,
torsion-free key has exactly one encoding per secret, so key equality is identity equality.
A true result proves only that the bytes satisfy the rule. It never selects trusted keys or
grants authority.

      


      
        Summary


  
    Functions
  


    
      
        acceptable_public_key?(public_key)

      


        Returns whether a raw 32-byte Ed25519 public key may enter a verification input.



    


    
      
        torsion_free?(public_key)

      


        Returns whether a raw 32-byte Ed25519 public key is acceptable and torsion free ([L]A = O).



    


    
      
        verify_strict(message, signature, public_key)

      


        Verifies an Ed25519 signature under rule S1.



    





      


      
        Functions


        


  
    
      
    
    
      acceptable_public_key?(public_key)


        (since 0.8.0)


        
          
        

    

  


  

      

          @spec acceptable_public_key?(binary()) :: boolean()


      


Returns whether a raw 32-byte Ed25519 public key may enter a verification input.
The key must be canonical, must not be one of the eight small-order encodings, and must
decode to a point on the curve. Any other input returns false.

  



  
    
      
    
    
      torsion_free?(public_key)


        (since 0.8.0)


        
          
        

    

  


  

      

          @spec torsion_free?(binary()) :: boolean()


      


Returns whether a raw 32-byte Ed25519 public key is acceptable and torsion free ([L]A = O).
A host calls this at key enrollment, at trust install, and before any deny-list or
revocation comparison. It runs one full scalar multiplication in pure integer arithmetic
(about 0.45 ms), so it never belongs on the per-signature verification path.

  



  
    
      
    
    
      verify_strict(message, signature, public_key)


        (since 0.8.0)


        
          
        

    

  


  

      

          @spec verify_strict(binary(), binary(), binary()) :: boolean()


      


Verifies an Ed25519 signature under rule S1.
Returns true only for a 64-byte signature and a 32-byte key that pass the canonical,
small-order and scalar-range checks and then the cofactorless equation. Any other input,
including non-binary or wrong-size input, returns false; the function never raises.

  


        

      


  

    
BoundedAuthorityProtocol.Es256 
    



      
ES256 (ECDSA P-256 with SHA-256) signature canonicality, public-key acceptance, strict
verification, and producer utilities for the BAP3-ES256-SHA256 suite.
This module is the single owner of the ES256 scalar and point rules for every ES256 surface of
the protocol. It is pure: no clock, randomness, process state, or I/O. It accepts public keys
only; no function here takes, holds, or produces private key material. No function raises.
Wire form
A signature is the RFC 7518 §3.4 raw form r || s: exactly 64 bytes, two fixed-width 32-byte
unsigned big-endian integers. A public key is the 65-byte uncompressed SEC1 point
0x04 || x || y.
Canonical signature
canonical_signature?/1 is the suite's signature rule (spec/bap-v3.md § 3.2):
0 < r < n and 0 < s <= floor(n / 2), n the P-256 group order. Every verification surface
applies it before the backend, and every producer surface (compact assembly, anchored-export
encoding) refuses a signature that fails it (erratum 3).
Producer utilities
Normalization is the signer's duty. normalize_low_s/1 maps a high-S signature (r, s) to
its low-S twin (r, n - s); der_to_raw/1 converts a strict DER ECDSA-Sig-Value (the form
most HSM, KMS, and secret-store signers return) to the raw wire form. A producer runs
der_to_raw/1, then normalize_low_s/1, before compact assembly. The protocol's own producer
surfaces never normalize: they refuse.
A true result proves only that the bytes satisfy the rule. It never selects trusted keys or
grants authority.

      


      
        Summary


  
    Functions
  


    
      
        acceptable_public_key?(arg1)

      


        Returns whether a 65-byte uncompressed SEC1 public key 0x04 || x || y may enter a
verification input: both coordinates are field elements (< p) and the point is on the
curve. Any other input returns false.



    


    
      
        canonical_signature?(arg1)

      


        Returns whether a raw 64-byte signature r || s is canonical: 0 < r < n and
0 < s <= floor(n / 2). Any other input, including non-binary or wrong-size input, returns
false.



    


    
      
        der_to_raw(arg1)

      


        Converts a strict DER ECDSA-Sig-Value (SEQUENCE { INTEGER r, INTEGER s }) to the raw
64-byte r || s form.



    


    
      
        normalize_low_s(arg1)

      


        Maps a raw 64-byte signature to its low-S form: (r, n - s) when s > floor(n / 2), and the
same bytes otherwise. Idempotent.



    


    
      
        verify_strict(message, signature, public_key)

      


        Verifies an ES256 signature strictly: the key must be acceptable, the signature canonical,
and then the ECDSA equation must hold (checked by the :crypto backend over a minimal DER
encoding of r and s). Any other input returns false; the function never raises.



    





      


      
        Functions


        


  
    
      
    
    
      acceptable_public_key?(arg1)


        (since 0.9.0)


        
          
        

    

  


  

      

          @spec acceptable_public_key?(binary()) :: boolean()


      


Returns whether a 65-byte uncompressed SEC1 public key 0x04 || x || y may enter a
verification input: both coordinates are field elements (< p) and the point is on the
curve. Any other input returns false.

  



  
    
      
    
    
      canonical_signature?(arg1)


        (since 0.9.0)


        
          
        

    

  


  

      

          @spec canonical_signature?(binary()) :: boolean()


      


Returns whether a raw 64-byte signature r || s is canonical: 0 < r < n and
0 < s <= floor(n / 2). Any other input, including non-binary or wrong-size input, returns
false.

  



  
    
      
    
    
      der_to_raw(arg1)


        (since 0.9.0)


        
          
        

    

  


  

      

          @spec der_to_raw(binary()) :: {:ok, binary()} | {:error, :invalid}


      


Converts a strict DER ECDSA-Sig-Value (SEQUENCE { INTEGER r, INTEGER s }) to the raw
64-byte r || s form.
The encoding must be exact DER: single-byte lengths that match the content exactly (a valid
signature's content is at most 70 bytes, so a long-form length never matches), minimal
non-negative INTEGER encodings (a leading 0x00 only when the next byte has its high bit
set), and no trailing bytes. Both scalars must lie in 0 < r < n and 0 < s < n. The output
is not low-S normalized; pass it to normalize_low_s/1. Any other input returns
{:error, :invalid}.

  



  
    
      
    
    
      normalize_low_s(arg1)


        (since 0.9.0)


        
          
        

    

  


  

      

          @spec normalize_low_s(binary()) :: {:ok, binary()} | {:error, :invalid}


      


Maps a raw 64-byte signature to its low-S form: (r, n - s) when s > floor(n / 2), and the
same bytes otherwise. Idempotent.
Returns {:error, :invalid} unless 0 < r < n and 0 < s < n. This is a producer utility
for the signer; the protocol's producer surfaces never apply it.

  



  
    
      
    
    
      verify_strict(message, signature, public_key)


        (since 0.9.0)


        
          
        

    

  


  

      

          @spec verify_strict(binary(), binary(), binary()) :: boolean()


      


Verifies an ES256 signature strictly: the key must be acceptable, the signature canonical,
and then the ECDSA equation must hold (checked by the :crypto backend over a minimal DER
encoding of r and s). Any other input returns false; the function never raises.
The backend runs only on a binary message, a canonical signature, and an on-curve key with
coordinates below p (P-256 has prime order, so every such point is a valid public key):
the inputs on which a backend raises never reach it.

  


        

      


  

    
BoundedAuthorityProtocol.ApplicationProfile.LocalLoopbackHttp.V1 
    



      
Explicit entry point for the byte-distinct local-loopback HTTP application proof profile.

      


      
        Summary


  
    Producers
  


    
      
        assemble_compact(signing_input, signature)

      


        Assembles a local-loopback proof at profile maxima.



    


    
      
        assemble_compact(signing_input, signature, limits)

      


        Assembles a local-loopback proof under caller bounds.



    


    
      
        normalize_uri(uri, limits)

      


        Normalizes one bounded local-loopback HTTP target URI without DNS or network access.



    


    
      
        proof_signing_input(proof, limits)

      


        Builds the deterministic byte-distinct local-loopback proof signing input.



    





  
    Decoders
  


    
      
        decode_proof(compact, limits)

      


        Boundedly decodes a local-loopback proof without evaluating trust.



    





  
    Verifiers
  


    
      
        check_envelope(credentials, expected_request)

      


        Verifies a raw grant and local-loopback proof against server-derived context.



    





      


      
        Producers


        


  
    
      
    
    
      assemble_compact(signing_input, signature)



        
          
        

    

  


  

      

          @spec assemble_compact(BoundedAuthorityProtocol.V1.SigningInput.t(), binary()) ::
  {:ok, binary()} | {:error, :invalid}


      


Assembles a local-loopback proof at profile maxima.

  



  
    
      
    
    
      assemble_compact(signing_input, signature, limits)



        
          
        

    

  


  

      

          @spec assemble_compact(
  BoundedAuthorityProtocol.V1.SigningInput.t(),
  binary(),
  BoundedAuthorityProtocol.V1.Bounds.t() | map()
) :: {:ok, binary()} | {:error, :invalid}


      


Assembles a local-loopback proof under caller bounds.
Since 0.9.0, assembly also refuses, with {:error, :invalid}, a
signature that no conforming signer emits: an Ed25519 signature whose S is not below the group
order or whose R is non-canonical or of small order (erratum 3). It never rewrites the
signature bytes it accepts.

  



  
    
      
    
    
      normalize_uri(uri, limits)



        
          
        

    

  


  

      

          @spec normalize_uri(binary(), BoundedAuthorityProtocol.V1.Bounds.t() | map()) ::
  {:ok, binary()} | {:error, :invalid}


      


Normalizes one bounded local-loopback HTTP target URI without DNS or network access.

  



  
    
      
    
    
      proof_signing_input(proof, limits)



        
          
        

    

  


  

      

          @spec proof_signing_input(
  BoundedAuthorityProtocol.V1.Proof.t(),
  BoundedAuthorityProtocol.V1.Bounds.t() | map()
) :: {:ok, BoundedAuthorityProtocol.V1.SigningInput.t()} | {:error, :invalid}


      


Builds the deterministic byte-distinct local-loopback proof signing input.

  


        

      

      
        Decoders


        


  
    
      
    
    
      decode_proof(compact, limits)



        
          
        

    

  


  

      

          @spec decode_proof(binary(), BoundedAuthorityProtocol.V1.Bounds.t() | map()) ::
  {:ok, BoundedAuthorityProtocol.V1.DecodedProof.t()} | {:error, :invalid}


      


Boundedly decodes a local-loopback proof without evaluating trust.

  


        

      

      
        Verifiers


        


  
    
      
    
    
      check_envelope(credentials, expected_request)



        
          
        

    

  


  

      

          @spec check_envelope(
  BoundedAuthorityProtocol.V1.Credentials.t(),
  BoundedAuthorityProtocol.V1.ExpectedRequest.t()
) :: {:ok, BoundedAuthorityProtocol.V1.EnvelopeFacts.t()} | {:error, :invalid}


      


Verifies a raw grant and local-loopback proof against server-derived context.

  


        

      


  

    
BoundedAuthorityProtocol.ContentAssertion.V1 
    



      
Explicit standalone content-assertion profile: signatures bind exact content digests,
caller-supplied context and a bounded window. Verification never grants authority.
The caller owns content semantics, trusted key selection, replay and durable lineage state.

      


      
        Summary


  
    Producers
  


    
      
        assemble_compact(input, signature)

      


        Assembles and revalidates this profile at the maximum bounds.



    


    
      
        assemble_compact(input, signature, limits)

      


        Assembles and revalidates this profile under tightened bounds.



    


    
      
        assertion_digest(compact, limits)

      


        Hashes exact profile-parseable compact bytes; establishes no signature or trust.



    


    
      
        assertion_signing_input(assertion, limits)

      


        Produces deterministic signing bytes for this closed profile.



    


    
      
        content_digest(bytes, limits)

      


        Hashes nonempty exact content bytes in the fixed content domain; never parses them.



    





  
    Decoders
  


    
      
        decode_assertion(compact, limits)

      


        Decodes bounded fields without evaluating the signature or trust.



    





  
    Verifiers
  


    
      
        verify_assertion(compact, expected)

      


        Verifies against explicit public trust, complete expected context and time.



    


    
      
        verify_successor(previous, next, limits)

      


        Checks pairwise lineage facts; caller owns their provenance, current trust and high-water state.



    





      


      
        Producers


        


  
    
      
    
    
      assemble_compact(input, signature)



        
          
        

    

  


  

      

          @spec assemble_compact(BoundedAuthorityProtocol.V1.SigningInput.t(), binary()) ::
  {:ok, binary()} | {:error, :invalid}


      


Assembles and revalidates this profile at the maximum bounds.

  



  
    
      
    
    
      assemble_compact(input, signature, limits)



        
          
        

    

  


  

      

          @spec assemble_compact(
  BoundedAuthorityProtocol.V1.SigningInput.t(),
  binary(),
  BoundedAuthorityProtocol.V1.Bounds.t() | map()
) :: {:ok, binary()} | {:error, :invalid}


      


Assembles and revalidates this profile under tightened bounds.
Since 0.9.0, assembly also refuses, with {:error, :invalid}, a
signature that no conforming signer emits: an Ed25519 signature whose S is not below the group
order or whose R is non-canonical or of small order (erratum 3). It never rewrites the
signature bytes it accepts.

  



  
    
      
    
    
      assertion_digest(compact, limits)



        
          
        

    

  


  

      

          @spec assertion_digest(binary(), BoundedAuthorityProtocol.V1.Bounds.t() | map()) ::
  {:ok, binary()} | {:error, :invalid}


      


Hashes exact profile-parseable compact bytes; establishes no signature or trust.

  



  
    
      
    
    
      assertion_signing_input(assertion, limits)



        
          
        

    

  


  

      

          @spec assertion_signing_input(
  BoundedAuthorityProtocol.ContentAssertion.V1.ContentAssertion.t(),
  BoundedAuthorityProtocol.V1.Bounds.t() | map()
) :: {:ok, BoundedAuthorityProtocol.V1.SigningInput.t()} | {:error, :invalid}


      


Produces deterministic signing bytes for this closed profile.

  



  
    
      
    
    
      content_digest(bytes, limits)



        
          
        

    

  


  

      

          @spec content_digest(binary(), BoundedAuthorityProtocol.V1.Bounds.t() | map()) ::
  {:ok, binary()} | {:error, :invalid}


      


Hashes nonempty exact content bytes in the fixed content domain; never parses them.

  


        

      

      
        Decoders


        


  
    
      
    
    
      decode_assertion(compact, limits)



        
          
        

    

  


  

      

          @spec decode_assertion(binary(), BoundedAuthorityProtocol.V1.Bounds.t() | map()) ::
  {:ok,
   BoundedAuthorityProtocol.ContentAssertion.V1.DecodedContentAssertion.t()}
  | {:error, :invalid}


      


Decodes bounded fields without evaluating the signature or trust.

  


        

      

      
        Verifiers


        


  
    
      
    
    
      verify_assertion(compact, expected)



        
          
        

    

  


  

      

          @spec verify_assertion(
  binary(),
  BoundedAuthorityProtocol.ContentAssertion.V1.ExpectedContentAssertion.t()
) ::
  {:ok, BoundedAuthorityProtocol.ContentAssertion.V1.ContentAssertionFacts.t()}
  | {:error, :invalid}


      


Verifies against explicit public trust, complete expected context and time.

  



  
    
      
    
    
      verify_successor(previous, next, limits)



        
          
        

    

  


  

      

          @spec verify_successor(
  BoundedAuthorityProtocol.ContentAssertion.V1.ContentAssertionFacts.t(),
  BoundedAuthorityProtocol.ContentAssertion.V1.ContentAssertionFacts.t(),
  BoundedAuthorityProtocol.V1.Bounds.t() | map()
) :: :ok | {:error, :invalid}


      


Checks pairwise lineage facts; caller owns their provenance, current trust and high-water state.

  


        

      


  

    
BoundedAuthorityProtocol.ContentAssertion.V1.ContentAssertion 
    



      
Producer inputs for a standalone digest-bound content assertion.
Fields
	attestor_key_id - the attestor key identifier, the header kid: 1 to kid_bytes (128) bytes
of ASCII letters, digits, -, ., _ or ~.
	jti - the assertion identifier: non-empty StringOrURI of at most identifier_bytes (512)
UTF-8 bytes.
	iss - the asserted issuer: non-empty StringOrURI of at most identifier_bytes (512) UTF-8
bytes.
	aud - the one audience: non-empty StringOrURI of at most identifier_bytes (512) UTF-8 bytes.
	sub - the stable assertion-lineage identifier: non-empty StringOrURI of at most
identifier_bytes (512) UTF-8 bytes.
	profile - the semantic-profile identifier, compared as data: non-empty StringOrURI of at most
identifier_bytes (512) UTF-8 bytes.
	profile_digest - an opaque raw 32-byte caller-pinned profile identity.
	content_digest - the raw 32-byte digest of the exact content bytes (see BoundedAuthorityProtocol.ContentAssertion.V1.content_digest/2).
	gen - the generation, 1 to integer_magnitude; 1 exactly when prev is 32 zero bytes.
	prev - the raw 32-byte BoundedAuthorityProtocol.ContentAssertion.V1.assertion_digest/2 of the predecessor, or 32 zero bytes at generation
1.
	iat - the issue time, integer Unix time in seconds.
	nbf - the start of the window, integer Unix time in seconds; iat <= nbf.
	exp - the exclusive end of the window, integer Unix time in seconds; nbf < exp.


      


      
        Summary


  
    Types
  


    
      
        t()

      


        Producer input for one content assertion.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %BoundedAuthorityProtocol.ContentAssertion.V1.ContentAssertion{
  attestor_key_id: binary(),
  aud: binary(),
  content_digest: binary(),
  exp: integer(),
  gen: integer(),
  iat: integer(),
  iss: binary(),
  jti: binary(),
  nbf: integer(),
  prev: binary(),
  profile: binary(),
  profile_digest: binary(),
  sub: binary()
}


      


Producer input for one content assertion.

  


        

      


  

    
BoundedAuthorityProtocol.ContentAssertion.V1.ContentAssertionFacts 
    



      
Non-authorizing verified content assertion facts; caller owns trust and persistence.
Fields
	version - always 1.
	attestor_key_id - the attestor key identifier, the header kid: 1 to kid_bytes (128) bytes
of ASCII letters, digits, -, ., _ or ~.
	attestor_key_fingerprint - the raw 32-byte RFC 7638 fingerprint of the attestor key.
	jti - the assertion identifier: non-empty StringOrURI of at most identifier_bytes (512)
UTF-8 bytes.
	iss - the asserted issuer: non-empty StringOrURI of at most identifier_bytes (512) UTF-8
bytes.
	aud - the one audience: non-empty StringOrURI of at most identifier_bytes (512) UTF-8 bytes.
	sub - the stable assertion-lineage identifier: non-empty StringOrURI of at most
identifier_bytes (512) UTF-8 bytes.
	profile - the semantic-profile identifier, compared as data: non-empty StringOrURI of at most
identifier_bytes (512) UTF-8 bytes.
	profile_digest - an opaque raw 32-byte caller-pinned profile identity.
	content_digest - the raw 32-byte digest of the exact content bytes (see BoundedAuthorityProtocol.ContentAssertion.V1.content_digest/2).
	gen - the generation, 1 to integer_magnitude; 1 exactly when prev is 32 zero bytes.
	prev - the raw 32-byte BoundedAuthorityProtocol.ContentAssertion.V1.assertion_digest/2 of the predecessor, or 32 zero bytes at generation
1.
	iat - the issue time, integer Unix time in seconds.
	nbf - the start of the window, integer Unix time in seconds; iat <= nbf.
	exp - the exclusive end of the window, integer Unix time in seconds; nbf < exp.
	digest - the raw 32-byte BoundedAuthorityProtocol.ContentAssertion.V1.assertion_digest/2 of the verified compact (a successor's prev).
	verification - always :signature_and_window.
	trust - always :not_evaluated.


      


      
        Summary


  
    Types
  


    
      
        t()

      


        Facts from a verified content assertion.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %BoundedAuthorityProtocol.ContentAssertion.V1.ContentAssertionFacts{
  attestor_key_fingerprint: binary(),
  attestor_key_id: binary(),
  aud: binary(),
  content_digest: binary(),
  digest: binary(),
  exp: integer(),
  gen: integer(),
  iat: integer(),
  iss: binary(),
  jti: binary(),
  nbf: integer(),
  prev: binary(),
  profile: binary(),
  profile_digest: binary(),
  sub: binary(),
  trust: :not_evaluated,
  verification: :signature_and_window,
  version: 1
}


      


Facts from a verified content assertion.

  


        

      


  

    
BoundedAuthorityProtocol.ContentAssertion.V1.DecodedContentAssertion 
    



      
Untrusted bounded content assertion fields; decoding establishes no signature or trust.
Returned by BoundedAuthorityProtocol.ContentAssertion.V1.decode_assertion/2 for diagnosis only; it is never a verified value.
Fields
	version - always 1.
	attestor_key_id - the attestor key identifier, the header kid: 1 to kid_bytes (128) bytes
of ASCII letters, digits, -, ., _ or ~.
	jti - the assertion identifier: non-empty StringOrURI of at most identifier_bytes (512)
UTF-8 bytes.
	iss - the asserted issuer: non-empty StringOrURI of at most identifier_bytes (512) UTF-8
bytes.
	aud - the one audience: non-empty StringOrURI of at most identifier_bytes (512) UTF-8 bytes.
	sub - the stable assertion-lineage identifier: non-empty StringOrURI of at most
identifier_bytes (512) UTF-8 bytes.
	profile - the semantic-profile identifier, compared as data: non-empty StringOrURI of at most
identifier_bytes (512) UTF-8 bytes.
	profile_digest - an opaque raw 32-byte caller-pinned profile identity.
	content_digest - the raw 32-byte digest of the exact content bytes (see BoundedAuthorityProtocol.ContentAssertion.V1.content_digest/2).
	gen - the generation, 1 to integer_magnitude; 1 exactly when prev is 32 zero bytes.
	prev - the raw 32-byte BoundedAuthorityProtocol.ContentAssertion.V1.assertion_digest/2 of the predecessor, or 32 zero bytes at generation
1.
	iat - the issue time, integer Unix time in seconds.
	nbf - the start of the window, integer Unix time in seconds; iat <= nbf.
	exp - the exclusive end of the window, integer Unix time in seconds; nbf < exp.
	verification - always :not_evaluated.


      


      
        Summary


  
    Types
  


    
      
        t()

      


        An unverified decoded content assertion.
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      t()



        
          
        

    

  


  

      

          @type t() :: %BoundedAuthorityProtocol.ContentAssertion.V1.DecodedContentAssertion{
  attestor_key_id: binary(),
  aud: binary(),
  content_digest: binary(),
  exp: integer(),
  gen: integer(),
  iat: integer(),
  iss: binary(),
  jti: binary(),
  nbf: integer(),
  prev: binary(),
  profile: binary(),
  profile_digest: binary(),
  sub: binary(),
  verification: :not_evaluated,
  version: 1
}


      


An unverified decoded content assertion.

  


        

      


  

    
BoundedAuthorityProtocol.ContentAssertion.V1.ExpectedContentAssertion 
    



      
Explicit trusted key, exact context, content digest, time and bounds.
Fields
	attestor - the BoundedAuthorityProtocol.V1.HistoricalPublicKey of the attestor you trust;
the assertion window must lie inside its validity window.
	issuer - the expected iss.
	audience - the expected aud.
	subject - the expected sub.
	profile - the expected profile.
	profile_digest - the expected raw 32-byte profile digest.
	content_digest - the expected raw 32-byte content digest; there is no opt-out.
	now - the caller's current time, integer Unix time in seconds; it must satisfy nbf <= now < exp.
	bounds - a BoundedAuthorityProtocol.V1.Bounds struct or a map of tightening overrides; %{}
means the profile maxima (see BoundedAuthorityProtocol.V1.Bounds.coerce/1).


      


      
        Summary
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        t()

      


        Expected context for BoundedAuthorityProtocol.ContentAssertion.V1.verify_assertion/2.
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          @type t() :: %BoundedAuthorityProtocol.ContentAssertion.V1.ExpectedContentAssertion{
  attestor: BoundedAuthorityProtocol.V1.HistoricalPublicKey.t(),
  audience: binary(),
  bounds: BoundedAuthorityProtocol.V1.Bounds.t() | map(),
  content_digest: binary(),
  issuer: binary(),
  now: integer(),
  profile: binary(),
  profile_digest: binary(),
  subject: binary()
}


      


Expected context for BoundedAuthorityProtocol.ContentAssertion.V1.verify_assertion/2.

  


        

      


  

    
BoundedAuthorityProtocol.RoleAttestation.V1 
    



      
Explicit entry point for the byte-distinct role-attestation profile (bap-role-attestation/1).

      


      
        Summary


  
    Producers
  


    
      
        assemble_compact(signing_input, signature)

      


        Assembles a role attestation at profile maxima.



    


    
      
        assemble_compact(signing_input, signature, limits)

      


        Assembles a role attestation under caller bounds.



    


    
      
        attestation_signing_input(attestation, limits)

      


        Builds the deterministic role-attestation signing input.



    





  
    Decoders
  


    
      
        decode_attestation(compact, limits)

      


        Boundedly decodes a role attestation without evaluating trust.



    





  
    Verifiers
  


    
      
        verify_attestation(compact, expected)

      


        Verifies a role attestation against caller-supplied attestor trust, subject binding, and now.



    





      


      
        Producers


        


  
    
      
    
    
      assemble_compact(signing_input, signature)



        
          
        

    

  


  

      

          @spec assemble_compact(BoundedAuthorityProtocol.V1.SigningInput.t(), binary()) ::
  {:ok, binary()} | {:error, :invalid}


      


Assembles a role attestation at profile maxima.

  



  
    
      
    
    
      assemble_compact(signing_input, signature, limits)



        
          
        

    

  


  

      

          @spec assemble_compact(
  BoundedAuthorityProtocol.V1.SigningInput.t(),
  binary(),
  BoundedAuthorityProtocol.V1.Bounds.t() | map()
) :: {:ok, binary()} | {:error, :invalid}


      


Assembles a role attestation under caller bounds.
Since 0.9.0, assembly also refuses, with {:error, :invalid}, a
signature that no conforming signer emits: an Ed25519 signature whose S is not below the group
order or whose R is non-canonical or of small order (erratum 3). It never rewrites the
signature bytes it accepts.

  



  
    
      
    
    
      attestation_signing_input(attestation, limits)



        
          
        

    

  


  

      

          @spec attestation_signing_input(
  BoundedAuthorityProtocol.RoleAttestation.V1.RoleAttestation.t(),
  BoundedAuthorityProtocol.V1.Bounds.t() | map()
) :: {:ok, BoundedAuthorityProtocol.V1.SigningInput.t()} | {:error, :invalid}


      


Builds the deterministic role-attestation signing input.

  


        

      

      
        Decoders


        


  
    
      
    
    
      decode_attestation(compact, limits)



        
          
        

    

  


  

      

          @spec decode_attestation(binary(), BoundedAuthorityProtocol.V1.Bounds.t() | map()) ::
  {:ok, BoundedAuthorityProtocol.RoleAttestation.V1.DecodedAttestation.t()}
  | {:error, :invalid}


      


Boundedly decodes a role attestation without evaluating trust.

  


        

      

      
        Verifiers


        


  
    
      
    
    
      verify_attestation(compact, expected)



        
          
        

    

  


  

      

          @spec verify_attestation(
  binary(),
  BoundedAuthorityProtocol.RoleAttestation.V1.ExpectedAttestation.t()
) ::
  {:ok, BoundedAuthorityProtocol.RoleAttestation.V1.AttestationFacts.t()}
  | {:error, :invalid}


      


Verifies a role attestation against caller-supplied attestor trust, subject binding, and now.

  


        

      


  

    
BoundedAuthorityProtocol.RoleAttestation.V1.AttestationFacts 
    



      
Closed value-bearing, redacted, non-authorizing verified role-attestation facts.
Fields
	version - always 1.
	attestor_key_id - the verified attestor key identifier.
	attestor_key_fingerprint - the raw 32-byte RFC 7638 fingerprint of the attestor key.
	subject_key_id - the verified subject key identifier.
	subject_key_fingerprint - the raw 32-byte RFC 7638 fingerprint of the subject key.
	role - the attested role, "issuer" or "holder".
	jti - the attestation identifier.
	nbf - the start of the window, integer Unix time in seconds.
	exp - the exclusive end of the window, integer Unix time in seconds.
	verification - always :signature_and_window.
	trust - always :not_evaluated.


      


      
        Summary


  
    Types
  


    
      
        t()

      


        Facts from a verified role attestation.
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          @type t() :: %BoundedAuthorityProtocol.RoleAttestation.V1.AttestationFacts{
  attestor_key_fingerprint: binary(),
  attestor_key_id: binary(),
  exp: integer(),
  jti: binary(),
  nbf: integer(),
  role: binary(),
  subject_key_fingerprint: binary(),
  subject_key_id: binary(),
  trust: :not_evaluated,
  verification: :signature_and_window,
  version: 1
}


      


Facts from a verified role attestation.

  


        

      


  

    
BoundedAuthorityProtocol.RoleAttestation.V1.DecodedAttestation 
    



      
Closed bounded decode of one role attestation without trust evaluation.
Returned by BoundedAuthorityProtocol.RoleAttestation.V1.decode_attestation/2 for diagnosis only; it is never a verified value.
Fields
	version - always 1.
	attestor_key_id - the header kid.
	jti - the attestation identifier.
	key_id - the subject key identifier.
	public_key - the subject's raw 32-byte Ed25519 public key.
	role - "issuer" or "holder".
	nbf - the start of the window, integer Unix time in seconds.
	exp - the exclusive end of the window, integer Unix time in seconds.
	verification - always :not_evaluated.


      


      
        Summary


  
    Types
  


    
      
        t()

      


        An unverified decoded role attestation.
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          @type t() :: %BoundedAuthorityProtocol.RoleAttestation.V1.DecodedAttestation{
  attestor_key_id: binary(),
  exp: integer(),
  jti: binary(),
  key_id: binary(),
  nbf: integer(),
  public_key: binary(),
  role: binary(),
  verification: :not_evaluated,
  version: 1
}


      


An unverified decoded role attestation.

  


        

      


  

    
BoundedAuthorityProtocol.RoleAttestation.V1.ExpectedAttestation 
    



      
Exact expected context for one role attestation: attestor trust, subject binding, now, bounds.
Fields
	attestor - the BoundedAuthorityProtocol.V1.HistoricalPublicKey of the attestor you trust
(key id, raw 32-byte key and validity window); the attestation window must lie inside it.
	subject_key_id - the subject key identifier the attestation must name.
	subject_public_key - the subject's raw 32-byte Ed25519 public key the attestation must name.
	now - the caller's current time, integer Unix time in seconds; it must lie in [nbf, exp).
The library reads no clock.
	bounds - a BoundedAuthorityProtocol.V1.Bounds struct or a map of tightening overrides; %{}
means the profile maxima (see BoundedAuthorityProtocol.V1.Bounds.coerce/1).


      


      
        Summary


  
    Types
  


    
      
        t()

      


        Expected context for BoundedAuthorityProtocol.RoleAttestation.V1.verify_attestation/2.
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          @type t() :: %BoundedAuthorityProtocol.RoleAttestation.V1.ExpectedAttestation{
  attestor: BoundedAuthorityProtocol.V1.HistoricalPublicKey.t(),
  bounds: BoundedAuthorityProtocol.V1.Bounds.t() | map(),
  now: integer(),
  subject_key_id: binary(),
  subject_public_key: binary()
}


      


Expected context for BoundedAuthorityProtocol.RoleAttestation.V1.verify_attestation/2.

  


        

      


  

    
BoundedAuthorityProtocol.RoleAttestation.V1.RoleAttestation 
    



      
One producer-side role attestation: an attestor key binding a subject key to a role.
Fields
	attestor_key_id - the attestor key identifier, written to the header kid: 1 to kid_bytes
(128) bytes of ASCII letters, digits, -, ., _ or ~.
	jti - the attestation identifier: non-empty StringOrURI of at most identifier_bytes (512)
UTF-8 bytes; the audit and revocation-reference handle.
	key_id - the subject key identifier: 1 to kid_bytes (128) bytes of ASCII letters, digits,
-, ., _ or ~.
	public_key - the subject's raw 32-byte Ed25519 public key; it must pass
BoundedAuthorityProtocol.Ed25519.acceptable_public_key?/1.
	role - exactly "issuer" or "holder".
	nbf - the start of the acceptance window, integer Unix time in seconds.
	exp - the exclusive end of the window, integer Unix time in seconds; it must be after nbf.


      


      
        Summary


  
    Types
  


    
      
        t()

      


        Producer input for one role attestation.
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          @type t() :: %BoundedAuthorityProtocol.RoleAttestation.V1.RoleAttestation{
  attestor_key_id: binary(),
  exp: integer(),
  jti: binary(),
  key_id: binary(),
  nbf: integer(),
  public_key: binary(),
  role: binary()
}


      


Producer input for one role attestation.

  


        

      


  

    
BoundedAuthorityProtocol.Conformance.Cli 
    



      
Deterministic offline verifier CLI for every packaged conformance corpus.
Run it as the bounded_authority_conformance escript or call run/1 from Elixir. Both take the
same arguments and return the same exit status; run/1 never halts the VM.
bounded_authority_conformance --corpus DIR [--report PATH]
bounded_authority_conformance --help
bounded_authority_conformance --version
Corpora
--corpus DIR is required. DIR is one corpus directory, the one holding its index.json.
The CLI recognizes the corpus from its index; there is no flag per corpus. Inside the package
(Application.app_dir(:bounded_authority_protocol, "priv/conformance"), or
deps/bounded_authority_protocol/priv/conformance in a Mix project) they are:
	Directory	Corpus
	v1/corpus, v2/corpus, v3/corpus	contract-majors 1, 2 and 3
	strict-ed25519	strict Ed25519 (bap-strict-ed25519/1)
	producer-canonicality	producer canonicality (bap-producer-canonicality/1)
	selector-float-zero	selector float zero (bap-selector-float-zero/1)
	application-profiles/local-loopback-http/v1	local-loopback HTTP proofs
	attestation-profiles/role-attestation/v1	role attestations
	attestation-profiles/content-assertion/v1	content assertions

Each directory must be exactly the certified corpus this release was built against: its
index.json bytes must hash to the pinned identity, so a regenerated or edited corpus fails
even when it is internally consistent.
What it reads
The CLI reads index.json, then only the files the index names. It refuses, with exit 1:
	a symbolic link, device or other non-regular entry anywhere inside DIR;
	any file inside DIR that the index does not name;
	an index path that is absolute or contains an empty, . or .. segment;
	a file larger than 1 MiB, or more than 4,096 entries under DIR.

DIR itself, and the directories above it, may be reached through symbolic links (Mix links
_build/*/lib/*/priv to the package's priv).
Exit status
	0: complete agreement. Every named file is present with its SHA-256, the counts match, and
the executed cases are exactly the certified census (unique case ids, the same id set and
count as the index, each case executed from the file that declares it), every one agreeing
with its expected verdict and bytes.
	1: anything else: a disagreement, an incomplete or padded run, an integrity or
certification failure, a refused or unreadable file, or a report that cannot be written.
	2: a usage error: --corpus missing, an unknown flag, or a flag without its value.

--help and --version print to standard output and exit 0.
Output
The report goes to --report PATH, or to standard output when the flag is absent. It is one
line of RFC 8785 (JCS) JSON followed by a newline, with exactly these members:
	format: "bounded-authority-protocol-<corpus>-conformance-report", where <corpus> is
v1, v2, v3, strict-ed25519, producer-canonicality, selector-float-zero,
local-loopback-http, role-attestation or content-assertion;
	agreement: true only for exit 0;
	exit_status: 0 or 1, the status the run returns when the report is written;
	total, agreed, disagreed: case counts;
	index_sha256_base64url: base64url SHA-256 of the exact index.json bytes.

These members, the flags and the exit statuses are a stable contract of package 1.x. A failure
before a report exists (usage, refusal, integrity, certification) writes no report.
Every failure writes one line to standard error naming its class, for example
bounded_authority_conformance: the corpus directory holds a file the index does not name. The
line never contains a path, a case id or corpus bytes. Usage errors print the usage text to
standard error.
Purity
This module is the package's one I/O carve-out: argument parsing, reading the corpus directory
and writing the report. Every judgment (integrity, certification, case execution, agreement and
completeness, report bytes) is made by the package's pure internal core. No clock, network,
randomness or trust selection is involved.

      


      
        Summary


  
    Functions
  


    
      
        run(argv)

      


        Runs the CLI against argv and returns the exit status (0, 1 or 2). See the module
documentation for the arguments, the files read, the report and the exit statuses.



    





      


      
        Functions


        


  
    
      
    
    
      run(argv)



        
          
        

    

  


  

      

          @spec run([binary()]) :: 0 | 1 | 2


      


Runs the CLI against argv and returns the exit status (0, 1 or 2). See the module
documentation for the arguments, the files read, the report and the exit statuses.
It does not halt; the escript's entry point halts with the returned status. The certified index
identities are fixed in this module and cannot be supplied by the caller.
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